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1 About this guide
This document provides a complete customer guide for Entrust PKIaaS (PKI as a Service).

Acronyms
Revision information
Other documents
Documentation feedback

Acronyms
See below a definition of acronyms that may appear in this document.

Acronym Definition

ACME Automatic Certificate Management Environment

ADCS Microsoft Active Directory Certificate Services

ADDS Microsoft Active Directory Domain Services

AES Advanced Encryption Standard

AIA Authority Information Access

CA Certification Authority

CAGW Entrust CA Gateway (API)

CEG Entrust Certificate Enrollment Gateway

CEP Certificate Enrollment Policy

CLI Command-line Interface

CLM Certificate Lifecycle Management

CMC Cryptographic Message Syntax

CMP Certificate Management Protocol

CN Common Name
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Acronym Definition

CPS Certification Practice Statement

CRL Certificate Revocation List

CSR Certificate Signing Request (PKCS #10)

CSS Certificate Status Server

CT Certificate Transparency

DHCP Dynamic Host Configuration Protocol

DN Distinguished Name

DNS Domain Name System

ECDSA Elliptic Curve Digital Signature Algorithm

ECC Elliptic Curve Cryptography

ECS Entrust Certificate Services 

EEE End Entity Enrollment

EST Enrolment over Secure Transport

FIPS Federal Information Processing Standard

FQDN Fully Qualified Domain Name

JDK Java Development Kit

HSM Hardware Security Module

LDAP Lightweight Directory Access Protocol

LDAPS Lightweight Directory Access Protocol over SSL
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Acronym Definition

LRA Local Registration Authority

MDM Mobile Device Management

MDMWS Entrust's Mobile Device Management Web Service API

MS-XCEP X.509 Certificate Enrollment Policy Protocol (CEP)

MS-WSTEP WS-Trust X.509v3 Token Enrollment Extensions Protocol (WSTEP)

NIST National Institute of Standards and Technology

PKIaaS Public Key Infrastructure as a Service

OA Operational Authority

OCSP Online Certificate Status Protocol

OID Object Identifier

OTP One-time Passcode

OVA Open Virtual Appliance

P12 PKCS (Public Key Cryptography Standards) #12

PA Policy Authority

PQ Post-Quantum

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

RA Registration Authority

REST Representational State Transfer



Entrust PKIaaS - Customer Guide 10

Acronym Definition

RBAC Role-Based Access Control

RDN Relative Distinguished Name

RFC Request for Comment

RHEL Red Hat Enterprise Linux

RPO Recovery Point Objective

RTO Recovery Time Objective

SAN Subject Alternative Names

SCEP Simple Certificate Enrollment Protocol

SIEM Security Information and Event Management 

SHA Secure Hash Algorithms

S/MIME Secure/Multipurpose Internet Mail Extensions

TLS Transport Layer Security

TPM Trusted Platform Module

URL Uniform Resource Locator

UEM Unified Endpoint Management

V2G Vehicle-to-Grid

VM Virtual Machine

WHFB Windows Hello for Business
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Revision information
See the below table for the issues of this document.

Issue Date Section Changes

1.8 Dec 2024 Getting Certificate Enrollment 
Gateway settings for MDM

Improve the URL format 
reference

1.7

 

 

 

Oct 2024

 

 

 

Revoking and removing certificates New section

RDN Format Describe the automated 
renewal configuration

RDN Variables Describe the automated 
renewal configuration

User types with PKIaaS roles Add note on Requester user 
type limitations. 

1.6 June 2024 Azure requirements for the PKIaaS 
Virtual Machine

New section

Configuring MDM automation in Ivanti 
Neurons MDM

Update the configuration steps 
to reflect the changes from 
Ivanti MobileIron to Ivanti 
Neurons

1.5 February 2024 Automating Windows Auto 
Enrollment (WSTEP) with an Entrust-
hosted Enrollment Gateway

New section

1.4 October 2023

 

Role-Based Access Control New role-based access control 
feature

Post-quantum Lab experimental 
region

New region to test PQ key types

Multiuse certificate profiles New certificate profiles
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Issue Date Section Changes

1.3 May 2023 Certification Authority instantiation Remove the region limitation 
per ECS account

Getting the Intune Service URL

Getting Certificate Enrollment 
Gateway settings for MDM

Add Intune and MDM URLs for 
the US and EU regions

Subscriber certificate profiles Update the default validity from 
3 to 1 year for most subscriber 
certificate profiles

Migrating a customer-hosted 
Enrollment Gateway to Entrust-
hosted

Add this new section

1.2 March 2023 Automating Intune enrollment with 
an Entrust-hosted Enrollment 
Gateway

Automating MDM enrollment with an 
Entrust-hosted Enrollment Gateway

Integrating third-party tools with the 
Entrust CA Gateway API

Azure Firewall Intermediate CA 
certificate profile

Add these new sections

1.1 November 2022 TLS Proxy CA certificate profile Add this new feature 

MDMWS certificate profiles Add the P12 and client 
authentication profiles

1.0 October 2021 All sections Release the document

Other documents
See the table below for other relevant documentation on Entrust PKIaaS.

Document URL

PKIaaS Product Page https://www.entrust.com/digital-security/certificate-
solutions/products/pki/managed-services/pki-as-a-service

https://www.entrust.com/digital-security/certificate-solutions/products/pki/managed-services/pki-as-a-service
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Document URL

PKIaaS Terms and Conditions https://www.entrust.com/legal-compliance/terms-
conditions/entrust-managed-pki

PKIaaS Certification Practice Statement https://api.managed.entrust.com/pkiaas/cps

Documentation feedback
You can rate and provide feedback about product documentation by completing the online feedback form: 

https://go.entrust.com/documentation-feedback

Any information you provide goes directly to the documentation team and is used to improve and correct the 
information in our guides. 

https://www.entrust.com/legal-compliance/terms-conditions/entrust-managed-pki
https://api.managed.entrust.com/pkiaas/cps
https://go.entrust.com/documentation-feedback
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2 Introduction to PKIaaS
Entrust PKI as a Service (PKIaaS) is a highly secure PKI that is quick to deploy, scales on-demand, and runs where 
you do business - the cloud.

As explained in the following sections, Entrust PKIaaS secures use cases through turnkey approaches, solving 
customer problems while maintaining simplicity by reducing the number of services, applications, and software 
they need to run on their premises.

PKIaaS benefits
PKIaaS capabilities
PKIaaS operation
PKIaaS governance model
PKIaaS quotas and limits
Compliance frameworks
Definitions

See the following YouTube video playlist for a description of the main administration tasks.

https://www.youtube.com/playlist?list=PLu4ev5P7cZ0IBmbH0iTWjWuNXH8OatwCM

PKIaaS benefits
Entrust PKIaaS provides the following benefits. 

Scalability
Speed
Security
Simplicity

Scalability
Modern use cases demand more and shorter-lived certificates. Entrust PKIaaS is a high-performing, cloud-native 
system that scales as needed with nearly limitless capacity, guided by Entrust experts. As a next-generation service 
built on today's technology, you will always have the capacity you need—when you need it.

Speed
The speed of business is changing. Your PKI needs to operate swiftly wherever you conduct business. Entrust 
PKIaaS deploys and expands within minutes, providing a rapid solution to secure your business use cases. For 
example:

You can create new issuing CAs in minutes to handle the next generation of use cases.
You can use the Entrust-hosted automation service to deploy IT use cases, such as mobile device 
management and Windows auto-enrollment.

Security
Maintaining your security posture matters. Entrust PKIaaS:

Provides you with dedicated root and issuing Certification Authorities (CAs)
Protects your keys in our Tier III data centers, secured by Entrust nShield HSMs running at FIPS 140-2 Level 3.

https://www.youtube.com/playlist?list=PLu4ev5P7cZ0IBmbH0iTWjWuNXH8OatwCM
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Simplicity
As deployments diversify and use cases grow in complexity, they present a management challenge. With our 
PKIaaS, Entrust handles PKI management, relieving you of the burden. Use cases are easy to deploy and adaptable, 
ensuring they won't impede business operations. PKIaaS seamlessly interoperates with other Entrust PKI products, 
including :

Entrust Certificate Services Enterprise Portal (ECS).
Certificate Enrollment Gateway (CEG).
Certificate Hub.

PKIaaS capabilities
Entrust PKIaaS capabilities cover the following areas.

Certification Authority instantiation
Certificate issuance
Certificate management
Certificate status checking

Certification Authority instantiation
PKIaaS provides the following CA instantiation capabilities.

CA types
CA key and signature algorithms
Secure CA key management
CA creation time
CA validity period

CA types
Each customer may have one or more subordinate issuing CAs. You can:

Create an online root CA and add issuing CAs subordinate to this root CA.
Add an issuing CA signed by an external root CA – for example, your on-premise Microsoft root CA.

CA key and signature algorithms
The following CA key and signature algorithm pairs are supported.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
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Key algorithm Signature algorithm

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Secure CA key management
All CA private keys are stored in Entrust nShield Connect XC high HSMs FIPS140-2 level 3.

CA creation time
CAs are automatically provisioned in ~60 seconds after submitting your request.

CA validity period
CA certificates have a default validity period of 20 years for root CAs and 10 years for subordinate issuing CAs. You 
can select a different period when creating each CA.

Certificate issuance
PKIaaS capabilities for certificate issuance include the following.

Certificate profiles
Subscriber key algorithms
Validity period
Enrollment by CSR
Subject Alt Names
Extensions
Proof of possession

Certificate profiles
PKIaaS certificate issuance is always in the context of a certificate profile. These profiles are defined within the 
PKIaaS service and referenced by name in the certificate issuance requests.  As described in Subscriber certificate 
profiles, Entrust tunes the profiles to specific use cases:

ECS Enterprise UI
CA Gateway API
On-premises Certificate Enrollment Gateway (CEG).

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

An issuing CA should have a minimum lifespan of 3 years to support some features. For example, to 
automate Intune/MDM enrollment using an Entrust Hosted Certificate Enrollment Gateway, an issuing CA 
must have at least 3 years of remaining lifespan when the Enrollment Gateway is created.

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Subscriber key algorithms
PKIaaS supports RSA and EC subscriber certificate key algorithms. PKIaaS is validated to sign certificates that use 
the following algorithms for their public key.

ECDSA P-256
ECDSA P-384
ECDSA P-521
RSA 2048
RSA 3072
RSA 4096

Validity period
The certificate validity period cannot go beyond the expiry date of the issuing CA. The validity period value defaults 
to 3 years if it is not specified in the request.

Enrollment by CSR
All certificate issuance requests are completed through CSR format. The calling application is responsible for the 
generation of the certificate's private key.

Subject Alt Names
Subject Alt Names (SANs) are supplied in the request separate from the CSR. API requests to PKIaaS support the 
"subjectAltNames" field of the request.

Some third-party services such as Venafi require to automatically supply SANs using the common names for TLS 
server certificates. To automatically supply SANs using common names, PKIaaS offers two certificate profiles under 
Private SSL (ACMEv2) certificate profiles. 

privatessl-tls-client-server-supply-san
privatessl-tls-server-supply-san

Extensions
Certificate extensions are supplied in the request separate from the CSR. Use the following API field to supply 
extensions.

optionalCertificateRequestDetails.extensions 

Proof of possession
The proof of possession check automatically validates that the caller has possession of the private key. The POP 
check is always performed during certificate request validation.

Certificate management
To manage certificates, Entrust PKIaaS provides:

The web portal described in Managing certificates with Entrust Certificate Services Enterprise
The API described in https://api.managed.entrust.com/doc/#operation/certificate-events

https://api.managed.entrust.com/doc/#operation/certificate-events
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Certificate status checking
PKIaaS provides the following certificate status-checking functions.

Entrust PKIaaS Certificate Revocation Lists
Entrust PKIaaS OCSP service

Entrust PKIaaS Certificate Revocation Lists
PKIaaS publishes Certificate Revocation Lists (CRLs) with the following settings.

Setting Value

CRL validity 7 days

CRL extensions crlNumber, invalidityDate, expiredCertsOnCRL

Signing key  CA key

CRL type Full CRL 

Maximum size 22 MB

CA type Root and issuing CAs

Each CRL is updated:

Automatically, every 24 hours.
When including the "publish now" option on revocation requests to the API—this option results in the 
issuance of a new CRL within 15 minutes.
When revoking an end-entity certificate using the ECS Enterprise UI or the Entrust Certificate Enrollment 
Gateway (CEG)—this type of revocation also results in the issuance of a new CRL within 15 minutes.

CRLs are available at the following URLs.

US region

http://crl.pkiaas.entrust.com/crl/{accountId}/{caId}/crl.crl 

EU region

http://crl.eu.pkiaas.entrust.com/crl/{accountId}/{caId}/crl.crl 
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PQ Lab region

http://crl.pqlab.pkiaas.entrust.com/crl/{accountId}/{caId}/crl.crl 

Where {accountId}  is your account identifier, and {caId}  is the Certification Authority identifier.

Entrust PKIaaS OCSP service
The Online Certificate Status Protocol (OCSP) supports:

Nonce extension
Archive Cutoff extension
Multiple OCSP certificates per request
Signed/Unsigned requests
Delegated keys
OCSP may be configured for both roots and issuing CAs

OCSP services are available at the following URLs.

US region

http://ocsp.pkiaas.entrust.com/ocsp/{accountId}/{caId}

EU region

http://ocsp.eu.pkiaas.entrust.com/ocsp/{accountId}/{caId} 

PQ Lab region

http://ocsp.pqlab.pkiaas.entrust.com/ocsp/{accountId}/{caId} 

Where {accountId}  is your account identifier, and {caId}  is the Certification Authority identifier.

PKIaaS operation
See below for a summary of the PKIaaS operational procedures.

Physical locations
Access control and trusted roles
CA key management
Audit logging
Disaster recovery
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Physical locations
In each region, Entrust has implemented two physical datacenters with failover between the two.

Region Datacenters

US Dallas (TX), Denver (CO)

EU Munich (Germany), Frankfurt (Germany)

Cloud-based components use multiple availability zones for high availability and a second region for disaster 
recovery.

Access control and trusted roles
The HSM and Activation Data are located in either Tier III, SSAE-18 datacenters or a two-person controlled safe 
located in a facility. The personnel in Trusted Roles with access:  

Can backup, store, and recover CA Private Keys using dual control in a physically secured environment.
Receive alarm notifications on any violation of the rules for accessing the HSM or a CA.
Are trained for their specific role and must undergo background investigations.
Cannot change the product code.

CA key management
When a customer requests to provision a new CA, an API-based process generates the CA key pair within HSMs in a 
physically secured environment.

Audit logging
Significant security events in the CAs are automatically time-stamped and recorded as internal audit logs. Audit 
logs are:

Periodically archived.
Constantly monitored by the Entrust Security Information and Event Management (SIEM) system.

Additionally:

The operations and security teams review the alerts generated by possible policy violations and other 
significant events.
You can see the basic audit logs related to your PKIaaS account in the Enterprise UI using the Reports 
function.

Disaster recovery
To mitigate the event of a disaster, PKIaaS utilizes:

Two data centers in each region (US and EU) with highly available HSMs

For the PKIaaS terms and agreements, see https://www.entrust.com/legal-compliance/entrust-certificate-
services-repository

https://www.entrust.com/legal-compliance/entrust-certificate-services-repository
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Secure on-site and off-site storage of backup HSMs containing copies of all CA private keys
Database replication between primary and secondary cloud regions and maintained in real-time.
Daily database backups within both the primary and secondary cloud regions and weekly backup of critical 
data to a secure off-site storage facility

PKIaaS governance model
Defining the governance model for an enterprise-level PKI is a long and challenging process involving teams across 
the organization. To save you time and expense, and to ensure that you have a proper PKI, Entrust provides a pre-
defined set of policies and practices governing these PKIs. See the following sections for a summary.

Entrust responsibilities
Customer responsibilities

See also:

The PKIaaS Certification Practices Statement (CPS) for full documentation of these policies and practices.
The RFC 647 for a general description of the policy and practices framework.

Entrust responsibilities
In PKIaaS, Entrust has the following responsibilities.

Root CA
Issuing CAs
Policy Authority
Operational Authority

Root CA
The root CA serves as your PKI trust anchor. This CA is a dedicated root CA for your company alone to use. Root CAs 
are not shared. You define the common name of your root, though we ask for a naming relationship with your 
company so that we can support you more easily. Your root CAs will issue certificates to your issuing CAs and OCSP 
services.

Issuing CAs
You may have one or more issuing CAs. PKIaaS will support any number of use cases (and associated certificate 
profiles) on one issuer, or you can split the responsibility to multiple issuing CAs.

You will define Registration Authorities (RAs) that can issue certificates for all use cases supported by the issuing CA, 
so if you wish to have some division of responsibility, you may want to set up more than one issuing CA. These 
issuing CAs are subordinate to your root and issue certificates for subscribers.

Policy Authority
Entrust is the Policy Authority and is responsible for overseeing and setting policy and practices as applicable to the 
operation of the Certification Authorities.

Operational Authority
Entrust manages all root and issuing CA systems hosted and operated on your behalf, as part of PKIaaS. These 
systems issue and manage

Certificates

https://api.managed.entrust.com/pkiaas/cps
https://tools.ietf.org/html/rfc3647
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Certificate Revocation Lists (CRLs)
OCSP responses

As the Operational Authority (OA), Entrust is responsible for all the operations of the CAs per the CPS.

Customer responsibilities
In PKiaaS, customers have the following responsibilities.

Registration Authority
Subscribers
Relying parties

Registration Authority
In PKIaaS, you and your company are the Registration Authority (RA). The RA is the person or entity that decides 
whether to issue a certificate in response to a Subscriber request. Specifically, RAs:

Verify the identity of applicants. They are responsible for the applicant registration, identification, and 
authentication processes. 
Submit certificate issuance requests on their behalf.

Subscribers
Subscribers are the end-users and entities that request and use certificates. Typical examples of Subscribers are

Employees or contractors and their devices,
Enterprise servers and infrastructure,
IoT devices.

Relying parties
A relying party is an entity that uses a certificate, for example, to verify and identity. PKIaaS is tuned to support 
enterprise-level privately trusted certificates. You are responsible for assuring that relying parties perform the 
necessary certificate validity and status checks.

PKIaaS quotas and limits
Entrust PKIaaS enforces the following quotas and limits.

Region limits
Rate limits
Certificate issuance capping

To perform RA tasks, you will typically use software applications, such as the Entrust Certificate 
Enrollment Gateway, that interface with the PKIaaS API.

As the RA, you are responsible for determining who may be a subscriber and determining which people, 
entities, and devices may receive certificates.

Entrust PKIaaS supports both CRL and OCSP checks.
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Region limits
PKIaaS currently supports setting up your PKI in the US or EU regions. 

You can set up your whole trust chain (root CA and issuing CA) in the same region. 
PKIaaS does not support cross-region trust chains; you cannot sign an issuing CA using a root CA from 
another region.

Rate limits
PKIaaS has two tiers of quotas based on your PKIaaS certificate inventory.

Quota Purchased certificates

Standard quota Less than 1 million

Premium quota 1 million or more

To protect against burst requests and prevent abuse, PKIaaS enforces a request rate limit based on 10-
second intervals.

Capability Standard quota Premium quota

Certificate creation 100 requests/10 seconds 1000 requests/10 seconds

OCSP 100 requests/10 seconds 1000 requests/10 seconds

CRL 100 requests/10 seconds 1000 requests/10 seconds

All others 100 requests/10 seconds 1000 requests/10 seconds

If the number of requests exceeds the allowed rate limit:

The API access is temporarily blocked
All requests return a 429 HTTP status code with a "TooManyRequests" error message. 

Certificate issuance capping
When the number of active certificates reaches the number of PKIaaS certificates purchased by your Entrust 
Certificate Service Enterprise account, PKIaaS blocks your account from issuing any additional certificates. To issue 
more PKIaaS certificates, you can either:

Revoke some of the active certificates.
Contact your sales representative to purchase more certificates. 

Compliance frameworks
See below for some of the certifications the Entrust corporation and the PKIaaS solution comply with.

Entrust headquarters certifications
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PKIaaS data center certifications

Entrust headquarters certifications
The Entrust headquarters comply with the following ISO certifications at an enterprise-wide level. 

ISO 27001 (Information Security Management Systems)
ISO 27701 (Privacy Information Management Systems)
ISO 9001 (Quality Management Systems) 
ISO 14001 (Environmental Management Systems) 

For details on these certifications, check:

https://www.entrust.com/legal-compliance/iso-certifications 
https://www.entrust.com/legal-compliance/security

PKIaaS data center certifications
The Entrust PKIaaS solution is hosted by reputable data centers following the best security practices and complying 
with security and privacy certifications, including but not limited to:

Type 1 Attestation HIPAA/HITECH
SOC2 Type 2
SOC3
ISO 27001
HITRUST
PCI-DSS

Definitions
See below for a definition of the main PKiaaS-related concepts.

Applicant
A person, entity, or organization applying for the issuance or renewal of a certificate.

Activation data
Data values, other than keys, that are required to operate cryptographic modules and that need to be protected – 
for example:

PIN
passphrases
manually-held key share

Agreement
A legally binding contract for PKIaaS comprising:

The PKIaaS terms of use.
The PKIaaS schedule.
The Entrust General Terms and Conditions provided with the PKIaaS Schedule at https://
www.entrust.com/-/media/documentation/licensingandagreements/certificate-solutions-general-
terms.pdf

https://www.entrust.com/legal-compliance/iso-certifications
https://www.entrust.com/legal-compliance/security
https://www.entrust.com/-/media/documentation/licensingandagreements/certificate-solutions-general-terms.pdf
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An Order for PKIaaS as defined in the General Terms.

CA certificate
A certificate for the public key of a CA (Certificate Authority).

Certificate
A digital document issued by the CA that, at a minimum, meets the following:

Identifies the CA issuing it.
Names or otherwise identifies a Subject.
Contains a Public Key of a Key Pair.
Identifies its Operational Period.
Contains a serial number and is digitally signed by a CA.

Certificate revocation list (CRL)
A time-stamped list of the serial numbers of certificates that have been revoked before the expiration of their 
validity periods

Certification authority (CA)
The technology to create, issue, manage, and revoke certificates.

Certificate issuance
The act performed by a CA in creating a certificate listing with the CA as "Issuer".

Certification practice statement (CPS)
A statement of the practices for a CA to issue, manage, revoke, renew, or re-key certificates.

Cryptographic module
A software, device, or utility for:

Generating key pairs,
Storing cryptographic information.
Performing cryptographic functions.

Customer
The entity that has entered into a PKIaaS Agreement with Entrust.

Digital signature
The transformation of an electronic record by one person using a private key and public key cryptography so that 
another person having the corresponding public key can determine:

The record transformation was created using the private key corresponding to the public key.
The record has been altered since the transformation was made.
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Distinguished name (DN)
The unique identifier for a subject so it can be located in a directory based on the ITU/CCITT X.500. PKIaaS has no 
restriction on distinguished names per certificate profile; all certificate profiles support the following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25
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Alias OID

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Issuing Certification Authority (Issuing CA)
In the context of a particular certificate, the issuing CA is the CA that issued the certificate.
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Key generation
The process of creating a key pair.

Key pair
Two mathematically related cryptographic keys with the following properties.

A message encrypted with one key can only be decrypted with the other.
Even knowing one key, it is believed to be computationally infeasible to discover the other key.

Public cloud
Computing services provided by third-party providers over the public Internet.

Object identifier (OID)
A unique alphanumeric identifier registered under the ISO registration standard to reference a specific object or 
object class. In this document, OIDs uniquely identify certificates and cryptographic algorithms.

Online certificate status protocol (OCSP)
A protocol to validate certificate statuses in real time.

OCSP responder 
A service that responds to certificate status requests with one of three responses.

Valid
Invalid
Unknown

PKI certificate
A certificate issued pursuant to the PKIaaS Certification Practice Statement.

Private key
The sensitive key in the key pair protected by the subject and kept secret. The private key can:

Create digital signatures.
Decrypt data previously encrypted using the corresponding public key.

Public key
The non-sensitive key in the key pair. This key:

Is submitted as part of a certificate signing request by the subscriber
Is disclosed in the subsequently-issued certificate.

The public key can:

Verify digital signatures created using the corresponding private key.
Encrypt data meant for decryption with the corresponding private Keyk
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Public key cryptography 
A type of cryptography also known as asymmetric cryptography. This cryptography uses a key pair rather than a 
single key to secure data authentication and confidentiality.

Public key infrastructure (PKI)
The architecture, technology, practices, and procedures supporting a security system that uses certificates and 
public key cryptography.

Registration authority (RA)
An individual, organization or process responsible for verifying the identity of a subscriber.

Relying party
An individual or legal entity that relies on a certificate or any digital signature verified using that certificate.

Repository
An online system for storing and retrieving certificates and other information relevant to certificates, including 
certificate validity or revocation information.

Certificate revocation
A permanent invalidation of a certificate from a specific time onward. Revocation includes:

Listing the certificate in CRL.
Preventing users from accessing the certificate once connected to the central infrastructure.

Request for comments (RFC)
A document series for communicating information about the Internet. Some RFCs are designated by the IAB 
(Internet Architecture Board) as Internet standards. Most RFCs document protocol specifications such as Telnet and 
FTP.

Root Certification Authority (Root CA)
A top-level CA. That is, a CA whose public key is not certified by another CA.

Subject
The individual, legal entity, organization, or device identified in a certificate. The subject holds the private key 
corresponding to the public Key in the certificate.

Subscriber
The person, legal entity, or organization that has applied for and has been issued a certificate. Before the identity 
verification and issuance of a certificate, a subscriber is an applicant.
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Trusted Role
An employee or contractor with authorized access to or control over PKIaaS.

Validity period
The intended term of validity of a certificate, This period begins with the later of the following dates:

The date of issuance stated in the "Issued On" certificate field.
The date stated in the "Valid From" or "Activation" certificate fields.

The period ends with the earlier of two dates:

The expiration date stated in the "Valid To" or "Expiry" certificate fields.
The revocation date asserted in the CRL. This CRL is published in the distribution point within the certificate.

X.500
A series of computer networking standards covering electronic directory services such as:

Directory access protocol (DAP)
Directory system protocol (DSP)
Directory information shadowing protocol (DISP)
Directory operational bindings management protocol (DOP)

X.509
A standard issued by the ITU-T (Technical committee of the International Telecommunication Union) for public key 
certificates and certification path validation.
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3 Ordering and activating PKIaaS
Follow the steps below to order and activate your PKIaaS account.

Placing an order
Activating your Entrust Certificate Service Enterprise account
Checking your PKIaaS inventory
Activating Entrust TrustedCare (optional)

Placing an order
Your Entrust Sales Representative usually helps you place orders based on your business needs. Alternatively, if you 
already have an Entrust Certificate Service Enterprise Account with eStore access, you can also order by yourself.

Purchasing enterprise bundles
Purchasing services a la carte

Purchasing enterprise bundles
For most customers, we recommend buying the pre-packaged enterprise bundles according to the number of 
issuing CA and certificates, and whether an Entrust-managed offline root CA is required.

The cloud version of the ACME automation features has not yet been released.
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Purchasing services a la carte
You can also purchase each Entrust PKIaaS service à la carte instead of Purchasing enterprise bundles.

Orders for PKIaaS generally consist of the following.

PKIaaS CA bundles
PKIaaS certificate licenses
OCSP (optional & recommended)
Enrollment service bundles (optional for on-prem Enrollment Gateway)

PKIaaS CA bundles
Each PKIaaS CA bundle includes:

A root CA license
An issuing CA license
An external root CA license for Adding an issuing CA under an external root CA.
A CRL instance for each CA
All the pre-configured Subscriber certificate profiles.
Entrusted-hosted Enrollment Gateway for WSTEP, Intune, MDM, 

You should purchase CA bundles based on how many issuing CAs you need. Specifically:

PKIaaS only charges for the issuing CAs.
An online root CA and a connection to an external root CA are free for each issuing CA purchased.

PKIaaS certificate licenses
PKIaaS certificate licenses are reusable within the terms of your contract.   

Each "normal" and "held" certificate requires one certificate license.
"normal" means certificates issued but not expired, suspended, or revoked.
"held" means a suspended certificate.

A revoked or expired certificate returns the license to the certificate license inventory (the inventory refresh 
might be delayed by up to 30 minutes).

Purchase certificate licenses based on the certificates you want to issue.

See Checking your PKIaaS inventory for how to validate and track your inventory using the ECS Enterprise 
UI.
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If you are bulk-renewing certificates (issuing new certificates before existing certificates are revoked or 
expire), you must purchase 2 times the certificate licenses. 
You can also renew the certificates by batch; that way, you only need surplus license inventory to issue new 
certificates while the existing certificates are still active. 

OCSP (optional & recommended)
If you want to use OCSP as your VA (Validation Authority) method, you must purchase the OCSP service for each CA 
that needs OCSP enabled. The pricing of the OCSP per CA is based on the volume of the certificates you purchased.  
A higher volume of certificates translates to a higher price for the OCSP service because the cost of the OCSP 
(queries and responses) is directly impacted by the number of certificates.  

In many use cases, OCSP is not required or recommended; PKIaaS offers free CRL for each PKIaaS CA.

Enrollment service bundles (optional for on-prem Enrollment Gateway)
You can automate the following enrollment mechanisms when using Certificate Enrollment Gateway (CEG)  
software that needs to be deployed on your premises. 

ACME (Private SSL/TLS)
SCEP

For these services, you get:

Access to https://trustedcare.entrust.com for downloading the Entrust Certificate Enrollment Gateway 
software.
An enrollment service license per issuing CA to activate a use case on Entrust Certificate Enrollment 
Gateway. See Automating enrollment with an on-premises Enrollment Gateway for details.

For example, each PKIaaS WSTEP Enrollment Service Bundle includes:

The TrustedCare access to download the Certificate Enrollment Gateway software as described in Activating 
Entrust TrustedCare (optional).
A license to activate the WSTEP protocol on the Certificate Enrollment Gateway software

Activating your Entrust Certificate Service Enterprise account
When purchasing an Entrust Certificate Service (ECS) Enterprise account, you will receive a mail from auto-
notice@entrust.com with the credentials and instructions to activate your account. For example: 

Dear John Smith

You have received this email because you have been added as an administrator on an Entrust Certificate 
Services account (ECS), where you can create and manage your digital certificates. To start: 

Log in to https://cloud.entrust.net with your username: john.smith@abc.com
Enter your temporary password: XXXXXX
Enter a new password.
Set up your second-factor authentication method and security questions.

WSTEP, Intune, and MDM enrollment automation can be done directly on the ECS enterprise portal using 
Entrust Hosted Enrollment Gateway free of charge. A customer should only buy the on-premises 
Certificate Enrollment Gateway for the use case not supported by the Entrust-hosted solution yet, such as 
SCEP and ACME.

https://trustedcare.entrust.com/
mailto:auto-notice@entrust.com
https://cloud.entrust.net
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Enter your One-Time Password (OTP) as sent to this email address.
Follow the directions on the ECS Get Started screen. 

See below for how to activate your Entrust Certificate Service Enterprise account with these credentials.

To activate an Entrust Certificate Service Enterprise account 

Open your browser in the Entrust Certificate Services portal at cloud.entrust.net
Type your username and click Next.

Type the temporary password provided in the registration email and click Log In. 

https://cloud.entrust.net


Entrust PKIaaS - Customer Guide 35

4.

5.

6.

Replace the temporary password with a password of your choosing and click Submit.  

Enter a mobile phone number for setting the two-factor authentication.

Click Yes. Use Text Message.
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7. Enter the authentication code sent via SMS to the mobile phone and click OK.

Checking your PKIaaS inventory
To check your PKIaaS inventory in Entrust Certificate Services (ECS), navigate to Administration > Inventory > 
View Total Inventory.

The inventory view is refreshed every 30 minutes and might not reflect the license consumption changes made 
within the 30 minutes window. 

You will need the username, password, and a second-factor authentication code for your future 
Entrust Certificate Service Enterprise logins.

Check that you have all the required licenses as discussed in Ordering and activating PKIaaS.
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Activating Entrust TrustedCare (optional)
You only need an Entrust TrustCare account when you purchase one of the on-premises Certificate Enrollment 
Gateway (CEG) enrollment services.

TrustedCare credentials
Certificate Enrollment Gateway download license

TrustedCare credentials 
TrustedCare allows you to download the purchased software and access detailed documentation. If you are a new 
customer and do not have access to Entrust TrustedCare, you will receive an email with instructions to set up your 
TrustedCare login at https://trustedcare.entrust.com. 

Certificate Enrollment Gateway download license
With the Certificate Enrollment Gateway purchase, you should also receive an email from 
SoftwareDistribution@entrust.com to notify you that you can access the Entrust Certificate Enrollment Gateway 

https://trustedcare.entrust.com
mailto:SoftwareDistribution@entrust.com
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software on TrustedCare.

Now you can create your PKI hierarchy using ECS Enterprise, including automating your PKI use case using 
Certificate Enrollment Gateway, if desired.
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4 PKIaaS setup wizard
Entrust Certificate Services Enterprise provides a Set up PKIaaS wizard to perform the main PKIaaS setup 
operations. 

To display this wizard:

Log into cloud.entrust.net
Click Home in the menu bar.
Select the Get Started tab.
Click PKI as a Service in the sidebar.

See below for the operations provided by this wizard.

# Step Section of this document

1 View the PKIaaS guide All

2 Request a PKIaaS Administrator role Role-Based Access Control

3 Add a root CA Creating an online root CA

4 Add an issuing CA Creating an issuing CA under an online root CA

5 Create a CA Gateway API credential Generating CA Gateway credentials

https://cloud.entrust.net/
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# Step Section of this document

6 Create a customer-hosted Certificate Enrollment 
Gateway

Automating enrollment with an on-premises 
Enrollment Gateway

7 Create an Entrust-hosted Certificate Enrollment 
Gateway for Intune 

Automating Intune enrollment with an Entrust-
hosted Enrollment Gateway

8 Create an Entrust-hosted Certificate Enrollment 
Gateway for MDM-WS

Automating MDM enrollment with an Entrust-hosted 
Enrollment Gateway

9 Create an Entrust-hosted Certificate Enrollment 
Gateway for WSTEP

Automating Windows Auto Enrollment (WSTEP) with 
an Entrust-hosted Enrollment Gateway

10 Create a PKIaaS certificate Issuing certificates
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5 Role-Based Access Control
See below for how to manage PKIaaS user roles in Entrust Certificate Services (ECS).

User types with PKIaaS roles
Creating a user with PKIaaS roles
Granting PKIaaS roles to existing users

User types with PKIaaS roles
Entrust Certificate Services (ECS) Enterprise offers various user types; however, only the following users can assume 
PKIaaS roles.

Super Admin
Requester

Super Admin
Super Admin users can do the following.

When granted the User Management role:
Add, remove, and manage users
Assign PKIaaS roles to users.

Conduct all the activities for the public SSL service.

Requester
As explained in the Certificate Services Enterprise guide, Requester users can perform PKIaaS operations based on 
the roles granted to them by Super Admin users. 

Creating a user with PKIaaS roles
See below for adding a new user and granting the corresponding roles.

To add a new user with PKIaaS roles

Log into Entrust Certificate Services as a Super Admin with the User Management role.

Do not create Sub Admin or Singer users, as these users are only for public SSL service.

At this moment, you can only create a Requester user if you have a public SSL certificate offering. Choose 
this user type if you use the Entrust public SSL certificate service and want to give an SSL requester the 
PKIaaS role to conduct private trust activities. 

https://files.entrust.com/webhelp/ECS/legacy/en/cms/index_csh.htm#t=CMS_User_Guide%2FManaging_users%2FCreating_and_managing_requesters.htm
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Navigate to Administration > User Management. 

In the left sidebar, select Add Users.

 Select the Super Admin or Requester user types described in User types with PKIaaS roles.
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Click Next to display to display the user configuration dialog.

Fill in the User and Company forms.
Under  Roles, click  Public Trust  and ensure  View Certificates  is enabled so the user can access the  
Certificate  tab and browse PKIaaS certificates.
Under  Roles, click  PKIaaS Management  and select or deselect the PKIaaS roles.

PKIaaS Administrator
PKIaaS CA Administrator
PKIaaS Certificate Administrator
PKIaaS Auditor

See the below table for the permissions granted to each of these roles. 

Category Permission PKIaaS 
Administ
rator

PKIaaS 
CA 
Administ
rator

PKIaaS 
Certificate 
Administrat
or

PKIaa
S 
Audit
or

CA View all private CAs

Export to Excel

Download CA Certificates

Create CA

Configure CA

The Certificates category requires enabling the View Certificates role as explained above.
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Category Permission PKIaaS 
Administ
rator

PKIaaS 
CA 
Administ
rator

PKIaaS 
Certificate 
Administrat
or

PKIaa
S 
Audit
or

Delete CA

CA Gateway View existing CA Gateway 
credentials  

Download CA Gateway 
credentials

Generate CA Gateway 
credentials

Remove CA Gateway 
credentials

Enrollment Gateway View Enrollment Gateway

Add Enrollment Gateway

Update Enrollment Gateway

Remove Enrollment 
Gateway

Certificates Create certificates from root 
or issuing CA

View PKIaaS certificates

Export to Excel

Export certificates

Revoke PKIaaS certificates
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Granting PKIaaS roles to existing users
See below for granting roles to an existing PKIaaS user.

To granting PKIaaS roles to an existing user

Log into Entrust Certificate Services as a Super Admin with the User Management role.
Navigate to Administration > User Management. 

In the left sidebar, select Super Admin Users or Requester Users types described in User types with PKIaaS 
roles.
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In the content pane, click on a user name to display the user details. 

Under Roles, select the PKIaaS Management and Public Trust roles already described in Creating a user 
with PKIaaS roles.
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6 Managing CAs with Entrust Certificate Services Enterprise
Once logged into Entrust Certificate Services (ECS) Enterprise, you can manage your Certification Authority (CA) 
hierarchy as follows.

Creating an online root CA
Creating an issuing CA under an online root CA
Selecting the certificate profiles of a CA
Creating an external subordinate CA
Adding an external root CA
Adding an issuing CA under an external root CA
Downloading a CA certificate
Deleting a CA

Creating an online root CA
See below for how to create an online root CA for your PKIaaS CA hierarchy.

To create an online root CA

Log into cloud.entrust.net
Navigate to Administration > PKIaaS Management. 

In the side pane, click Add Private CA.

Ensure you have enough inventory before creating a CA.

Alternatively, you can add your own root CA as explained in Adding an external root CA.

http://cloud.entrust.net
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In Select CA, choose Online Root Certificate Authority.

Click Next to display the CA information screen.

Enter the values described below. 
Friendly Name
Signing Key Details
Region
Expiry Date
Services
Service Profiles
Distinguished Name Fields
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Click Next and review the CA information.

Click Submit.
In the confirmation request, click OK to start the CA creation process.
When the CA creation completes, check the CA details in the CA grid view.
Refresh the grid. You will notice that the status changes to Active.

Friendly Name
Enter an informal name for the new CA.

Mandatory: Yes.

Signing Key Details
Select one of the algorithms described in Certification Authority instantiation.

Mandatory: Yes.

Region
Select the region in which the CA will be hosted.

Mandatory: Yes.

Expiry Date 
Select the expiry date for the CA certificate. Use the date picker or enter a date in the following format.

mm/dd/yyyy

Mandatory: No. If you do not assign a specific expiry date, the expiry period defaults to 20 years for root CAs. 

The region of the root CA decides the region of the issuing CA.
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Services 
Select a predefined set of certificate profiles.

Mandatory: No. 

Service Profiles
Select the certificate profiles you want to enable in the root CA. See the following table for the certificate profiles 
included in each service.

Service Service Profiles

External Sub-CA Authority profiles

Mandatory: No. 

Distinguished Name Fields
Enter a value for each field in the Distinguished Name of the CA certificate.

Mandatory: Only the Common Name certificate field.

Creating an issuing CA under an online root CA
See below for how to create an issuing CA after Creating an online root CA.

To create an issuing CA

Log into cloud.entrust.net
Navigate to Administration > PKIaaS Management. 

In the side pane, click Add Private CA.

For online root CAs, the current PKIaaS version only supports the External Sub-CA profile set.  

http://cloud.entrust.net
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In Select CA, choose Issuing Certificate Authority.

Click Next to display the CA Information screen.

Enter the values described below. 
Root CA
Friendly Name
Signing Key Details
Region
Enable OCSP
Expiry Date
Services
Service Profiles
Distinguished Name Fields
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Click Next to review the CA information.

Click Submit.
In the confirmation request, click OK to start the CA creation process.
When the CA creation completes, check the CA details in the CA grid view.
Refresh the grid. You will notice that the status changes to Active.

Root CA
Select the CA created in Creating an online root CA.

Mandatory: Yes.

Friendly Name
Enter an informal name for the new CA.

Mandatory: Yes.

Signing Key Details
Select one of the algorithms described in Certification Authority instantiation.

Mandatory: Yes.

Region
This view-only field displays the region of the root CA. 

Enable OCSP
Check box if you want to enable OCSP for this issuing CA.

Mandatory: No.

You cannot change the region for an issuing CA. The region of the issuing CA will be decided by the region 
of the root CA that signs the issuing CA.

You cannot change this setting after provisioning the CA.
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Expiry Date
Select the expiry date for the CA certificate. Use the date picker or enter a date in the following format.

mm/dd/yyyy

Mandatory: No. If you do not assign a specific expiry date, the expiry period defaults to 10 years for issuing CAs. 

Services 
Select a predefined set of certificate profiles. For example,

Select Intune for Automating Intune enrollment with an Entrust-hosted Enrollment Gateway. 
Select Active Directory for Automating enrollment with an on-premises Enrollment Gateway and WSTEP.

Service Profiles
In this field:

Click + to display the profiles supported by each service.
Activate or deactivate each profile by checking or unchecking the corresponding box. 

See below for a reference of the supported profiles.

Active Directory (WSTEP) certificate profiles
CMPv2 certificate profiles
Code signing certificate profile
eSIM certificate profiles
EST certificate profiles
Intune certificate profiles
MDMWS certificate profiles
Mobile device certificate profile
Multiuse certificate profiles
Private SSL (ACMEv2) certificate profiles

The expiry date of an issuing CA must be earlier than the expiry date of the root CA.
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S_MIME certificate profiles
SCEP certificate profiles
Smartcard certificate profiles
V2G certificate profiles

Mandatory: No.

Distinguished Name Fields
Enter a value for each field in the Distinguished Name of the CA certificate.

Mandatory: Only the Common Name certificate field.

Selecting the certificate profiles of a CA
Affter Creating an issuing CA under an online root CA, you can edit the CA settings to select or deselect certificate 
profiles.

To select the certificate profiles of a CA

Log into cloud.entrust.net
Navigate to Administration > PKIaaS Management.

Click a CA row in the grid to open the CA details.

http://cloud.entrust.net
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In the Services field, select one or more predefined sets of certificate profiles. For example, select Intune 
for Automating Intune enrollment with an Entrust-hosted Enrollment Gateway. 

In the Service Profiles field, click + to display the profiles supported by each service. 

Activate or deactivate each profile by checking or unchecking the corresponding box. See below for a profile 
reference.

Active Directory (WSTEP) certificate profiles
CMPv2 certificate profiles
Code signing certificate profile
eSIM certificate profiles
EST certificate profiles
Intune certificate profiles
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MDMWS certificate profiles
Mobile device certificate profile
Multiuse certificate profiles
Private SSL (ACMEv2) certificate profiles
S_MIME certificate profiles
SCEP certificate profiles
Smartcard certificate profiles
V2G certificate profiles

Click Update to finalize your changes.

Creating an external subordinate CA
PKIaaS root CA currently supports two types of subordinate Certification Authorities (CAs):

TLS Proxy CA.
Azure Firewall Subordinate CA.

To create an external subordinate CA, follow the steps described in Issuing certificates. The only difference from 
creating an end-entity certificate is you should select the following values.

Field Value

Certificate Authority Select an online root CA with the External Sub-CA
service. See Creating an online root CA for how to create 
this CA.

Certificate Profile Select one of the Authority profiles.

An external subordinate CA issued by a PKIaaS root CA only consumes one PKIaaS Certificate license. 
Entrust does not charge for the certificates issued by an external subordinate CA because those certificates 
are considered external and not using the PKIaaS infrastructure. 
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Adding an external root CA
If you want to leverage PKIaaS issuing CAs while maintaining the root of trust within your organization, PKIaaS 
allows you to sign an issuing CA using a non-PKIaaS root CA you owned.

To add an external root CA

Log into cloud.entrust.net
Navigate to Administration > PKIaaS Management.

In the side pane, click Add Private CA.
In Select CA, choose External Root Certificate Authority, and click Next. 

For this use case, you must add your external root CA certificate in ECS Enterprise before adding an issuing 
CA (as explained in Adding an issuing CA under an external root CA).

http://cloud.entrust.net
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Click Next to display the CA Information form.

Enter the following information. 
Friendly Name
Self-Signed Root Certificate
Region

Click Next to review the external root CA information.

Click Submit.
When the CA creation completes, check the CA details in the CA grid view.
Refresh the grid. You will notice that the status changes to Active.

Friendly Name
Enter an informal name for the new CA.

Mandatory: Yes.
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Self-Signed Root Certificate
Paste the base64-encoded (PEM) self-signed root CA certificate.

Mandatory: Yes.

Region
Select the region in which the CA will be hosted.

Mandatory: Yes.

Adding an issuing CA under an external root CA
See below for how to add an issuing CA under the CA created in Adding an external root CA.

To add an issuing CA under an external root CA

Log into cloud.entrust.net
Add an issuing CA as explained in Creating an issuing CA under an online root CA. In the Root Certificate 
Authority field, select the external root CA you added in Adding an external root CA.
When the CA creation completes, check the CA details in the CA grid view.
Refresh the grid. You will notice that the status changes to CSR Ready.
Select the new issuing CA in the grid and select Actions > Download CSR.

Process the downloaded CSR with your external root CA to issue a CA certificate in base-64 format.
Select the new issuing CA in the grid and select Actions > Upload Certificate.

The region of the root CA decides the region of the issuing CA.

http://cloud.entrust.net
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Paste the signed certificate base-64 text in the Issuing CA Certificate box.

Click Update. In the CA grid, the issuing CA status will change to Updating.
Refresh the grid; the issuing CA is ready to use when the status changes to Active.

Downloading a CA certificate
See below for how to download the CA certificate of a root or issuing CA.

To download a CA certificate

Log into cloud.entrust.net
Navigate to Administration > PKIaaS Management.

In the left navigation sidebar select All Private CAs. 

http://cloud.entrust.net
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Check the box at the left of the CA name.

select Actions > Download Certificate.

Deleting a CA
When deleting CAs take into account that:

Before deleting a root CA, you must delete all issuing CAs under the root CA.
Before deleting an issuing CA, you must first remove any CA Gateway Credential and Enrollment Gateway 
associated with this CA.
When you delete an issuing CA, you also delete all the certificates you issued from this CA.
After deleting a CA, the CA license returns to inventory, generally within 24 hours.

To delete a CA

Log into cloud.entrust.net
Navigate to Administration > PKIaaS Management.

CA deletion is not reversible.

http://cloud.entrust.net
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Select the row of the CA you want to delete and select Actions > Remove.

Review the information on the confirmation request before confirming the deletion.
In the CA grid view, the CA status becomes Deleting while the deletion is processed (usually ~60 seconds).
Refresh the grid. You will notice that the deleted CA is no longer listed.
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7 Managing certificates with Entrust Certificate Services 
Enterprise

Once logged into Entrust Certificate Services (ECS) Enterprise, you can manage your certificates as follows.

Issuing certificates
Browsing and downloading certificates
Revoking certificates
Managing reports, alerts, and notifications
Configuring auto-enrollment

Issuing certificates
Depending on the selected certificate profile, you can issue certificates on the following modes.

Processing a Certificate Signing Request
Generating a PKCS #12

Processing a Certificate Signing Request
Issue a certificate by processing a Certificate Signing Request (CSR) for pre-generated keys.

To process a Certificate Signing Request

Log into cloud.entrust.net
Select Create > PKIaaS.

Select the Certificate Authority.
Select a Certificate Profile configured to process Certificate Signing Requests.  

http://cloud.entrust.net
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Click Next to display the certificate form.

Configure the following settings: 
Subject DN
Certificate Expiry
Subject Alternate Names
Certificate Signing Request (CSR)

Click Submit to issue the certificate.
On the confirmation page, click the link to download the issued certificate.

Subject DN
Write the Distinguished Name (DN) of the certificate subject. For example: 

CN=www.entrust.com, OU=PKIaaS, O=Entrust, c=CA

Certificate Expiry
Select the certificate expiration date. Specifically, the certificate will expire at 23:59:59 on the selected date, 
calculated for the time zone set in your browser. 

Subject Alternate Names
Select optional Subject Alternate Names (SAN) for the certificate subject – for example:

S/MIME email certificates require an RFC822 Name email address.

Because of Daylight Savings Time (if applicable) and the time zone set in your browser, you may see a 
discrepancy between the actual certificate expiry date (the one you set) and the expiry date you will see in 
some system viewers or parsers. The Windows System Viewer, in particular, does not handle Daylight 
Savings Time correctly.
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Network device or web server certificates for TLS authentication require a DNS Name or IP Address value 
matching the URL used by the client.

See below for the supported types.

SAN Type Sample value

DNS Name server.example.com

IP Address 192.168.1.1

RFC822 Name john.doe@example.com

Directory Name cn=john doe,o=example inc,c=us

Uniform Resource Identifier http://example.com/

Registered ID 1.2.3.4.5.6.7.8

Other Name oBgGCCsGAQUFBwgDoAwwCgwIMTIzNDU2Nzg=

Certificate Signing Request (CSR)
Paste the Certificate Signing Request (CSR) contents.

Generating a PKCS #12
Generate a PKCS #12 file containing both a certificate and a key pair.

To generate a PKCS #12

Log into cloud.entrust.net

The selected CA profile may forbid some Subject Alternate Names. 

The Other Name value is a DER encoding because this type supports an unbounded number of possible 
subtypes which often cannot be represented as simple strings. 

PKIaaS currently does not support copying DNs or SANs from the CSR. You must manually input the DNs 
and SANs on the certificate creation page.  As explained in Private SSL (ACMEv2) certificate profiles, PKIaaS 
has two certificate profiles that use the CN (common name) input value to fill the DNS Name field.

http://server.example.com
mailto:john.doe@example.com
http://example.com/
http://cloud.entrust.net
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Select Create > PKIaaS.

Select the Certificate Authority.
Select a Certificate Profile configured to generate PKCS #12 files.  
Click Next to display the certificate form.

Configure the following settings: 
Subject DN
Certificate Expiry
Subject Alternate Names
PKCS #12 Password
Confirm PKCS #12 Password

Click Submit to generate the certificate and the key pair.
On the confirmation page, click the link to download a PKCS #12 file containing the certificate and the key 
pair.

Subject DN
Write the Distinguished Name (DN) of the certificate subject. For example: 
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CN=www.entrust.com, OU=PKIaaS, O=Entrust, c=CA

Certificate Expiry
Select the certificate expiration date. Specifically, the certificate will expire at 23:59:59 on the selected date, 
calculated for the time zone set in your browser. 

Subject Alternate Names
Select optional Subject Alternate Names (SAN) for the certificate subject – for example:

S/MIME email certificates require an RFC822 Name email address.
Network device or web server certificates for TLS authentication require a DNS Name or IP Address value 
matching the URL used by the client.

See below for the supported types.

SAN Type Sample value

DNS Name server.example.com

IP Address 192.168.1.1

RFC822 Name john.doe@example.com

Directory Name cn=john doe,o=example inc,c=us

Uniform Resource Identifier http://example.com/

Registered ID 1.2.3.4.5.6.7.8

Other Name oBgGCCsGAQUFBwgDoAwwCgwIMTIzNDU2Nzg=

Because of Daylight Savings Time (if applicable) and the time zone set in your browser, you may see a 
discrepancy between the actual certificate expiry date (the one you set) and the expiry date you will see in 
some system viewers or parsers. The Windows System Viewer, in particular, does not handle Daylight 
Savings Time correctly.

The selected CA profile may forbid some Subject Alternate Names. 

The Other Name value is a DER encoding because this type supports an unbounded number of possible 
subtypes which often cannot be represented as simple strings. 

http://server.example.com
mailto:john.doe@example.com
http://example.com/
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PKCS #12 Password 
Type a password to protect the PKCS #12 contents.

Confirm PKCS #12 Password 
Retype the password.

Browsing and downloading certificates
Once issued as explained in Issuing certificates, you can browse and download certificates in bulk.

To browse and download certificates

Log into cloud.entrust.net
Go to Certificates > Managed Certificates.

Select the PKIaaS Certificates tab.
Select one or more certificates on the grid.
Click Export Certificates to download a ZIP file containing the certificates in DER format.

Revoking certificates
You can revoke issued certificates to invalidate them before the expiry date.

To revoke a certificate

Log into cloud.entrust.net

PKIaaS certificates issued via API or Enrollment Gateway might take up to 30 seconds to show up in the 
grid view.

http://cloud.entrust.net
http://cloud.entrust.net
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Go to Certificates > Managed Certificates.

Select the PKIaaS Certificates tab.
Select a certificate on the grid.
Select Actions > Revoke.
Select the Reason for Revocation.

Click Confirm.
The revoked certificate will disappear from the PKIaaS Certificate grid view because the default filter only 
displays active certificates. Select Status > Filter >Select All to display also the revoked certificates.
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Managing reports, alerts, and notifications
Define reports based on the information your business needs, such as daily certificate issuance, revocation, and 
renewal activity. Select:

Reports > Report Center to view reporting, notifications, and alerts.
Reports > Report Schedule to schedule report.
Reports > Alerts to program alerts, for example, based on certificate state.

Configuring auto-enrollment
To set up Itune or MDM auto-enrollment, you need a Registration Authority (RA) certificate.

Issuing this certificate requires one PKIaaS certificate license.
Renewing this certificate requires an unused PKIaaS certificate in the inventory – to issue the new certificate 
before revoking the old one. The license of the revoked certificate returns to the inventory within half an 
hour of the revocation. 
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8 Automating Intune enrollment with an Entrust-hosted 
Enrollment Gateway

Configure an Entrust-hosted Enrollment Gateway to operate as SCEP Server and process Intune enrollment 
requests with PKIaaS Certification Authorities.

Intune integration requirements
Creating an Intune application in Azure
Configuring Intune automation in Entrust Certificate Services
Configuring Intune profiles in Azure
Enrolling user devices with the Intune Company Portal
Renewing enrolled certificates
Revoking and removing certificates

See the following video for a quick guide on the required steps.

https://www.youtube.com/watch?v=XH0pwhowK0Q

See also the Microsoft documentation for details on the third-party SCEP integration with Intune. 

https://learn.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview

Intune integration requirements
You must meet the following requirements to automate Intune enrollment with an Entrust-hosted Enrollment 
Gateway.

Entrust Certificate Services
Microsoft Azure
Supported operating systems
Supported encryption algorithms

Entrust Certificate Services
You need an Entrust Certificate Services (ECS) Enterprise account with privileges to create an issuing Certification 
Authority.

Microsoft Azure 
You need a Microsoft Azure account with privileges to create and configure an Intune application.

Supported operating systems
This release of the Intune automated enrollment is tested with devices running the following operating systems.

OS Tested versions

MacOS Ventura 13.2.1

iPhone/iPad 16.3.1

https://www.youtube.com/watch?v=XH0pwhowK0Q
https://learn.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview
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OS Tested versions

AndroidOS 13

Microsoft Windows 10 and 11

ChromeOS —

For more details on the supported operating systems, please check the Microsoft documentation:

https://learn.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers

Supported encryption algorithms
The Intune automated enrollment with an Entrust-hosted Enrollment Gateway supports the following encryption 
algorithms.

aes128-CBC-PAD 
aes128-GCM 
aes256-CBC-PAD
aes256-GCM
desCBC
des-ede3-cbc
id-RSAES-OAEP
rsaEncryption

Creating an Intune application in Azure
In the Microsoft Azure portal, create an application for running the Intune service. 

To create an Intune application in Azure

Log into portal.azure.com as a user with administrative permissions.

At the end of this process, you should have the Application (client) ID, Directory (tenant) ID, and Client 
secret values required when Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune.

https://learn.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers
https://portal.azure.com/
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Go to Home > App registrations.

Click New registration to display the Register an application page. 

 
In the Name field, type the name of the new Intune application. 
In the Supported account types list, be sure that Accounts in this organizational directory only 
(TenantMonkey only - Single tenant) is selected. 
Click Register to display the details of the new application. 
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Copy the  Application (client) ID and Directory (tenant) ID values in a text file. You will use these values 
when Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune.
Click Add a certificate or secret to display the Certificates & secrets page.

 
Click New client secret to display the Add a client secret dialog.
In the Description field, write a description of the new secret. 
In the Expires drop-down list, select the expiration date of the new secret.
Click Add to add the new secret and close the Add a client secret dialog.
On the Certificates & secrets page, copy the Value of the new secret in a text file. You will use this value 
when Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune. 

The secret value will no longer be available after leaving this page.
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In the navigation sidebar, click API permissions to display the API permissions page. 

Click Add a permission to display the Request API permissions sidebar.

In the Request API permissions sidebar:
Click Microsoft Graph.
Click Application permissions.
Under Select permissions, expand the Application list and select the Application.ReadAll
permissions.
Click Add permissions. 

Click Add a permission to display the Request API permissions sidebar again.
In the Request API permissions sidebar: 

Click Intune.
Click Application permissions.
 Under Select permissions, select the scep_chanllenge_provider permission.
Click Add permissions. 

On the API permissions page, click Add admin consent for the TenantMonkey for granting these 
permissions to the new Intune application.
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Configuring Intune automation in Entrust Certificate Services
To configure an Entrust-hosted Enrollment Gateway for Intune enrollment, follow the below instructions on the 
Entrust Certificate Services Enterprise portal.

Configuring an Entrust PKIaaS issuing CA for Intune
Downloading the Entrust PKIaaS CA certification chain for Intune
Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune
Getting the Intune Service URL

Configuring an Entrust PKIaaS issuing CA for Intune
On the Entrust Certificate Services Enterprise portal, add the Intune service profile to either a new or an existing 
issuing CA. 

Downloading the Entrust PKIaaS CA certification chain for Intune
On the Entrust Certificate Services Enterprise portal, download the certificates for:

The CA previously created in Configuring an Entrust PKIaaS issuing CA for Intune.
The root CA.

You will use these certificates when Configuring Intune profiles in Azure.

See Creating an issuing CA under an online root CA for how to create issuing CAs.

See Downloading a CA certificate to download CA certificates from the Entrust Certificate Services 
Enterprise portal.
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Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune
On the Entrust Certificate Services portal, add and configure a Certificate Enrollment Gateway instance to process 
Intune requests.

To configure Entrust Certificate Enrollment Gateway for Intune

Log into cloud.entrust.net

In the menu bar, select Administration> PKIaaS Management.
In the navigation sidebar, click Enrollment Gateways to display the Certificate Enrollment Gateway list.

Click Add Enrollment Gateway to display the Add Certificate Enrollment Gateway page.

Configure the following settings. 

https://cloud.entrust.net/
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Certificate Enrollment Gateway Information
Microsoft Intune

Click Submit.
Click OK in the Add Enrollment Gateway Confirmation dialog and wait while the Entrust Certificate 
Services provision the new Certificate Enrollment Gateway.
Click OK on the Enrollment Gateway Request Submitted dialog.

Certificate Enrollment Gateway Information
Add the following settings on the Certificate Enrollment Gateway Information section of the Add Certificate 
Enrollment Gateway page.

Setting Value

Gateway Location Select Entrust Hosted.

Certificate Authority Select the Certificate Authority described in Configuring an 
Entrust PKIaaS issuing CA for Intune.

Type Select Enrollment Gateway for Intune.

Microsoft Intune
Add the following settings on the Microsoft Intune section of the Add Certificate Enrollment Gateway page.

Setting Value

Tenant ID Paste the Directory (tenant) ID value previously obtained when 
Creating an Intune application in Azure.

AppID Paste the Application (client) ID value previously obtained 
when Creating an Intune application in Azure.

AppKey Paste the secret value previously obtained when Creating an 
Intune application in Azure.

Service Profiles Select the desired Intune profiles.

Getting the Intune Service URL
After Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune, click on the name of the new 
Certificate Enrollment Gateway. 
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On the CEG Information page, copy the Intune Service URL value to use later when Configuring Intune profiles in 
Azure. The syntax of these URLs is the following.

US region

https://intune.pkiaas.entrust.com/intune/scep/{accountId}/{caId}/{profileId}

EU region

https://intune.eu.pkiaas.entrust.com/intune/scep/{accountId}/{caId}/{profileId}

Where:

{accountId}  is your account identifier.
{caId}  is the Certification Authority identifier.
{profileId}  is one of the profiles described in Intune certificate profiles.

Configuring Intune profiles in Azure
In the Microsoft Azure portal, create and configure the required profiles to automate Intune enrollment with an 
Entrust-hosted Enrollment Gateway.

Creating Intune profiles for Windows in Azure
Creating Intune profiles for Android in Azure
Creating Intune profiles for MacOS in Azure
Creating Intune profiles for iOS and iPadOS in Azure

See the following Microsoft guides for more details on Azure profile management.

https://learn.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root
https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
https://learn.microsoft.com/en-us/troubleshoot/mem/intune/certificates/troubleshoot-scep-certificate-
profiles

https://learn.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root
https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
https://learn.microsoft.com/en-us/troubleshoot/mem/intune/certificates/troubleshoot-scep-certificate-profiles
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Creating Intune profiles for Windows in Azure
Create the following profiles for enrolling Microsoft Windows devices with Intune.

A root CA profile
An issuing CA profile
A SCEP profile

To create a Windows profile for Intune

Log into endpoint.microsoft.com as a user with administrative privileges.
Go to Devices > Windows > Configuration profiles.

Click Create profile.
Configure the values described in the following sections. 

Create a profile
Basics
Configuration settings
Assignments
Applicability Rules
Review and create

Create a profile
In the Create a profile dialog, select the following values for each Windows profile.

Setting root CA profile issuing CA profile SCEP profile

Platform Windows 10 and later Windows 10 and later Windows 10 and later

Profile type Templates Templates Templates

Template name Trusted certificate Trusted certificate SCEP certificate 

Basics
In the Name field of the Basics page, type the name of the profile – for example:

ABC Root
ABC Issuing
ABC Digital Signature SCEP Cert

Optionally, add a description of the profile purpose.

https://endpoint.microsoft.com/
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Configuration settings
When creating a root or issuing CA profile for Windows, configure the following settings on the Configuration 
settings page.

Setting Root CA profile Issuing CA profile

Certificate file The root Certification Authority 
certificate

The issuing Certification Authority 
certificate

Destination store Computer certificate store - Root Computer certificate store - 
Intermediate

When creating a SCEP profile for Windows, configure the following settings on the Configuration settings page.

Setting Value

Certificate type Select User.

Subject name format The syntax of the certificate subject names. This field supports 
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

Subject alternative name The value of each attribute in the certificate subject alternative 
name. Optional.

Certificate validity period The validity period of the certificates.

Key storage provider (KSP) Select Enroll to Software KSP for  Windows 10 Intune 
enrollments; select any of the listed values for Windows 11.

See Downloading a CA certificate to download CA certificates.

https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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Setting Value

Key usage The key usage of the enrolled certificates.

Key size (bits) Select 2048 (Entrust PKIaaS does not support key sizes below 
2048).

Hash algorithm Select SHA-2.

Root certificate Select the root CA profile

Extended key usage Select Client Authentication.

SCEP Server URLs Paste one of the URLs obtained when Getting the Intune 
Service URL.

Assignments
On the Assignments page, select the user group of the Intune-enrolled devices.

Applicability Rules 
On the Applicability Rules page, select optional filters for the selected group – for example, the operating system 
of the devices.

Review and create
On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Creating Intune profiles for Android in Azure
Create the following profiles for enrolling Android devices with Intune.

A root CA profile
An issuing CA profile
A SCEP profile



Entrust PKIaaS - Customer Guide 83

1.
2.

3.

4.
•
•
•
•
•

To create an Android profile for Intune

Log into endpoint.microsoft.com as a user with administrative privileges.
Go to Devices > Android.

Select Manage devices > Configuration and click Create.

In the Create a profile dialog, configure the settings described in the following sections. 
Create a profile
Basics
Configuration settings
Assignments
Review and create

Create a profile
In the Create a profile dialog, select the following fields for each Android profile.

Setting Root CA profile Issuing CA profile SCEP profile

Platform Android Enterprise Android Enterprise Android Enterprise

https://endpoint.microsoft.com/
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Setting Root CA profile Issuing CA profile SCEP profile

Profile type Trusted certificate Trusted certificate SCEP certificate

Basics
In the Name field of the Basics page, type the name of the profile – for example:

ABC Root
ABC Issuing
ABC Digital Signature SCEP Cert

Optionally, add a description of the profile purpose.

Configuration settings
When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.

Setting Root CA profile Issuing CA profile

Certificate file The root Certification Authority 
certificate

The issuing Certification Authority 
certificate

When creating a SCEP profile for Android, configure the following settings on the Configuration settings page.

Setting Value

Certificate type Select User.

Subject name format The syntax of the certificate subject names. This field supports 
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

See Downloading a CA certificate to download CA certificates.

https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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Setting Value

Subject alternative name The value of each attribute in the certificate subject alternative 
name. Optional. 

Certificate validity period The validity period of the certificates.

Key usage The key usage of the enrolled certificates.

Key size (bits) Select 2048 or 4096 (Entrust PKIaaS does not support key sizes 
below 2048).

Hash algorithm Select SHA-2.

Root certificate Select the root CA profile

Extended key usage Select Client Authentication.

SCEP Server URLs Paste one of the URLs obtained when Getting the Intune 
Service URL.

Assignments
On the Assignments page, select the user group of the Intune-enrolled devices.

Review and create
On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Creating Intune profiles for MacOS in Azure
Create the following profiles for enrolling MacOS devices with Intune.

A root CA profile
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An issuing CA profile
A SCEP profile

To create MacOS profile for Intune

Log into endpoint.microsoft.com as a user with administrative privileges.
Go to Devices > MacOS > Configuration profiles.

Click Create profile.
Configure the settings described in the following sections. 

Create a profile
Configuration settings
Assignments
Review and create

Create a profile
On the Create a profile dialog, select the following fields for the SCEP profile.

Setting Root CA profile Issuing CA profile SCEP profile

Platform MacOS Enterprise MacOS Enterprise MacOS Enterprise

Profile type Templates Templates Templates

Template name Trusted certificate Trusted certificate SCEP certificate

Configuration settings
When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.

Setting Root CA profile Issuing CA profile

Certificate file The root Certification Authority 
certificate

The issuing Certification Authority 
certificate

See Downloading a CA certificate to download CA certificates.

https://endpoint.microsoft.com/
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When creating a SCEP profile, configure the following settings on the Configuration settings page.

Setting Value

Certificate type Select User.

Subject name format The syntax of the certificate subject names. This field supports 
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

Subject alternative name The value of each attribute in the certificate subject alternative 
name. Optional.

Certificate validity period The validity period of the certificates.

Key usage The key usage of the enrolled certificates.

Key size (bits) Select 2048 or 4096 (Entrust PKIaaS does not support key sizes 
below 2048).

Hash algorithm Select SHA-2.

Root certificate Select the root CA profile.

Extended key usage Select Client Authentication.

SCEP Server URLs Paste one of the URLs obtained when Getting the Intune 
Service URL.

Assignments
On the Assignments page, select the user group of the Intune-enrolled devices.

https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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Review and create
On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Creating Intune profiles for iOS and iPadOS in Azure
Create the following profiles for enrolling iOS and iPadOS devices with Intune.

A root CA profile
An issuing CA profile
A SCEP profile

To create iOS/iPadOS profiles for Intune

Log into endpoint.microsoft.com as a user with administrative privileges.
Go to Devices > iOS/iPadOS > Configuration profiles.

Click Create profile.
Configure the settings described in the following sections. 

Create a profile
Configuration settings
Assignments
Review and create

Create a profile
On the Create a profile dialog, select the following fields for the SCEP profile.

Setting Root CA profile Issuing CA profile SCEP profile

Platform iOS/iPadOS iOS/iPadOS iOS/iPadOS

Profile type Templates Templates Templates

Template name Trusted certificate Trusted certificate SCEP certificate

Configuration settings
When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.

https://endpoint.microsoft.com/
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Setting Root CA profile Issuing CA profile

Certificate file The root Certification Authority 
certificate

The issuing Certification Authority 
certificate

When creating a SCEP profile, configure the following settings on the Configuration settings page.

Setting Value

Certificate type Select User.

Subject name format The syntax of the certificate subject names. This field supports 
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

Subject alternative name The value of each attribute in the certificate subject alternative 
name. Optional.

Certificate validity period The validity period of the certificates.

Key usage The key usage of the enrolled certificates.

Key size (bits) Select 2048 or 4096 (Entrust PKIaaS does not support key sizes 
below 2048).

Hash algorithm Select SHA-2.

Root certificate Select the root CA profile.

Extended key usage Select Client Authentication.

SCEP Server URLs Paste one of the URLs obtained when Getting the Intune 
Service URL.

See Downloading a CA certificate to download CA certificates.

https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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Assignments
On the Assignments page, select the user group of the Intune-enrolled devices.

Review and create
On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Enrolling user devices with the Intune Company Portal
When completing the Intune integration steps, download and install the Intune Company Portal to enroll your 
device.

Enrolling Windows devices with the Intune Company Portal
Enrolling Android devices with the Intune Company Portal
Enrolling iOS devices with the Intune Company Portal
Enrolling MacOS devices with the Intune Company Portal

For more details, check the Microsoft Intune documentation at learn.microsoft.com/en-us/mem/intune/user-help

Enrolling Windows devices with the Intune Company Portal
Install the Intune Company Portal application to enroll your Windows device with Intune.

To enroll a Windows device with Intune

Download the Intune Company Portal app from the Microsoft Store:
https://apps.microsoft.com/store/detail/company-portal/9WZDNCRFJ3PZ
Log into the application with your Microsoft user credentials.
 Follow the application instructions to enroll your device with Intune.
In the Windows Settings panel of your device, go to User accounts > Sync your settings.
Enable the device synchronization.

Enrolling Android devices with the Intune Company Portal
Install the Intune Company Portal application to enroll your Android device with Intune.

To enroll an Android device with Intune

Download the Intune Company Portal app from the Google Play Store:
https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal
Log into the application with your Microsoft user credentials.
Follow the application instructions to enroll your device with Intune.

https://learn.microsoft.com/en-us/mem/intune/user-help/
https://apps.microsoft.com/store/detail/company-portal/9WZDNCRFJ3PZ
https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal
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Wait while the installation process adds the application to:
The Personal workspace.
The Work workspace.

Enrolling iOS devices with the Intune Company Portal
Install the Intune Company Portal mobile application to enroll your iOS device with Intune.

To enroll an iOS device with Intune

Download the Intune Company Portal application from the App Store:
https://apps.apple.com/us/app/intune-company-portal/id719171358
Log into the application with your Microsoft user credentials.
Follow the application instructions to enroll your device and install the Certificate Management Profile.

Enrolling MacOS devices with the Intune Company Portal
Enroll your MacOS device with the Intune Company Portal application as explained in the following guide.

https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp

Renewing enrolled certificates
When close to expiring, the Microsoft Intune protocol automatically renews certificates on Windows and Android 
devices. However, as reported in the Microsoft documentation, the iOS, iPadOS, and macOS devices have the 
following issue.

Renewal behavior on iOS/iPadOS and macOS: Certificates can only be renewed during the renewal threshold phase. 
In addition, the device has to be unlocked while synching with Intune. If the renewal was not successful, the expired 
certificate will remain on the device and Intune does not trigger a renewal anymore. Also, Intune does not offer an 
option to redeploy expired certificates. Affected devices need to be excluded from the SCEP profile temporarily to 
remove the expired certificate and request a new one.

Therefore, to renew certificates on iOS, iPad, and macOS devices, you must:

Deselect the device on the Intune Company Portal application.
Reenroll the device on the Intune Company Portal.

Revoking and removing certificates
Please refer to the Microsoft Intune documentation for the scenarios on which to remove or revoke certificates.  

https://learn.microsoft.com/en-us/mem/intune/protect/remove-certificates 

With a periodicity of 24 hours, PKIaaS invokes the Microsoft Intune API to:

Fetch the list of certificates that need to be revoked. 
Revoke all certificates in the list.

See https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep for details on this 
issue.

PKIaaS Intune Integration supports SCEP certificates only. PKCS #10 and other PKCS certificates are not 
supported.

https://apps.apple.com/us/app/intune-company-portal/id719171358
https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp
https://learn.microsoft.com/en-us/mem/intune/protect/remove-certificates
https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep
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3. Update the status of each processed certificate.
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9 Automating MDM enrollment with an Entrust-hosted 
Enrollment Gateway

Configure an Entrust-hosted Enrollment Gateway to operate as SCEP Server and process MDM (Mobile Device 
Management) enrollment requests with PKIaaS Certification Authorities.

MDM integration requirements
Configuring MDM automation in Entrust Certificate Services
Configuring MDM automation in Ivanti Neurons MDM
Configuring MDM automation in Jamf
Configuring MDM automation in VMware Workspace ONE

MDM integration requirements
You must meet the following requirements to automate MDM enrollment with an Entrust-hosted Enrollment 
Gateway.

Entrust Certificate Services
MDM providers
Operating systems and devices

Entrust Certificate Services
You need an Entrust Certificate Services (ECS) Enterprise account with privileges to create an issuing Certification 
Authority.

MDM providers
Enrollment integration is tested for this release with the following MDM providers.

Jamf
VMware Workspace One
Ivanti

Other MDM vendors that leverage dynamic SCEP are not validated yet. Please get in touch with customer support if 
you run into any issues during integration. 

Operating systems and devices
Enrollment integration for this release is tested and validated with the following devices and operating systems.

Provider iPad iPhone MacOS Windows Android ChromeOS 

Jamf 16.6 16.6 Ventura 13.5.1 Not supported Not supported Not supported

Static SCEP is not a secure protocol for a cloud service; therefore, PKIaaS does not support static-only 
solutions like Google Endpoint Management and Chromebook OS. See Automating enrollment with an on-
premises Enrollment Gateway for how to connect these solutions with a generic SCEP server.   
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Provider iPad iPhone MacOS Windows Android ChromeOS 

Workspace 
ONE

16.6 16.6 Ventura 13.5.1 10 and 11 13 Not supported

Ivanti Neurons  17.5.1 17.5.1 Ventura 13.5.1 10 14 Not supported

Other devices and operating systems listed in the MDM vendor support documents should work but have not been 
tested. 

Configuring MDM automation in Entrust Certificate Services
Configure an Entrust-hosted Enrollment Gateway for MDM enrollment.

Configuring an Entrust PKIaaS issuing CA for MDM
Downloading the Entrust PKIaaS root CA certificate for MDM
Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM
Adding digital identifiers to a Certificate Enrollment Gateway for MDM
Getting Certificate Enrollment Gateway settings for MDM

Configuring an Entrust PKIaaS issuing CA for MDM
On the Entrust Certificate Services Enterprise portal, add the MDMWS service profile to either a new or an existing 
issuing CA.

See Creating an issuing CA under an online root CA for how to create issuing CAs.
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Downloading the Entrust PKIaaS root CA certificate for MDM
After Configuring an Entrust PKIaaS issuing CA for MDM, download the certificates of the root and issuing CAs. You 
will need these certificates when:

Configuring MDM automation in Ivanti Neurons MDM
Configuring MDM automation in Jamf
Configuring MDM automation in VMware Workspace ONE

Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM
On the Entrust Certificate Services portal, add and configure a Certificate Enrollment Gateway instance to process 
MDM requests.

To configure Entrust Certificate Enrollment Gateway for MDM

See Downloading a CA certificate to download CA certificates from the Entrust Certificate Services 
Enterprise portal.
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Log into cloud.entrust.net

In the menu bar, select Administration> PKIaaS Management.
In the navigation sidebar, click Enrollment Gateways to display the Certificate Enrollment Gateway list.

Click Add Enrollment Gateway to display the Add Certificate Enrollment Gateway page.

Configure the following settings under Enrollment Gateway Information. 
Gateway Location: select Entrust Hosted.
Certificate Authority: select the Certificate Authority described in Configuring an Entrust PKIaaS 
issuing CA for MDM.
Type: select Enrollment Gateway for MDM-WS.

Add one or more digital identities as explained in Adding digital identifiers to a Certificate Enrollment 
Gateway for MDM.

https://cloud.entrust.net/
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Adding digital identifiers to a Certificate Enrollment Gateway for MDM
After Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM, complete the gateway configuration 
with at least one digital identifier.

To add digital identifiers to an enrollment gateway

Configure the following settings under Digital ID Information.
Profile ID
RDN Format
Parent DN

Click Add digital Id to configure more digital identifiers.
Click Submit.
Click OK in the Add Enrollment Gateway Confirmation dialog and wait while the Entrust Certificate 
Services provision the new Certificate Enrollment Gateway.
Click OK on the Enrollment Gateway Request Submitted dialog.

Profile ID
Select a profile of the CA previously selected when Configuring an Entrust-hosted Certificate Enrollment Gateway 
for MDM.

RDN Format
The Relative Distinguished Name (RDN) format to build certificate Subject Names.  

Adding custom variables
Configuring the profileid variable for automated renewal
Adding Jamf preloaded variables
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Adding custom variables

Subject Names support custom variable names using the  <variable>  syntax – for example:

CN=<var1> <var2> <var3> SampleStaticText

See RDN Variables for how to set the value of each variable in the Jamf portal.

Configuring the profileid variable for automated renewal 

Add the idprofile  variable to support automated certificate renewal – for example:

CN=<var1> <profileid> 

See RDN Variables for how to set the value of this variable in the Jamf portal.

Adding Jamf preloaded variables

Jamf enrollment requests will always contain values for the following RDN variables. You don't need to inform them 
in the Jamf portal.

Variable Value

igusername The name of the device user.

iggroup The group of enrolled devices.

devicetype The type of enrolled device.

For example:

CN=<igusername> <iggroup> <devicetype>

Parent DN
The parent Distinguished Name (DN) for building the RDN of a certificate. Specifically, the selected value is 
appended to the end of the Subject DN after the RDN Format variables have been processed.

Getting Certificate Enrollment Gateway settings for MDM
After Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM, click on the name of the Certificate 
Enrollment Gateway to display the CEG Information page.

Entrust PKIaaS will only process enrollment requests containing values for all variables.
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Copy the following values to use later when Configuring MDM automation in Jamf.

Basic Auth Credentials
Digital ID Information / Name
Digital ID Information / SCEP URL
Digital ID Information / MDM-WS-URL

Basic Auth Credentials
Click Show Shared Credentials to copy the UserID and the Password.

Digital ID Information / Name
Copy your digital configuration name. 

Digital ID Information / SCEP URL
Copy the URL of the SCEP enrollment web service. This URL will have one of the following formats:

SCEP URL format for the US region

https://mdm.pkiaas.entrust.com/mdm/scep/{accountId}/{name}

SCEP URL format for the EU region

https://mdm.eu.pkiaas.entrust.com/mdm/scep/{accountId}/{name}

Where {accountId}  is your account identifier and {name}  is your digital configuration name.

Digital ID Information / MDM-WS-URL
Copy the URL of the MDM enrollment web service. This URL will have one of the following formats:
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MDM-WS URL format for the US region

https://mdm.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV11

MDM-WS URL format for the EU region

https://mdm.eu.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV11

Where {accountId}  is your account identifier.

For compatibility, the following  MDM-WS URL formats are supported.

Legacy MDM-WS URL formats for the US region

https://mdm.pkiaas.entrust.com/mdm/mdmws/{accountId}
https://mdm.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV8
https://mdm.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV9
https://mdm.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV11

Legacy MDM-WS URL formats for the EU region

https://mdm.eu.pkiaas.entrust.com/mdm/mdmws/{accountId}
https://mdm.eu.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV8
https://mdm.eu.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV9
https://mdm.eu.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV11

Configuring MDM automation in Ivanti Neurons MDM
When using Ivanti Neurons for MDM as a provider, the enrollment automation:

Supports the PKI protocol for Entrust MDMWS PKCS #12 enrollment. 
Does not yet support the Simple Certificate Enrollment Protocol (SCEP). MobileIron Cloud is addressing the 
limitations in its SCEP implementation to ensure full support for all profiles.

See below the MDMWS certificate profiles currently supported by each protocol.

Profile PKI SCEP

mdmws-digital-signature

mdmws-digital-signature-key-encipherment
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Profile PKI SCEP

mdmws-digital-signature-key-encipherment-clientauth

mdmws-key-encipherment

mdmws-non-repudiation

mdmws-p12-digital-signature

mdmws-p12-digital-signature-key-encipherment

mdmws-p12-digital-signature-key-encipherment-clientauth

mdmws-p12-key-encipherment

mdmws-p12-non-repudiation

Follow the steps below to automate MDM enrollment in MobileIron.

Adding Entrust as issuing certificate authority in Ivanti Neurons MDM
Adding the PKIaaS issuing and root CA certificates in Ivanti Neurons MDM
Adding an identity certificate in Ivanti Neurons MDM

Adding Entrust as issuing certificate authority in Ivanti Neurons MDM
Add and configure Entrust as an issuing certificate authority in Ivanti Neurons to automate MDM enrollment.

To add Entrust as issuing certificate authority in Ivanti Neurons

Log into the Ivanti Neurons portal.
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Go to Admin > Infrastructure> Certificate Management.

Click the Add button of the Certificate Authority tab.

Click Continue.

Configure the following settings.
Name
Select Cloud CA
Description
Enter URL
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Enter Username
Enter Password
Group
Cache Identitities on Ivanti Neurons for MDM

Name
Enter a friendly name used for Entrust CA within Ivanti Neurons MDM.

Mandatory: Yes.

Select Cloud CA
Select Entrust.

Mandatory: Yes.

Description
Add an optional description for the Entrust CA.

Mandatory: No
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Enter URL
Paste the MDM-WS URL value described in Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Enter Username
Paste the UserID value described in Getting Certificate Enrollment Gateway settings for MDM. 

Mandatory: Yes.

Enter Password
Paste the Password value described in Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Group
Skip this field, as groups are not evaluated for certificate authorities.

Cache Identitities on Ivanti Neurons for MDM
Keep this option enabled. Disabling this option will result in certificates being regenerated each time they are 
needed.

Adding the PKIaaS issuing and root CA certificates in Ivanti Neurons MDM
Repeat the steps below to add the certificates of the following certificate authorities.

The issuing CA described in Configuring an Entrust PKIaaS issuing CA for MDM.
The root CA of this issuing CA.

To add a CA certificate in Ivanti Neurons MDM

Log into the Ivanti Neurons portal.
Select Configurations in the navigation sidebar and click Add.

See Downloading a CA certificate for how to download both certificates.
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3.
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Click Certificate in the Add Configuration pane.

Enter a friendly name for the CA certificate in the Name field.

Click Choose file under Configuration Setup, import the certificate file, and click Next.
Select the devices, users, or groups to assign the certificate to, and click Done.
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Adding an identity certificate in Ivanti Neurons MDM
Add an identity certificate in Ivanti Neurons to automate MDM enrollment.

To add an identity certificate in Ivanti Neurons 

Log into the Ivanti Neurons portal.
Select Configurations in the navigation sidebar and click Add.

Click Identity certificate in the Add Configuration pane.

Enter a friendly name for the identity certificate in the Name field.

Select the following values under Configuration Setup.
Certificate Distribution
Source
Profile ID
Profile description
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Application description
Subject Alternate Name Type
Subject Alternative Name Value
Target Certificate Store

Certificate Distribution
Select Dynamically Generated.

Mandatory: Yes

Source
Select the certificate authority described in Adding Entrust as issuing certificate authority in Ivanti Neurons MDM.

Mandatory: Yes

Profile ID
Select the Profile ID value of the digital identifier.

Mandatory: Yes

See Adding digital identifiers to a Certificate Enrollment Gateway for MDM for details on digital identifiers.
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Profile description
Enter a description of the enrollment profile.

Mandatory: No

Application description
Enter a description of the intended application for the identity certificate.

Mandatory: No

Subject Alternate Name Type
Select a format for the Subject Alternative Name field in the enrolled certificates.

Mandatory: Select None if the enrolled certificates do not require a Subject Alternative Name field. 

Subject Alternative Name Value
Enter a value for the Subject Alternative Name field in the enrolled certificates.

Mandatory: When selecting a value other than None in Subject Alternate Name Type.

Target Certificate Store
When enrolling Windows devices, select the store for installing the certificates.

Option Certificate store

Device Certificate The store of the local machine

User Certificate The store of the current user

Mandatory: When enrolling certificates for Windows devices.

Configuring MDM automation in Jamf
Jamf is a cloud service for managing Apple devices such as Mac, iPad, or iPhone. When enrolling these devices, the 
SCEP Payload must include the settings described in: 

https://support.apple.com/guide/deployment/scep-payload-settings-dep495a6d79/web

If using Jamf as MDM provider, configure and install a profile as described below.

To configure and install a MDM profile in Jamf

https://support.apple.com/guide/deployment/scep-payload-settings-dep495a6d79/web
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Login into the Jamf administration portal.

Select:
Computers to create a profile for enrolling Apple computers such as MacBooks.
Devices to create a profile for enrolling iPhones, iPads, etc. 

Select Configuration profiles in the sidebar and click New 

Configure the following settings in the New macOS Configuration Profile form. 
Options
Scope

Click Save.
To enroll devices, users must login to Jamf and follow the prompts for enrollment.

Depending on how Jamf was configured, users may or may not be prompted to download and install 
CA Certificates.
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Users will be prompted to download and install a profile.
Wait while the device is enrolled. Certificates will automatically be issued during enrollment.

Options
Configure the following settings in the Options tab of the New macOS Configuration Profile.

General
SCEP
Certificate

General
Click General on the Options tab and configure the following settings.

Setting Value Mandatory

Name Write a profile name to display on the device.

Description Write a description of the profile purpose. 

Category Select a profile category. 

Level Select Device Level.

Distribution Method Select Install Automatically.

Certificate
Click Certificate on the Options tab and configure the following settings.

Settings Value Mandatory

Certificate Name Write a name for the certificate.

Select certificate option Click Upload

Certificate  Upload the certificate file obtained when 
Downloading the Entrust PKIaaS root CA 
certificate for MDM.

SCEP
Click SCEP on the Options tab and configure the following settings.

URL
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Name
Redistribute Profile
Subject
Subject Alternative Name Type
Retries
Retry delay
Challenge type
Entrust Web Service URL
Administrator Username
Administrator Password
Verify Password
Digital ID Configuration Name
Group Name
RDN Variables
Key Size
Use as digital signature
Use for key encipherment
Fingerprint

URL

Paste the SCEP URL value obtained when Getting Certificate Enrollment Gateway settings for MDM. 

Mandatory: Yes.

Name

Enter the name of the SCEP service to display on the device.

Mandatory: Yes.

Redistribute Profile

Select Never.

Mandatory: Yes.

Subject

Enter the Subject Distinguished Name to include in the Certificate Signing Requests (CSRs). The enrollment process 
will ignore this dummy value and use the digital identifier.

Mandatory: Yes.

Subject Alternative Name Type

Select the type of Subject Alternative Name. 

Mandatory: No.

Retries

Select the maximum number of retries after a PENDING response. 

Mandatory: No.

See Adding digital identifiers to a Certificate Enrollment Gateway for MDM for details on digital identifiers.
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Retry delay

Select the period between retries. 

Mandatory: No.

Challenge type

Select Dynamic Entrust.

Mandatory: Yes.

Entrust Web Service URL

Paste the MDM-WS-URL value obtained when Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Administrator Username

Paste the User ID value obtained when Getting Certificate Enrollment Gateway settings for MDM. 

Mandatory: Yes.

Administrator Password

Paste the Password value obtained when Getting Certificate Enrollment Gateway settings for MDM. 

Mandatory: Yes.

Verify Password

Paste the Password value obtained when Getting Certificate Enrollment Gateway settings for MDM. 

Mandatory: Yes.

Digital ID Configuration Name

Paste the Name value obtained when Getting Certificate Enrollment Gateway settings for MDM. 

Mandatory: Yes.

Group Name

Enter a name for the group.

Mandatory: When the RDN Format of the digital identifier includes the <iggroup>  variable. In this case, Jamf will 
automatically map this Group Name to the <iggroup>  variable.

RDN Variables

Enter a value for each variable added to RDN Format in the Entrust Certificate Services.

Configuring the profileid variable for automated renewal
Using Jamf payload variables
Omitting Jamf preloaded variables

Mandatory: Yes.

See Adding digital identifiers to a Certificate Enrollment Gateway for MDM for details on digital identifiers.
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Configuring the profileid variable for automated renewal 

To support automated certificate renewal, add the following variable.

Variable name Variable value

profileid $PROFILE_IDENTIFIER

Where profileid  is the variable added to RDN Format in the Entrust Certificate Services.

Using Jamf payload variables

RDN values support the following Jamf payload variables. 

Variables Jamf documentation

Payload Variables for Computer Configuration 
Profiles

https://learn.jamf.com/bundle/jamf-pro-documentation-
current/page/
Computer_Configuration_Profiles.html#ariaid-title2

Payload Variables for Device Configuration 
Profiles

https://learn.jamf.com/bundle/jamf-pro-documentation-
current/page/
Mobile_Device_Configuration_Profiles.html#ariaid-title3

Omitting Jamf preloaded variables

Do not set the following variables, as Jamf requests always provide values for them.

Variable Value

igusername The name of the device user.

iggroup The group of enrolled devices.

devicetype The type of enrolled device.

Key Size

Select one of the following values.

2048
4096

Mandatory: Yes.

Entrust PKIaaS does not support key sizes below 2048.

https://learn.jamf.com/bundle/jamf-pro-documentation-current/page/Computer_Configuration_Profiles.html#ariaid-title2
https://learn.jamf.com/bundle/jamf-pro-documentation-current/page/Mobile_Device_Configuration_Profiles.html#ariaid-title3
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Use as digital signature

Check to use the enrolled certificates for signing data.

Mandatory: No.

Use for key encipherment

Check to use the enrolled certificates for ciphering keys. 

Mandatory: No.

Fingerprint

Paste the SHA-256 fingerprint (in hexadecimal format) of the whole root CA certificate in DER binary encoding (not 
in PEM). You can obtain this value from the certificate properties or run the following commands.

Windows

certutil -hashfile rootca.der SHA256

MacOS

openssl x509 -fingerprint -sha256 -noout -in rootca.crt | sed "s/[:]//g"

Mandatory: Yes. It is recommended to always configure this field when possible. 

Scope
Configure the following settings on the Scope tab of the New macOS Configuration Profile.

Setting Value Mandatory

Target Mobile Devices  Mobile devices to assign the profile to.

Target Users  Users to distribute the profile to.

Configuring MDM automation in VMware Workspace ONE
When using VMware Workspace ONE as MDM provider, the enrollment automation supports the following protocols.

The PKI protocol for Entrust MDMWS PKCS #12 enrollment. 
The Simple Certificate Enrollment Protocol (SCEP).

See below the MDMWS certificate profiles supported by each protocol.
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Profile PKI SCEP

mdmws-digital-signature

mdmws-digital-signature-key-encipherment

mdmws-digital-signature-key-encipherment-clientauth

mdmws-key-encipherment

mdmws-non-repudiation

mdmws-p12-digital-signature

mdmws-p12-digital-signature-key-encipherment

mdmws-p12-digital-signature-key-encipherment-clientauth

mdmws-p12-key-encipherment

mdmws-p12-non-repudiation

See below for additional protocol differences. 

PKI SCEP

Private key Generated by the Entrust CA and 
delivered to Workspace One as a PKCS 
#12. Workspace One delivers the 
resulting private key and certificate to 
the managed device.

Generated along with the CSR by the 
managed device

Certificate information Provided to the Entrust CA using the 
MDMWS API.

Contained within the CSR.
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1.

PKI SCEP

CSR challenge 
passwords

Not used. Workspace One:

Requests challenge passwords 
from the MDMWS API of the 
Entrust CA.
Provides the challenge password 
to the managed devices.

The devices embed the challenge 
password into the CSR for SCEP 
enrollment.

Enrollment request Submitted by Workspace One. Submitted by the managed devices to the 
SCEP endpoint of the Entrust CA. 
Optionally, you can use Workspace One 
as SCEP Proxy to perform SCEP against 
Workspace One instead of the Entrust 
CA. 

Support status Fully supported Temporarily broken because Workspace 
One:

Sends an incorrect SCEP URL to 
the managed devices
Ignores the custom variables of 
the RDN Format selected when 
Adding digital identifiers to a 
Certificate Enrollment Gateway 
for MDM.

We are working with Workspace One to 
fix this.

Follow the steps below to automate MDM enrollment in VMware Workspace ONE.

Adding a Certificate Authority and a Request Template for MDM automation in VMware Workspace ONE
Adding a profile for trusted certificates in VMware Workspace ONE
Adding a PKI profile for MDM automation in VMware Workspace ONE
Adding a SCEP profile for MDM automation in VMware Workspace ONE
Testing MDM automation in VMware Workspace ONE

Adding a Certificate Authority and a Request Template for MDM automation in 
VMware Workspace ONE
Add a Certificate Authority and a request template for MDM automation in VMware Workspace ONE.

To add a Certificate Authority and a request template

Log into your Workspace ONE UEM (Unified Endpoint Management). 



Entrust PKIaaS - Customer Guide 117

2.

3.

4.
•
•

1.
2.

•
•
•
•

In the sidebar menu, go to Groups & Settings > All Settings. 

In the All Settings pop-up, go to System > Enterprise integration > Certificate Authorities.

Configure the following settings. 
Certificate Authorities
Request Templates

Certificate Authorities
In the Certificate Authorities tab:

Click ADD.
Configure the following CA settings. 

Name
Description
Authority Type
Protocol
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3.
4.

Server URL
Username
Password
SCEP Endpoint URL

Click TEST CONNECTION to check the connection with the Entrust CA.
Click SAVE to save the new CA settings.

Name

Enter a name for the CA in the VMware environment.

Description

Enter an optional description for the CA in the VMware environment.

Authority Type

Select Entrust.

Protocol

Select the SCEP or PKI protocols described in Configuring MDM automation in VMware Workspace ONE.

Server URL

Paste the MDM-WS URL value described in Getting Certificate Enrollment Gateway settings for MDM. Specifically, 
use the following URL formats to support certificate revocation.

Supported URL format for the US region

https://mdm.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV9

Supported URL format for the EU region

https://mdm.eu.pkiaas.entrust.com/mdm/mdmws/{accountId}/AdminServiceV9

Username

Paste the UserID value described in Getting Certificate Enrollment Gateway settings for MDM.

Password

Paste the Password value described in Getting Certificate Enrollment Gateway settings for MDM.

SCEP Endpoint URL

When Protocol is SCEP, paste the SCEP URL value described in Getting Certificate Enrollment Gateway settings for 
MDM.

Request Templates
In the Request Templates tab:
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3.

Click ADD
Configure a new template for the CA. 

Name
Description
Certificate Authority
Managed CA
Profile name
<field>

Click SAVE to save the new template settings.

Name

Enter a name for the template in the VMware environment.

Description

Enter an optional description for the template in the VMware environment.

Certificate Authority

Select the name of the CA previously created in the Certificate Authorities tab.

Managed CA

Select the CA name described in Getting Certificate Enrollment Gateway settings for MDM.

Profile name

Select the value of the Digital ID Information / Name value described in Getting Certificate Enrollment Gateway 
settings for MDM.

<field>

Configure the RDN Format variables as explained in Adding digital identifiers to a Certificate Enrollment Gateway 
for MDM. You can provide static text or click the  symbol and select a Workspace One variable.

Adding a profile for trusted certificates in VMware Workspace ONE
Profiles with the User Profile context do not support uploading certificates to the Trusted Root certificate store. 
Therefore, you must create a profile with the Device Profile context and the following settings.



Entrust PKIaaS - Customer Guide 120

1.

2.
3.

•
•
•
•
•

To add a device profile in Workspace One

In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

In the content pane, click Add > Add Profile.
Follow the wizard pages described below. 

Add Profile
Select Device Type
Select Context
General
Credentials

Add Profile
Click on the name of the platform running the enrollment device.

Select Device Type
Click on the type of enrolled device. 

When creating a Workspace One profile with the User Profile context, assign them to the same Smart 
Group. This way, the devices managed by the user profile will trust the CA certificate chain of the device 
profile.
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Select Context
Click on Device Profile to enroll devices. 

General
Click General in the sidebar menu to configure the following settings in the content pane.

Field Value

Name Enter a name for the profile.

Smart Group Select the smart group containing the managed users or devices. 
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Credentials
Click Credentials in the sidebar menu to configure the user credentials. 

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Upload separately the certificates of the root and issuing CAs.

Certificate Store Select Trusted Root.

Adding a PKI profile for MDM automation in VMware Workspace ONE
See below for creating an MDM automation profile to issue certificates with the PKI protocol.

To add a PKI profile in Workspace One
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In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

In the content pane, click Add > Add Profile.
Follow the wizard pages described below. 

Add Profile
Select Device Type
Select Context
General
Credentials

Add Profile
Click on the name of the platform running the enrollment device.

Select Device Type
Click on the type of enrolled device. 
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Select Context
Click on User Profile to enroll users or Device Profile to enroll devices.  

General
Click General in the sidebar menu to configure the following settings in the content pane.

Field Value

Name Enter a name for the profile.

Smart Group Select the smart group containing the managed users or devices. 
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Credentials
Click Credentials in the sidebar menu to configure the user credentials. 

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Upload separately the certificates of the root and issuing CAs.

Certificate Store Select Personal or Intermediate for profiles with the User 
Profile context.

Select Trusted Root for profiles with the User Device context.

Click the   symbol to create a new credential with the following settings.

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Authority Select the CA configured in Adding a Certificate Authority and a 
Request Template for MDM automation in VMware Workspace 
ONE.
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Field Value

Certificate Template Select the request template configured in Adding a Certificate 
Authority and a Request Template for MDM automation in VMware 
Workspace ONE.

Key Location Specify the location for the issued 
certificate: Software or Hardware.

Certificate Store Enter the name of the certificate store.

Adding a SCEP profile for MDM automation in VMware Workspace ONE
See below for creating an MDM automation profile to issue certificates with the SCEP protocol.

To add a SCEP profile in  Workspace One

In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

In the content pane, click Add > Add Profile.
Follow the wizard pages described below. 

Add Profile
Select Device Type
Select Context
General
Credentials
SCEP

Add Profile
Click on the name of the platform running the enrollment device.
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Select Device Type
Click on the type of enrolled device. 

Select Context
Click on User Profile to enroll users or Device Profile to enroll devices.  
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General
Click General in the sidebar menu to configure the following settings in the content pane.

Field Value

Name Enter a name for the profile.

Smart Group Select the smart group containing the managed users or devices. 

Credentials
Click Credentials in the sidebar menu to configure the user credentials. 

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Upload separately the certificates of the root and issuing CAs.

Certificate Store Select Personal or Intermediate for profiles with the User 
Profile context.

Select Trusted Root for profiles with the User Device context.

SCEP
Click SCEP in the sidebar menu to configure the following settings in the content pane.
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Field Value

Credential Source Select Defined Certificate Authority.

Certificate Authority Select the CA configured in Adding a Certificate Authority and a 
Request Template for MDM automation in VMware Workspace 
ONE.

Certificate Template Select the request template configured in Adding a Certificate 
Authority and a Request Template for MDM automation in VMware 
Workspace ONE.

Key Location Specify the location for the issued 
certificate: Software or Hardware.

Testing MDM automation in VMware Workspace ONE
Test the MDM automation in VMware Workspace ONE after completing the configuration steps.

To test MDM automation in VMware Workspace ONE

Open a browser at https://getwsone.com
Download the VMware Workspace ONE Intelligent Hub application.
Install the application on the device you want to enroll. 
Log into the VMware Workspace ONE Intelligent Hub. 

The user must belong to the Smart Group selected when adding the profile.

https://getwsone.com/
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5. Click Sync Device.
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10 Automating Windows Auto Enrollment (WSTEP) with an 
Entrust-hosted Enrollment Gateway

Entrust PKIaaS integrates into Microsoft Active Directory environments to automate enrollment with the following 
Microsoft protocols.

Protocol Purpose See

X.509 Certificate Enrollment 
Policy Protocol (MS-XCEP)

Defines the interactions between a 
requesting client and a responding server 
to exchange a certificate enrollment policy, 
which is the collection of certificate 
templates and certificate issuers available 
to the requestor for X.509 certificate 
enrollment.

learn.microsoft.com/en-us/
openspecs/
windows_protocols/ms-xcep

WS-Trust X.509v3 Token 
Enrollment Extensions (MS-
WSTEP)

Define the message formats and server 
behavior to manually or automatically 
enroll X.509 certificates for users and 
computers.

learn.microsoft.com/en-us/
openspecs/
windows_protocols/ms-wstep

See below for the required configuration steps.

Planning your WSTEP deployment
WSTEP enrollment requirements
Preparing the Active Directory forest for WSTEP
Configuring an Entrust PKIaaS issuing CA for WSTEP
Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP
Downloading a PKIaaS Virtual Machine from the PKIaaS portal
Installing a PKIaaS Virtual Machine
Configuring PKIaaS Virtual Machines on the PKIaaS portal
Enabling WSTEP for users and devices
Managing Microsoft certificate templates in Active Directory
Managing on-premises PKIaaS Virtual Machines
Troubleshooting WSTEP enrollment issues

See the following video for a quick guide on the required steps.

https://www.youtube.com/watch?v=l6dDmpRRbyw

Planning your WSTEP deployment
WSTEP integration requires the on-premises installation of a PKIaaS Virtual Machine in the customer's LAN. Once 
installed, this PKIaaS Virtual Machine:

Performs LDAPS queries against the Domain Controllers in an Active Directory forest.
Establishes an outbound connection with the Entrust Cloud.  

The Windows devices send WSTEP requests directly to the PKIaaS service hosted in the Entrust cloud. See below for 
the main integration scenarios.

Deploying a single PKIaaS Virtual Machine for multiple Active Directory forests
Deploying multiple PKIaaS Virtual Machines for Active Directory forests in different networks

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-xcep
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-wstep
https://www.youtube.com/watch?v=l6dDmpRRbyw
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Deploying a single PKIaaS Virtual Machine for multiple Active Directory forests
A single PKIaaS Virtual Machine can handle any number of Active Directory forests, provided the virtual machine can 
connect with each forest as explained in Network requirements for the PKIaaS Virtual Machine.

Deploying multiple PKIaaS Virtual Machines for Active Directory forests in different 
networks
When a single PKIaaS Virtual Machine cannot communicate with all forests, multiple PKIaaS Virtual Machines are 
required, as illustrated in the diagram below.

In any case, configuring multiple Active Directory forests:

Requires the domain controllers of each Windows forest to be prepared as explained in this document.
Requires the root domain of each Windows Forest to be added to the PKIaaS portal.
Does not require two-way transitive trusts.

WSTEP enrollment requirements
See below the requirements to automate WSTEP enrollment with an Entrust-hosted Enrollment Gateway.

ECS account requirements for WSTEP enrollment
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PKIaaS Virtual Machine requirements
Windows requirements for WSTEP enrollment

ECS account requirements for WSTEP enrollment
Automating WSTEP enrollment requires creating an Entrust Certificate Services (ECS) Enterprise user account, as 
explained in Creating a user with PKIaaS roles. Assign to this user one of the following roles.

PKIaaS Administrator
PKIaaS CA Administrator 

Both roles grant permissions to:

Create CA  
Add Enrollment Gateway

To enable the WSTEP certificate profiles, this user must add the Active Directory Service to an issuing CA, as later 
explained in Configuring an Entrust PKIaaS issuing CA for WSTEP. 

PKIaaS Virtual Machine requirements
Automating WSTEP enrollment requires installing a PKIaaS Virtual Machine on your premises.

Network requirements for the PKIaaS Virtual Machine
Virtualization platform requirements for the PKIaaS Virtual Machine

Network requirements for the PKIaaS Virtual Machine
The PKIaaS Virtual Machine has the following network requirements.

PKIaaS Virtual Machine connection settings
PKIaaS Virtual Machine outbound access to Active Directory
PKIaaS Virtual Machine outbound access to the Oracle Yum server
PKIaaS Virtual Machine outbound access to the PKIaaS package repository
PKIaaS Virtual Machine outbound access to Entrust PKIaaS

PKIaaS Virtual Machine connection settings

The connection of the PKIaaS Virtual Machine requires a DHCP server with configured DNS.

PKIaaS Virtual Machine outbound access to Active Directory

Grant the PKIaaS Virtual Machine the following outbound access to:

The Active Directory DNS servers (to query SRV DNS records for the FQDN of Active Directory Domain 
controllers).
The Active Directory LDAP or LDAPS service (to look up information on Microsoft certificate templates, Active 
Directory users, and Active Directory machines).

See below for the required outbound ports.

Permitted use of the PKIaaS Virtual Machine

You may use PKIaaS Virtual Machine for integrating the on-premises Windows infrastructure of a User with your 
cloud-based PKIaaS instance. You may only use PKIaaS Virtual Machine in connection with your validly licensed 
use of Entrust PKIaaS. You are expected to keep reasonable records relating to at least the number of copies of 
the software that you have made, used and distributed, and the environments where they have been deployed.
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Target port Protocol Application Target service

53 TCP/UDP DNS Active Directory DNS

389 TCP LDAP  Active Directory secured with 
StartTLS 

636 TCP LDAPS Active Directory 

PKIaaS Virtual Machine outbound access to the Oracle Yum server

Grant the PKIaaS Virtual Machine the following outbound access to the Oracle Yum server.

yum.oracle.com

Target port Protocol Application

443 TCP HTTPS

PKIaaS Virtual Machine outbound access to the PKIaaS package repository

Grant the PKIaaS Virtual Machine access to the package repository. 

EU region

pkiaas-eu-prod-rpm.s3.eu-central-1.amazonaws.com

US region

pkiaas-prod-rpm.s3.us-east-1.amazonaws.com

Target port Protocol Application

443 TCP HTTPS

PKIaaS Virtual Machine outbound access to Entrust PKIaaS

Grant the PKIaaS Virtual Machine access to the Entrust PKIaaS services.

If an attempted LDAPS connection fails, the PKIaaS Virtual Machine switches to LDAP port 389 and 
attempts to use StartTLS (because plaintext LDAP is not supported). 
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EU region

idp.eu.pkiaas.entrust.com
satellit.eu.pkiaas.entrust.com
wstep.eu.pkiaas.entrust.com

US region

idp.pkiaas.entrust.com
satellit.pkiaas.entrust.com
wstep.pkiaas.entrust.com

Target port Protocol Application

443 TCP HTTPS

Virtualization platform requirements for the PKIaaS Virtual Machine
The PKIaaS Virtual Machine supports the VMware and Azure virtualization platforms.  

Azure requirements for the PKIaaS Virtual Machine
VMware requirements for the PKIaaS Virtual Machine

Azure requirements for the PKIaaS Virtual Machine

To run the PKIaaS Virtual Machine on Azure, use a dedicated machine with at least the following resources.

VM size vCPUs RAM (GiB) Data disk Max IOPS Local storage (GiB)

B2s 2 4 4 1280 8 (SCSI)

VMware requirements for the PKIaaS Virtual Machine

To run the PKIaaS Virtual Machine, a VMware virtualization platform must meet the following requirements.

VMware version for running the PKIaaS Virtual Machine
VMware machine requirements for running the PKIaaS Virtual Machine

VMware version for running the PKIaaS Virtual Machine

You need an environment that supports Virtual Hardware version 14. The following VMware products are 
compatible with this version.

Unlike the cloud-based PKIaaS WSTEP service, the PKIaaS Virtual Machine does not currently support 
high-availability deployments. See Recovering a PKIaaS Virtual Machine from disaster for details on 
disaster recovery.
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ESXi 6.7
Fusion 10.x
Workstation Pro 14.x
Workstation Player 14.x

VMware machine requirements for running the PKIaaS Virtual Machine

The OVA file of the PKIaaS Virtual Machine is configured to use the following resources:

2 cores
8 GB of RAM 
10 GB of disk space

Make sure the VMware environment running the PKIaaS Virtual Machine provides these resources.

Windows requirements for WSTEP enrollment
The Windows environment of the enrolled devices must meet the following requirements.

Windows user requirements for configuring WSTEP enrollment
Network requirements for the Windows devices
Active Directory requirements for WSTEP enrollment

Windows user requirements for configuring WSTEP enrollment
For Installing the default set of Microsoft Certificate Templates, you will need to log into the root domain of the 
forest as a user belonging to the following groups.

Domain Admins
Enterprise Admins

Network requirements for the Windows devices
See below for the network requirements for all Windows devices in an Active Directory forest.

Device outbound access to the Entrust WSTEP service
Device outbound access to the Entrust certificate validation services

Device outbound access to the Entrust WSTEP service

Grant any device access to Entrust PKIaaS.

EU region

wstep.eu.pkiaas.entrust.com

Connection to the Windows domain is not a requirement for certificate enrollment. When fulfilling the 
below requirements, domain-joined devices can enroll for certificates even when not connected to the 
same network as the Windows domain.
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US region

wstep.pkiaas.entrust.com

Target port Protocol Application

443 TCP HTTPS

Device outbound access to the Entrust certificate validation services

Grant any device access to the following Entrust certificate validation services

Target port Protocol Application Target service

80 TCP HTTP See Entrust PKIaaS OCSP service

80 TCP HTTP See Entrust PKIaaS Certificate 
Revocation Lists

Active Directory requirements for WSTEP enrollment
Each Windows Active Directory forest must meet the following requirements.

LDAPS TLS certificate requirements for Active Directory domain controllers
SRV record requirements for Active Directory LDAP services

LDAPS TLS certificate requirements for Active Directory domain controllers 

In each Active Directory domain controller, the TLS certificate for LDAPS must meet the requirements described in:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/enable-ldap-over-ssl-3rd-certification-
authority#requirements-for-an-ldaps-certificate

Specifically, this certificate:

Must be stored in the NT Directory Services (NTDS) personal certificate store.
Must contain the FQDN (Fully Qualified Domain Name) of the Domain Controller as a DNS SAN (Subject 
Alternative Name). 
Must use the RSA algorithm.
Must include Server Authentication (1.3.6.1.5.5.7.3.1) as Enhanced Key Usage.

SRV record requirements for Active Directory LDAP services 

Service Location (SRV) resource records for the LDAP Service must be valid for all domains in the forest. Verify this 
requirement as explained at:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/verify-srv-dns-records-have-been-
created

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/enable-ldap-over-ssl-3rd-certification-authority#requirements-for-an-ldaps-certificate
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/verify-srv-dns-records-have-been-created
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Preparing the Active Directory forest for WSTEP
To prepare for WSTEP enrollment, perform the following operations in the domain controller of the Windows Active 
Directory forest's root domain.

Creating a PKIaaS WSTEP Service Account
Installing the default set of Microsoft Certificate Templates
Downloading the certificate chain
Setting up LDAPS on domain controllers

Creating a PKIaaS WSTEP Service Account
Create a PKIaaS WSTEP service account for the PKIaaS WSTEP agent and PKIaaS WSTEP server to authenticate all 
incoming requests from WSTEP clients.  

To create a PKIaaS WSTEP Service Account

Log into a domain controller of the Active Directory forest's root domain as a user who is a member of both 
the Domain Admins and Enterprise Admins groups.

SRV records do not require extra configuration steps as Active Directory automatically creates and updates 
them.

Each root domain in the Active Directory forest requires a separate PKIaaS WSTEP service account, as each 
Active Directory forest must be configured separately.

The service account created for the PKIaaS Virtual Machine must have read permissions on 
certificate templates, user objects, and computer objects in LDAP.
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Select Start > Windows Administrative Tools > Active Directory Users and Computers to open the Active 
Directory Users and Computers dialog box.

Right-click the folder where you want to create the new account
Select New > User to open the New Object – User dialog box.

Enter the First name, Last name, and Full name for the new user account.
Enter a Windows User logon name for the user account. Optionally, enter a User logon name (pre-
Windows 2000) for pre-Windows 2000 computers.
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12.

13.

Click Next to display the password options.

Enter a Password for the user account.
Enter the password again in the Confirm password field.
Deselect User must change password at next logon.
Click Next to display the confirmation dialog.

Record the user logon name of the account. You will use this logon name later to add a Service Principal 
Name (SPN) mapping for Kerberos.
Click Finish.
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Double-click the account you just created to display the properties dialog box.

In the Account tab, check the following boxes under Account options:
This account supports Kerberos AES 128 bit encryption.
This account supports Kerberos AES 256 bit encryption.

Click OK.

Installing the default set of Microsoft Certificate Templates
If not installed, install the default set of Microsoft certificate templates, as described in the following sections.

Enabling the Certificate Templates snap-in
Installing the default set of Microsoft Certificate Templates using the snap-in

This section is mainly for new Microsoft Active Directory forests deployments as they do not include a set 
of Microsoft certificate templates. 
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Enabling the Certificate Templates snap-in
Before Installing the default set of Microsoft Certificate Templates, you must enable the Certificate Templates snap-
in. As explained below, you can perform this operation in either command or graphical mode.

Enabling the Certificate Templates snap-in using PowerShell
Enabling the Certificate Templates snap-in using the Windows Server Manager

Enabling the Certificate Templates snap-in using PowerShell

You can enable the Certificate Templates snap-in by simply running the following command on PowerShell.

Install-WindowsFeature RSAT-ADCS-mgmt

For example:

Enabling the Certificate Templates snap-in using the Windows Server Manager

You can enable the Certificate Templates snap-in using the Windows Server Manager wizard.

To enable the Certificate Templates snap-in using the Windows Server Manager

Open the Windows Server Manager – for example, by pressing the Windows key on the keyboard and typing 
"Server Manager" in the search box.

On the top-right of the window, click Manage > Add Roles and Features.
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In the Select Features dialog, click Next until the Features section is displayed. 

Check the following box: Remote Server Administration Tools / Remote Administration Tools / Active 
Directory Certificate Services Tools.
Click Next until the Install button appears, and click the Install button.
Wait while the installation completes before proceeding to the next step.

Installing the default set of Microsoft Certificate Templates using the snap-in
After Enabling the Certificate Templates snap-in, add the snap-in to install the default set of Microsoft Certificate 
Templates.

To install the default set of Microsoft Certificate Templates using the snap-in

Log into the root Active Directory Domain of the Windows forest as a member of both the Enterprise Admins 
and Domain Admin groups. 

Open Microsoft Management Console (MMC) – for example, by pressing the Windows key on the keyboard 
and typing "MMC." (ending with a period) in the search box.

Users without these privileges cannot access the dialog options described in this section.
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Select File > Add/Remove Snap-in.
In the Available snap-ins column, select Certificate Templates.

Click Add to move the Certificate Templates snap-in to the Selected snap-ins column.
Click OK to close the Add or Remove Snap-ins wizard and return to the Microsoft Management Console.



Entrust PKIaaS - Customer Guide 145

7.

8.

•
•

•
•

•
•
•
•

In the Microsoft Management Console, click Certificate Templates under Console Root. 

Click Yes in the confirmation dialog. 

Downloading the certificate chain
Log into cloud.entrust.net and follow the steps described in Downloading a CA certificate to download the 
certificate chain of the following certificates:

The LDAPS TLS certificates.
The WSTEP-enrolled certificates.

Specifically, you must download:

The certificate of the issuing Certificate Authority. 
The certificate of the root Certificate Authority. 

If the LDAPS TLS and WSTEP certificates are not issued by the same Certificate Authorities, you must download both 
certificate chains separately.

Setting up LDAPS on domain controllers
If the LDAPS connections with the Active Directory domain controllers are not configured or you want to replace the 
current TLS certificates, follow the steps below.

Establishing trust of the LDAPS TLS chain
Generating the LDAPS TLS certificates
Installing the LDAPS TLS certificates
Validating the LDAPS configuration

If you accidentally click No in the confirmation dialog, you must remove the Active Directory 
Certificate Services Tools and repeat all the steps explained in Installing the default set of Microsoft 
Certificate Templates.

https://cloud.entrust.net/
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If you want to maintain an existing LDAPS configuration, remember to add the root CA certificate of the LDAPS TLS 
certificates when Configuring an Active Directory in the agent.

Establishing trust of the LDAPS TLS chain
Before generating the LDAPS TLS certificates, configure the Active Directory Forest to trust the certificate chain. 
Otherwise, there is a risk of breaking the LDAP communications between the various domain controllers. As 
explained below, the recommended method to configure the LDAPS certificate chain trust is to create a GPO (Group 
Policy Object) linked to all domains in the Active Directory Forest. 

Creating a Group Policy Object for the LDAPS TLS certificate chain
Importing the LDAPS TLS certificate chain into the Group Policy Object
Linking the TLS LDAPS Group Policy Object to all domains

Creating a Group Policy Object for the LDAPS TLS certificate chain

The recommended method to configure a certificate chain trust is to create a Group Policy Object (GPO) linked to 
all domains in the Active Directory forest. 

To create a Group Policy Object

Log into the root Active Directory of the forest as an Active Directory administrator.
Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy 
Management dialog.

Under the root domain, right click the Group Policy Objects folder and select New to display the New GPO
dialog.

Provide a new Name for the GPO and click OK.
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Importing the LDAPS TLS certificate chain into the Group Policy Object

Import the LDAPS TLS certificate chain into the GPO previously created in Creating a Group Policy Object for the 
LDAPS TLS certificate chain.

To import the certificate chain into the GPO

Log into the root Active Directory of the forest as an Active Directory administrator.
Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy 
Management dialog.

Right click the Group Policy Object.
Select Edit to display the Group Policy Management Editor.

Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key 
Policies.

See Downloading the certificate chain for how to download the required certificates.
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Right click Trusted Root Certificate Authorities and select Import.

In the Certificate Import Wizard, click Next and select the root CA certificate file to import.
Click Next to reveal the Certificate Store settings.

Verify the selected certificate store is Trusted Root Certification Authorities.
Click Next to display the Completing the Certificate Import Wizard.
Click Finish to return to the to the Group Policy Management dialog.
In the Group Policy Management dialog, navigate to Computer Configuration > Policies > Windows 
Settings > Security Settings > Public Key Policies.
Right-click Intermediate Certificate Authorities and select Import  to display the Certificate Import 
Wizard.
Click Next and select the issuing CA certificate file to import.
Click Next to reveal the Certificate Store settings.
Verify the selected certificate store is Trusted Root Certification Authorities
Click Finish.
Select File > Exit to close the Group Policy Management Editor. 

Linking the TLS LDAPS Group Policy Object to all domains

In each domain of the Active Directory forest, repeat the following procedure to link the Group Policy Object created 
for the LDAPS TLS certificate chain.

To link a Group Policy Object  with a domain

Log into the root Active Directory of the forest as an Active Directory administrator.
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Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy 
Management dialog.

Right-click the domain name and select Link an existing GPO... to display the Select GPO dialog.
Select the Group Policy Object.
Click OK.

Generating the LDAPS TLS certificates
You can use the Entrust Certificate Services (ECS) portal to generate LDAPS TLS certificates for each domain. Follow 
the steps in Generating a PKCS #12 and select the following values.

Setting Value for LDAPS TLS certificates

Certificate Authority Select the issuing CA described in Creating an Entrust-hosted 
Certificate Enrollment Gateway for WSTEP.

Certificate Profile Select the multiuse-p12-key-encipherment-client-server
certificate profile described in Multiuse certificate profiles.

Subject DN Enter a CN matching the FQDN of the Domain Controller (for 
example: dc.example.com).

Certificate Expiry Enter a period not exceeding 397 days.

Subject Alternate Names All Subject Alternative Names must include a DNS matching the 
FQDN of the Domain Controller.

If you generate the LDAPS TLS certificates with a non-ECS authority, ensure they are SHA-2, as SHA-1 
certificates are not allowed due to their vulnerabilities.

http://dc.example.com
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Installing the LDAPS TLS certificates
Repeat the following steps in each domain controller to install the LDAPS TLS certificate in the NTDS\Personal 
certificate store.

To install the LDAPS TLS certificate in a Domain Controller 

Copy in the Domain Controller machine the P12 file obtained when Generating the LDAPS TLS certificates.
If not already installed, install the Certificate Templates snap-in as explained in Enabling the Certificate 
Templates snap-in.
In the management console, right-click NTDS\Personal under Certificates.

Select All Tasks > Import to display the Certificate Import Wizard.
Follow the wizard instructions to import the certificate file, enter the password, and install the certificate in 
the NTDS\Personal certificate store.

Validating the LDAPS configuration
After completing the LDAPS TLS configuration, open a command shell in any machine with OpenSSL installed and 
run the following command for each Domain Controller.

openssl s_client -connect <DOMAIN-FQDN>:636 -showcerts 

Where <DOMAIN-FQDN>  is the Fully Qualified Domain Name of the Domain Controller. For example:

openssl s_client -connect dc1.example.com:636 -showcerts 

If LDAPS is configured properly, this command will display the LDAPS certificate for the selected domain controller.

Configuring an Entrust PKIaaS issuing CA for WSTEP
On the Entrust Certificate Services Enterprise portal, add the following services to either a new or an existing issuing 
CA.

The Active Directory service to issue WSTEP-enrolled certificates.
The Multiuse service to issue LDAPS TLS certificates in P12 format. 

See Creating an issuing CA under an online root CA for how to create issuing CAs.
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Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP
On the Entrust Certificate Services portal, add and configure a Certificate Enrollment Gateway instance to process 
WSTEP requests.

To configure a Certificate Enrollment Gateway for WSTEP

The new Certificate Enrollment Gateway will not be operational until completing the configuration in the 
Entrust PKIaaS portal. Specifically, this configuration will require deploying an on-premises agent to 
synchronize the Active Directory settings. 
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Log into cloud.entrust.net

In the Get Started tab, click PKI as a Service.
In the Set up PKIaaS pane, click Create an Entrust-hosted Certificate Enrollment Gateway for WSTEP. 

In the navigation sidebar, click Enrollment Gateways to display the Certificate Enrollment Gateway list.

Alternatively, you can select Administration > PKIaaS Management in the menu bar.

https://cloud.entrust.net/
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Click Add Enrollment Gateway to display the Add Certificate Enrollment Gateway page.

In Gateway Location, select Entrust Hosted. 
In Certificate Authority, select the Certificate Authority described in Configuring an Entrust PKIaaS issuing 
CA for WSTEP.
In Type, select Enrollment Gateway for WSTEP.
Click Submit.
Click OK in the Add Enrollment Gateway Confirmation dialog.
Click OK in the Enrollment Gateway Request Submitted dialog.

In the Enrollment Gateways view, click the name of the newly created Certificate Enrollment Gateway.
In the Certificate Enrollment Gateway details, click Configure Enrollment Gateway for WSTEP.

Wait while being redirected to the PKIaaS portal for Downloading a PKIaaS Virtual Machine from the PKIaaS 
portal.
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Downloading a PKIaaS Virtual Machine from the PKIaaS portal
After Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP, you will be redirected to the Entrust 
PKIaaS portal to download a PKIaaS Virtual Machine.

To download a PKIaaS Virtual Machine

Select Getting Started in the navigation sidebar and then click 2. Install PKIaaS Virtual Machine under 
Steps.

Click the type of virtual machine that suits your corporate infrastructure. 

If displayed, ignore the "You are not logged in" warning and wait until you are automatically logged 
in with your Entrust Certificate Services credentials. 
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Read the end-user license and click Agree. 

Click Download File to download a zipped image for the selected machine type. When selecting a VMware 
machine type, you can alternatively click Copy Download Link to copy a download URL for the VMware 
vSphere installation wizard.

If you have downloaded a zipped file, extract the file contents.

Installing a PKIaaS Virtual Machine
Once downloaded, install the PKIaaS Virtual Machine in your preferred virtualization infrastructure. 

Installing a PKIaaS Virtual Machine on Amazon Web Services
Installing a PKIaaS Virtual Machine on Azure
Installing a PKIaaS Virtual Machine on VMware vSphere

Extracting the Azure zipped VHD image requires at least 11 GB of disk space.
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Installing a PKIaaS Virtual Machine on Amazon Web Services
See below for installing a PKIaaS Virtual Machine on the Amazon Web Services (AWS) cloud.

To install a PKIaaS Virtual Machine on Amazon Web Services

Log into https://console.aws.amazon.com as a user with permission to:
Create and manage S3 buckets, roles, policies, snapshots, images, and EC2 instances.
Run AWS CLI commands using a locally installed AWS CLI or the AWS ShellCloud.

Perform the steps explained below. 
Creating an S3 bucket for the PKIaaS Virtual Machine
Configuring an IAM policy for the PKIaaS Virtual Machine
Creating an IAM role for the PKIaaS Virtual Machine
Uploading the OVA file of the PKIaaS Virtual Machine to AWS
Creating an AMI import configuration file
Preparing the command-line interface
Importing the AMI
Creating an EC2 instance for the PKIaaS Virtual Machine
Opening a PKIaaS Virtual Machine session on AWS

Creating an S3 bucket for the PKIaaS Virtual Machine
If you don't have an S3 bucket, create a new one as explained below. 

To create an S3 bucket

Type "S3" in the search box of the AWS console.

The PKIaaS Virtual Machine is stateless and stores all configuration settings on the Entrust cloud.

Refer to docs.aws.amazon.com for advanced configurations not covered in this guide, such as selecting 
the machine DNS.

Skip this step if the bucket was already created for a previous deployment.

https://console.aws.amazon.com
https://docs.aws.amazon.com/
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Select S3 in the search results to display the Amazon S3 > Buckets page.

Click Create a bucket.
Enter a name for the new bucket.
Select an AWS region for the bucket. 

For the other S3 settings, you can leave the default values.
Object Ownership
Block Public Access settings for this bucket
Bucket Versioning
Default encryption
Advanced settings

Click Create bucket.

Configuring an IAM policy for the PKIaaS Virtual Machine
For granting permission to the S3 bucket, create an IAM (Identity and Access Management) policy or reuse an 
existing one.

Creating a new IAM policy
Updating an existing IAM policy

Creating a new IAM policy

See below for creating an IAM policy granting permission to the S3 bucket. 

To create an IAM policy

Type "IAM" in the search box of the AWS console.

All the resources created to deploy the PKIaaS Virtual Machine in Amazon Web Service must share 
the same region.

Skip this step if the policy was already configured for a previous deployment.
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Select IAM in the search results to display the IAM dashboard.

Select Access management > Policies in the navigation sidebar.
In the content pane, click the name of an existing IAM policy or click Create policy to create a new one.
Click JSON in the Specify permissions form.

Paste the following JSON code in the Policy editor field. 

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Effect": "Allow",
            "Action": [
                "s3:GetBucketLocation",
                "s3:GetObject",
                "s3:ListBucket"
            ],
            "Resource": [
                "arn:aws:s3:::$S3_BUCKET_NAME",
                "arn:aws:s3:::$S3_BUCKET_NAME/*"
            ]
        },
        {
            "Effect": "Allow",
            "Action": [
                "ec2:ModifySnapshotAttribute",
                "ec2:CopySnapshot",
                "ec2:RegisterImage",
                "ec2:Describe*"
            ],
            "Resource": "*"
        }
    ]
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}

In the JSON code, replace $S3_BUCKET_NAME  with the name of the S3 bucket selected when Creating an S3 
bucket for the PKIaaS Virtual Machine.
Click Next.
Enter a name and an optional description for the new policy.
Click Create policy.

Updating an existing IAM policy

See below for how to update an existing IAM policy for granting permission to the S3 bucket. 

To update an IAM policy

Type "IAM" in the search box of the AWS console.
Select IAM in the search results to display the IAM dashboard.

Select Access management > Policies in the navigation sidebar.
In the content pane, click the + expand button for an existing IAM policy.
Click Edit.
In the policy editor field, add the following code to the Resource  array.

"arn:aws:s3:::$S3_BUCKET_NAME",
"arn:aws:s3:::$S3_BUCKET_NAME/*"

In the code, replace $S3_BUCKET_NAME  with the name of the S3 bucket selected when Creating an S3 
bucket for the PKIaaS Virtual Machine.
Click Next.
Click Save changes.

Creating an IAM role for the PKIaaS Virtual Machine
Create an IAM (Identity and Access Management) role for the policy described in Configuring an IAM policy for the 
PKIaaS Virtual Machine. 

To create an IAM role

Type "IAM" in the search box.
Select IAM in the search results to display the IAM dashboard.
Select Access management> Roles in the navigation sidebar.

Skip this step if the role was already created for a previous deployment.
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Click Create role to display the Select trusted entity page.

Under Trusted entity type, click Custom trust policy.
Paste the following code under Custom trust policy. 

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Effect": "Allow",
            "Principal": {
                "Service": "vmie.amazonaws.com"
            },
            "Action": "sts:AssumeRole",
            "Condition": {
                "StringEquals": {
                    "sts:Externalid": "vmimport"
                }
            }
        }
    ]
}

Click Next.
In the Add permissions page, select the policy described in Configuring an IAM policy for the PKIaaS Virtual 
Machine.
Click Next to display the Role details page.
In the Role name field, type  vmimport . 
Click Create role.

Uploading the OVA file of the PKIaaS Virtual Machine to AWS

Upload to Amazon Web Services the PKIaaS Virtual Machine image file with  .ova  extension.
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To upload the OVA file

Navigate to the Amazon S3 page > Buckets page of the AWS console. 
Click the name of an S3 bucket. As explained in Creating an S3 bucket for the PKIaaS Virtual Machine, you 
can select an existing bucket or create a new one. 
In the S3 bucket details page, click Upload.
Select the PKIaaS Virtual Machine image file with .ova  extension and wait while the file uploads.  

Creating an AMI import configuration file

In your local machine, create a containers.json  file with the following contents. 

[
  {
    "Description": "Entrust PKIaaS Virtual Machine AMI file",
    "Format": "ova",
    "UserBucket": {
      "S3Bucket": "$AWS_S3_BUCKET",
      "S3Key": "$OVA_FILE"
    }
  }
]

In the file contents, replace:

$AWS_S3_BUCKET  with the name of the S3 bucket described in Creating an S3 bucket for the PKIaaS Virtual 
Machine. 
$OVA_FILE   with the name of the OVA file selected when Uploading the OVA file of the PKIaaS Virtual 

Machine to AWS. 

For example:

[
  {
    "Description": "Entrust PKIaaS Virtual Machine AMI file",
    "Format": "ova",
    "UserBucket": {
        "S3Bucket": "pkiaas-vm",
        "S3Key": "pkiaas-vm-prod-us.ova"
    }
  }
]

Preparing the command-line interface
To run AWS commands on your machine, download and install the AWS CLI as explained in:

https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

See Downloading a PKIaaS Virtual Machine from the PKIaaS portal to obtain this file.

https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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Alternatively, you can use the  CloudShell provided by the AWS console. This option requires uploading the 
configuration file as explained below.

To upload the AMI import configuration file

Type "shell" in the search box of the AWS console.
Select CloudShell in the search results to display the online AWS shell. 

In the options menu, select Actions > Upload file.
Select the containers.json  file described in Creating an AMI import configuration file.
Click Upload.

Importing the AMI
Run the following AWS command to import the Entrust PKIaaS Virtual Machine OVA as an EC2 AMI. 

aws ec2 import-image --disk-containers file://containers.json

For example: 

$ aws ec2 import-image --disk-containers file://containers.json 
{
    "ImportTaskId": "import-ami-0c0ccaaab21ee1ce5",
    "Progress": "1",
    "SnapshotDetails": [
        {
            "Description": "Entrust PKIaaS Virtual Machine AMI file",
            "DiskImageSize": 0.0,
            "Format": "OVA",
            "Url": "s3://pkiaas-vm/pkiaas-vm-prod-us.ova",
            "UserBucket": {
                "S3Bucket": "pkiaas-vm",
                "S3Key": "pkiaas-vm-prod-us.ova"
            }
        }
    ],
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    "Status": "active",
    "StatusMessage": "pending"
}

Use the value of the ImportTaskId  field to check the status of the import process.

aws ec2 describe-import-image-tasks --import-task-ids <ImportTaskId>

For example:

{
    "ImportImageTasks": [
        {
            "Architecture": "x86_64",
            "ImageId": "ami-0844eae6801fff32a",
            "ImportTaskId": "import-ami-0c0ccaaab21ee1ce5",
            "LicenseType": "BYOL",
            "Platform": "Linux",
            "SnapshotDetails": [
                {
                    "DeviceName": "/dev/sda1",
                    "DiskImageSize": 1538403840.0,
                    "Format": "VMDK",
                    "SnapshotId": "snap-0a6deaf4b94eb2b36",
                    "Status": "completed",
                    "Url": "s3://pkiaas-vm/pkiaas-vm-prod-us.ova",
                    "UserBucket": {
                        "S3Bucket": "pkiaas-vm",
                        "S3Key": "pkiaas-vm-prod-us.ova"
                    }
                }
            ],
            "Status": "completed",
            "Tags": []
        }
    ]
}

In the command output, check the value of the  Status  field. 

If this value is  active , rerun the command after 5 minutes to check the status again.
If this value is  completed , the import process has already finished. Copy the ImageId  value you will later 
use for Creating an EC2 instance for the PKIaaS Virtual Machine.

Creating an EC2 instance for the PKIaaS Virtual Machine
Create an EC2 instance for running the PKIaaS Virtual Machine image.

To create the EC2 instance

Type "EC2" in the search box.
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Select EC2 in the search results to display the EC2 dashboard.

Select Instances > Instance in the navigation sidebar.
Click Launch instance in the options menu.
Configure the following settings. 

Name and tags > Name
Application and OS Images (Amazon Machine Image)
Instance type
Key pair (login)
Network settings > Firewall (security groups)
Configure storage

Click Launch instance.

Name and tags > Name

Enter a name for the new EC2 instance.

Application and OS Images (Amazon Machine Image)

Select the image previously imported in Importing the AMI, under the My AMIs tab.

Instance type

Select an EC2 instance type. The instance type must be built on the AWS Nitro System: https://
docs.aws.amazon.com/ec2/latest/instancetypes/ec2-nitro-instances.html

The minimum recommended instance type is c5a.large

Key pair (login)

Select "Proceed without a key pair" as the SSH connection won't be used.

Network settings > Firewall (security groups)

Select or create a security group with permission to open the ports described in Network requirements for the 
PKIaaS Virtual Machine.

Configure storage

Select the default volume size.

See https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html for how to create 
a security group. 

https://docs.aws.amazon.com/ec2/latest/instancetypes/ec2-nitro-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
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Opening a PKIaaS Virtual Machine session on AWS
After Creating an EC2 instance for the PKIaaS Virtual Machine, refresh the EC2 instance list until the instance status 
is Running, and then open a session into the PKIaaS Virtual Machine.

To open a PKIaaS Virtual Machine session on AWS

Select the PKIaaS PKIaaS Virtual Machine in the instances list.
Click Connect in the options menu.
Navigate to the EC2 serial console tab.
Click Connect.

Wait a few seconds after the serial console appears.
Press the Enter key on your keyboard to launch the PKIaaS Virtual Machine interface.

Take note of the One-time Password (OTP) the PKIaaS Virtual Machine displays on start. You will need this 
OTP for Registering a PKIaaS Virtual Machine. 

Installing a PKIaaS Virtual Machine on Azure
See below for installing a PKIaaS Virtual Machine on Microsoft Azure.

To install a PKIaaS Virtual Machine in Azure

Log into https://portal.azure.com as a user with permission to create and manage:

The PKIaaS Virtual Machine refreshes the OTP every 30 seconds.

Refer to learn.microsoft.com/azure for advanced configurations not covered in this guide, such as 
selecting the machine DNS.

https://portal.azure.com
https://learn.microsoft.com/azure
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Storage accounts
Images
Network rules
SSH keys
Virtual machines

Perform the steps described below. 
Creating an Azure storage account for the PKIaaS Virtual Machine
Uploading the VHD image of the PKIaaS Virtual Machine file to Azure
Creating an Azure image for the PKIaaS Virtual Machine
Creating Azure network rules for the PKIaaS Virtual Machine
Creating the PKIaaS Virtual Machine on Azure
Opening a PKIaaS Virtual Machine session on Azure

Creating an Azure storage account for the PKIaaS Virtual Machine
Select an existing Azure storage account or create a new one as explained below.

To create an Azure storage account

Type "storage accounts" in the Azure search bar.

Select Storage accounts in the search results.
Click + Create on the Storage accounts page.
Configure the following settings on the Create a storage account page.

Subscription
Resource group
Storage account name
Region

Click Review to display the configured settings.
Click Create to create the storage account.

Subscription

Select your Azure user subscription. 

Resource group

Select an existing resource group or create a new one.

Skip this step if the storage was already created for a previous deployment.

All the resources created to deploy a PKIaaS Virtual Machine in Azure must share the same resource group.
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Storage account name

Enter a name for the new storage account name. 

Region

Select a region for the new storage account.

Uploading the VHD image of the PKIaaS Virtual Machine file to Azure

Upload to Azure the PKIaaS Virtual Machine image file with .vdh  extension.

To upload the VHD image file

Extract the contents of the Azure zipped image.

In the Azure Portal, select the storage account described in Creating an Azure storage account for the PKIaaS 
Virtual Machine.

In the sidebar menu of the storage settings page, select Data storage > Containers.
On the Containers page, click + Container
Enter a name for the new container and click Create.

All the resources created to deploy Entrust PKI Enterprise Appliance in Azure must share the same region.

See Downloading a PKIaaS Virtual Machine from the PKIaaS portal to obtain this file.

Extracting the Azure zipped VHD image requires at least 11 GB of disk space.
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On the Containers page, click the name of the new container to display the container details.

On the container details page, click Upload.
Select the Entrust PKIaaS Virtual Machine image file with .vdh  extension and wait while the file uploads. 

Creating an Azure image for the PKIaaS Virtual Machine
See below for how to create the PKIaaS Virtual Machine image using the Azure Portal.

To create the image in the Azure Portal

Type "images" in the Azure Portal search bar.
Click Images on the search results.
Click + Create on the Images page.
Configure the following settings in the Create an image page. 

Project details
Instance details
OS disk

Click Review + create to validate the image settings.
Click Create to create the new image.

Project details

Configure the following settings under Project details.

Setting Value

Subscription Select your Azure subscription.

Resource group Select the same resource group selected when Creating an Azure 
storage account for the PKIaaS Virtual Machine.

Instance details

Configure the following settings under Instance details.
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Setting Value

Name Enter a unique name for the new image.

Region Select the same region selected when Creating an Azure storage account for 
the PKIaaS Virtual Machine.

OS disk

Configure the following settings under OS disk.

Setting Value

OS type Select Linux.

VM generation Select Gen 1

Storage blob Select the VHD image described in Uploading the VHD image of the 
PKIaaS Virtual Machine file to Azure.

Account type Select Standard SSD.

Host caching Select Read-only.

Creating Azure network rules for the PKIaaS Virtual Machine
Create a Network Security Group with rules granting access to the ports listed in Network requirements for the 
PKIaaS Virtual Machine.

Creating the PKIaaS Virtual Machine on Azure
 Set the following configuration when creating the PKIaaS Virtual Machine on Azure.

Basics
Disk
Networking

Basics

Set the following values in the Basics tab of the Create a virtual machine page.

Setting Value

Project details / Subscription Select your Azure subscription.
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Setting Value

Project details / Resource group Select the resource group described in Creating an Azure 
storage account for the PKIaaS Virtual Machine.

Instance details / Virtual machine name Enter a name for the new virtual machine.

Instance details / Region Select the region shared by the rest of Azure resources. 

Instance details / Image Select the image described in Creating an Azure image for the 
PKIaaS Virtual Machine.

Instance details / Size Minimum recommended size: Standard_B2s .

Administrator account / Authentication type Select SSH public key.

Administrator account / SSH public key source Generate a new one or use an existing one.

This step is required by the Azure VM creation process, but the 
key won't be used at all in PKIaaS VM as there is no SSH 
connection.

Inbound port rules / Public inbound ports Select None.

Licensing type / License type Select Other.

Disk

Set the following values in the Disk tab of the Create a virtual machine page.

Setting Value

OS disk / OS disk type Select Premium SSD (locally-redundant storage) or 
higher.

Networking

Set the following values in the Networking tab of the Create a virtual machine page.

Setting Value

NIC network security group  Select Advanced.
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Setting Value

Configure network security group  Select the network security group described in Creating 
Azure network rules for the PKIaaS Virtual Machine.

Opening a PKIaaS Virtual Machine session on Azure
After Creating the PKIaaS Virtual Machine on Azure, wait until the machine status changes from Deployment is in 
progress to Your deployment is complete, and open a session into the PKIaaS Virtual Machine.

To open a PKIaaS Virtual Machine session on Azure

Select the PKIaaS Virtual Machine In the Virtual Machines list.

If displayed, ignore the "Agent status is Not ready" warning. 
Type "Serial console" In the search box.
Click the Serial console result under the search box.
Wait until the serial connection is established and the "Press ENTER to continue" message appears.
Press the Enter key on your keyboard to launch the PKIaaS Virtual Machine interface.

Take note of the One-time Password (OTP) the PKIaaS Virtual Machine displays on start. You will need this 
OTP for Registering a PKIaaS Virtual Machine. 

Installing a PKIaaS Virtual Machine on VMware vSphere
Use either the download link or the .ova  image file to install a PKIaaS Virtual Machine in VMware Workstation.

The PKIaaS Virtual Machine refreshes the OTP every 30 seconds.
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To install a PKIaaS Virtual Machine in VMware vSphere

Log into your VMware vSphere portal.
Right-click on a folder of the navigation tree.
Select the Deploy OVF Template command to display the machine creation wizard.

In the Select an OVF template page, click URL to paste the download link, or Local file to import the .ova
image file.
In the Select a name and folder page, select a name and a folder for the new virtual machine.
In the Select a compute resource page, select a computing resource for the new virtual machine.
In the Review details page, review the settings already selected for the new virtual machine.
In the Select storage page, select a storage resource for the new virtual machine.

In the Select networks page, select a network for the new virtual machine.

In the Ready to complete page, review all the machine settings.
Click Finish and wait while VMware vSphere creates the machine.
Select the newly created machine in the navigation tree.
Click the ▶ icon to power the machine, and wait while the machine starts.

See Downloading a PKIaaS Virtual Machine from the PKIaaS portal to obtain the download link or the 
installation file.

Do not enable the Encrypt this virtual machine option.

See Network requirements for the PKIaaS Virtual Machine for the requirements of the selected 
network.
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Click LAUNCH WEB CONSOLE to display the machine prompt in your web browser.

Take note of the One-time Password (OTP) the PKIaaS Virtual Machine displays on start. You will need this 
OTP for Registering a PKIaaS Virtual Machine. 

Configuring PKIaaS Virtual Machines on the PKIaaS portal
Once installed on your corporate infrastructure, configure the PKIaaS Virtual Machine in the Entrust PKIaaS portal.

Registering a PKIaaS Virtual Machine
Adding an agent to a PKIaaS Virtual Machine
Linking additional Active Directories to an agent
Managing PKIaaS Virtual Machine configurations
Managing Active Directory configurations

Once set, the final configuration must include:

An on-premises PKIaaS Virtual Machine linked to one PKIaaS Virtual Machine configuration.
One WSTEP enrollment agent associated with the PKIaaS Virtual Machine configuration.
One or more root Active Directory configurations linked with each WSTEP enrollment agent.

Registering a PKIaaS Virtual Machine
Once installed on your premises, register the PKIaaS Virtual Machine in the Entrust PKIaaS portal.

To register a PKIaaS Virtual Machine

The PKIaaS Virtual Machine refreshes the OTP every 30 seconds.
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Click Getting Started in the navigation sidebar.

On the Set up WSTEP pane, click the Register PKIaaS Virtual Machine step to display the Register PKIaaS 
Virtual Machine pane.

In the Enter one-time password field, enter the one-time password you obtained when completing the 
installation on the selected platform.

Opening a PKIaaS Virtual Machine session on AWS
Opening a PKIaaS Virtual Machine session on Azure
Installing a PKIaaS Virtual Machine on VMware vSphere

Click Next and wait while Entrust PKIaaS registers the machine
Click Continue in the Registering confirmation dialog.
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In the PKIaaS Virtual Machine Configuration form, enter a unique name for the machine and an optional 
description.

Click Add to display the registration confirmation.

Click Close.

Adding an agent to a PKIaaS Virtual Machine
Add an enrollment agent to the PKIaaS Virtual Machine you previously registered in Registering a PKIaaS Virtual 
Machine.

To add an agent to a PKIaaS Virtual Machine

Click Virtual Machine Configuration in the navigation sidebar to display the PKIaaS Virtual Machines grid. 

You cannot link the same Active Directory to different agents. However, you can link additional Active 
Directories to an agent as explained in Linking additional Active Directories to an agent.
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In the PKIaaS Virtual Machines grid, click the ... three dots icon of the machine you registered in Registering a 
PKIaaS Virtual Machine.

Select the Manage Agent > Add Agent command to display the Add Agent form.

Select WSTEP in the Agent list.
Click Next and follow the steps below. 

Configuring an Active Directory in the agent
Preparing the service account for Kerberos
Synchronizing the agent with the root Active Directory

Configuring an Active Directory in the agent
Each agent must be associated with at least one Active Directory. 
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See below for the required parameters.

Domain Name
Username
Password
DNS
Certificate Authority
LDAPS Trusted Certificates

Domain Name

The name of the root domain of the Microsoft Active Directory forest that was used when Preparing the Active 
Directory forest for WSTEP. 

If an Active Directory with the same name exists and is linked to another agent, the wizard will display an 
error message.
If an Active Directory with the same name exists but is not linked to another agent, the wizard will display a 
confirmation request to load the Active Directory configuration.
The value used for the domain name should not be an IP address, nor should it be the FQDN of a domain 
controller.

Username

The user logon name obtained when Creating a PKIaaS WSTEP Service Account. This parameter supports the two 
formats described in:

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats

For example:

mydomain\john.smith

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats
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john.smith@mydomain.com

Password

The password selected when Creating a PKIaaS WSTEP Service Account.

DNS

The DNS of the Active Directory you configured in Preparing the Active Directory forest for WSTEP. Use the following 
syntax to set this value.

<machine>:<port>

Where 

<machine>  is the domain name or IP address of the DNS server.
<port>  is the port of the DNS service.

Certificate Authority

The Certificate Authority you configured in Configuring an Entrust PKIaaS issuing CA for WSTEP.

LDAPS Trusted Certificates

The root CA certificate of the LDAPS TLS certificates chain. The PKIaaS Virtual Machine will use this root CA 
certificate for validating connections with the Active Directory LDAPS service. Click Add Certificate to import one or 
more root CA certificates.

Preparing the service account for Kerberos
After Configuring an Active Directory in the agent, click Next to display the Preparing Service Account for 
Kerberos dialog.

If you have not yet executed the displayed command:

Click the icon to copy the command.
Log in to the server hosting the root Active Directory domain controller as either:

A domain administrator

See Setting up LDAPS on domain controllers for how to configure the LDAPS TLS certificates.
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A user who is a member of the built-in Account Operators domain group.
Paste the command in the Windows PowerShell.
Replace the value of the /pass  option with the password entered when Creating a PKIaaS WSTEP Service 
Account.
Run the command.

Specifically, this  ktpass  command maps a Kerberos Principal to:

The Service Principal Names (SPN).
The User Principal Name (UPN). 

See below for the command syntax.

ktpass /mapuser <USER> /princ HTTP/<PKIAAS-WSTEP-URL>@<UPPERCASE-DOMAIN-NAME> /pass 
<PASS> /ptype KRB5_NT_PRINCIPAL /Target <UPPERCASE-DOMAIN-NAME> /crypto ALL

Parameter Value

<USER> The name of the user described in Creating a PKIaaS WSTEP 
Service Account.

<PKIAAS-WSTEP-URL> The region-specific URL for Entrust PKIaaS WSTEP. 

<UPPERCASE-DOMAIN-NAME> The domain selected when previously Configuring an Active 
Directory in the agent, in uppercase. 

<USER-PASSWORD> The password of the user described in Creating a PKIaaS 
WSTEP Service Account.

Synchronizing the agent with the root Active Directory
After Preparing the service account for Kerberos, click Continue and wait while the agent connects with the root 
Active Directory. When the process completes, a confirmation dialog displays the URL of the enrollment service for 
the agent. 

Copy the URL, you will need it when later Enabling PKIaaS WSTEP for users on your Windows domain.

These mappings are necessary for compatibility with AES128 and AES256 algorithms in Kerberos 
Authentication.
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Linking additional Active Directories to an agent
When Adding an agent to a PKIaaS Virtual Machine, you are asked to enter configuration data for linking a first 
Windows root Active Directory. See this section for how to link additional Active Directories. 

To link an additional Active Directory to an agent

Click PKIaaS Virtual Machine Configuration in the navigation sidebar to display the PKIaaS Virtual 
Machines grid. 

In the PKIaaS Virtual Machines grid, click the ... three dots icon of the machine you registered in Registering a 
PKIaaS Virtual Machine.

Select the Manage Agent > Manage WSTEP > Link New Root Active Directory command.
Follow the steps already described in Adding an agent to a PKIaaS Virtual Machine. 

Configuring an Active Directory in the agent
Preparing the service account for Kerberos
Synchronizing the agent with the root Active Directory

Managing PKIaaS Virtual Machine configurations
To manage the configuration of the PKIaaS Virtual Machines registered in Entrust PKIaaS, click Virtual Machine 
Configuration in the navigation sidebar. 

Selecting PKIaaS Virtual Machine actions
Copying the enrollment URL

Selecting PKIaaS Virtual Machine actions
In the PKIaaS Virtual Machine grid, click the ... three dots line for a PKIaaS Virtual Machine
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Select the following actions.

Edit
Manage Agent / Add Agent
Manage Agent / Manage WSTEP / Link Root Active Directory
Manage Agent / Manage WSTEP / Unlink Root Active Directory
Manage Agent / Delete Agent
Delete

Edit

Select this command to edit the following PKIaaS Virtual Machine Configuration settings.

Setting Value

Machines The identifiers of the PKIaaS Virtual Machines the configuration is 
applied to.

Name The name selected when Registering a PKIaaS Virtual Machine.

Description The optional description added when Registering a PKIaaS Virtual 
Machine.

Manage Agent / Add Agent

Select this command to add an agent to the PKIaaS Virtual Machine.

Manage Agent / Manage WSTEP / Link Root Active Directory

Select this command for linking an Active Directory with a WSTEP agent. See below for the required steps.

Configuring an Active Directory in the agent
Preparing the service account for Kerberos
Synchronizing the agent with the root Active Directory



Entrust PKIaaS - Customer Guide 182

Manage Agent / Manage WSTEP / Unlink Root Active Directory

Select this command to unlink an Active Directory configuration from a WSTEP agent.

Manage Agent / Delete Agent

Select this command to delete the agent.

Delete

Select this command to delete the PKIaaS Virtual Machine configuration.

Copying the enrollment URL
In the PKIaaS Virtual Machine grid, click the > arrow to unfold the details of a PKIaaS Virtual Machine configuration.

Click the  panel to copy the WSTEP enrollment URL. You will later need this URL when Enabling PKIaaS WSTEP for 
users on your Windows domain.

Managing Active Directory configurations
To manage Windows root Active Directory configurations in Entrust PKIaaS, click  Agents > WSTEP > Root Active 
Directories in the sidebar.

Deleting a PKIaaS Virtual Machine configuration fails when it is still assigned to a machine. Click Edit and 
set Machines to <Unassign> to remove any machine assignment.
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See below for the available configuration options.

Add Root Active Directory
Edit Active Directory
Delete Active Directory
Manage Certificate Templates
View discovered domains

Add Root Active Directory
See below for adding a new Active Directory to Entrust PKIaaS.

To add an Active Directory configuration

Click  Agents > WSTEP > Root Active Directories in the sidebar.
Click the Add Root Active Directory button.
Select a PKIaaS Virtual Machine configuration to add the Active Directory to.
Click Next and configure the following settings of a new Active Directory.

Domain Name
Username
Password
DNS
Certificate Authority
LDAPS Trusted Certificates

Domain Name

The name of the root domain of the Microsoft Active Directory forest that was used when Preparing the Active 
Directory forest for WSTEP. 

If an Active Directory with the same name exists and is linked to another agent, the wizard will display an 
error message.
If an Active Directory with the same name exists but is not linked to another agent, the wizard will display a 
confirmation request to load the Active Directory configuration.

You can later link this Active Directory to an agent as explained in Adding an agent to a PKIaaS Virtual 
Machine and Linking additional Active Directories to an agent.



Entrust PKIaaS - Customer Guide 184

•

•
•

1.
2.

The value used for the domain name should not be an IP address, nor should it be the FQDN of a domain 
controller.

Username

The user logon name obtained when Creating a PKIaaS WSTEP Service Account. This parameter supports the two 
formats described in:

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats

For example:

mydomain\john.smith

john.smith@mydomain.com

Password

The password selected when Creating a PKIaaS WSTEP Service Account.

DNS

The DNS of the Active Directory you configured in Preparing the Active Directory forest for WSTEP. Use the following 
syntax to set this value.

<machine>:<port>

Where 

<machine>  is the domain name or IP address of the DNS server.
<port>  is the port of the DNS service.

Certificate Authority

The Certificate Authority you configured in Configuring an Entrust PKIaaS issuing CA for WSTEP.

LDAPS Trusted Certificates

The root CA certificate of the LDAPS TLS certificates chain. The PKIaaS Virtual Machine will use this root CA 
certificate for validating connections with the Active Directory LDAPS service. Click Add Certificate to import one or 
more root CA certificates.

Edit Active Directory
See below for editing the configuration of an Active Directory in Entrust PKIaaS.

To edit an Active Directory configuration

Click  Agents > WSTEP > Root Active Directories in the sidebar.
Click the ...  three dots line for an Active Directory and select Edit

See Setting up LDAPS on domain controllers for how to configure the LDAPS TLS certificates.

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats
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Update the following configuration settings.
Domain Name
Username
Password
DNS
Certificate Authority
LDAPS Trusted Certificates

Domain Name

The name of the root domain of the Microsoft Active Directory forest that was used when Preparing the Active 
Directory forest for WSTEP. 

If an Active Directory with the same name exists and is linked to another agent, the wizard will display an 
error message.
If an Active Directory with the same name exists but is not linked to another agent, the wizard will display a 
confirmation request to load the Active Directory configuration.
The value used for the domain name should not be an IP address, nor should it be the FQDN of a domain 
controller.

Username

The user logon name obtained when Creating a PKIaaS WSTEP Service Account. This parameter supports the two 
formats described in:

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats

For example:

mydomain\john.smith

john.smith@mydomain.com

Password

The password selected when Creating a PKIaaS WSTEP Service Account.

DNS

The DNS of the Active Directory you configured in Preparing the Active Directory forest for WSTEP. Use the following 
syntax to set this value.

<machine>:<port>

Where 

<machine>  is the domain name or IP address of the DNS server.
<port>  is the port of the DNS service.

Certificate Authority

The Certificate Authority you configured in Configuring an Entrust PKIaaS issuing CA for WSTEP.

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats
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LDAPS Trusted Certificates

The root CA certificate of the LDAPS TLS certificates chain. The PKIaaS Virtual Machine will use this root CA 
certificate for validating connections with the Active Directory LDAPS service. Click Add Certificate to import one or 
more root CA certificates.

Delete Active Directory
See below for removing an Active Directory from Entrust PKIaaS.

To remove an Active Directory from Entrust PKIaaS

If still linked to a PKIaaS Virtual Machine configuration, unlink the Active Directory as explained in Managing 
PKIaaS Virtual Machine configurations.
Click  Agents > WSTEP > Root Active Directories in the sidebar.
Click the ...  three dots line for an Active Directory and select Delete.

Manage Certificate Templates
See below for how to browse and manage the Windows certificate templates enabled in an Active Directory for 
WSTEP enrollment.

To manage certificate templates

Click  Agents > WSTEP > Root Active Directories in the sidebar.
Click the ... three dots line for an Active Directory and select View Certificate Templates to display the 
Manage Certificate Templates pane.

See Setting up LDAPS on domain controllers for how to configure the LDAPS TLS certificates.

Removing an Active Directory results in an error if the Active Directory is linked to a PKIaaS Virtual Machine 
configuration.

See Managing Microsoft certificate templates in Active Directory for how to add and configure certificate 
templates in your on-premises Windows environment.
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In the View Template by CA list of the Manage Certificate Templates pane, select one of the Certificate 
Authorities added when Configuring an Entrust PKIaaS issuing CA for WSTEP. Select All to list certificate 
templates for all Certificate Authorities.
In the Certificate Templates field, select a certificate template you want to assign or unassign to a 
certificate authority.
In the Certificate Authority field, select the certificate authority that will issue certificates for the selected 
certificate template. Click <Unassign> to assign no certificate authority.
Click Save to associate the certificate template with the certificate authority.

View discovered domains
See below for how to list the domains managed by a root Active Directory.

To list the domains managed by a root Active Directory

Click  Agents > WSTEP > Root Active Directories in the sidebar.
Click the ... three dots line for an Active Directory and select View Discovered Domains.
Check the name of each domain managed by the Active Directory.

Enabling WSTEP for users and devices
Enable PKIaaS WSTEP enrollment and autoenrollment for users and devices.

Creating a Group Policy Object for the WSTEP certificate chain
Importing the WSTEP certificate chain into the Group Policy Object
Enabling PKIaaS WSTEP for users
Enabling autoenrollment for users
Enabling PKIaaS WSTEP for devices
Enabling autoenrollment for devices
Linking the WSTEP Group Policy Object to all domains
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Creating a Group Policy Object for the WSTEP certificate chain
The recommended method to configure a certificate chain trust is to create a Group Policy Object (GPO) linked to 
all domains in the Active Directory forest. 

To create a Group Policy Object

Log into the root Active Directory of the forest as an Active Directory administrator.
Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy 
Management dialog.

Under the root domain, right click the Group Policy Objects folder and select New to display the New GPO
dialog.

Provide a new Name for the GPO and click OK.

Importing the WSTEP certificate chain into the Group Policy Object
Import the WSTEP certificate chain into the GPO previously created in Creating a Group Policy Object for the WSTEP 
certificate chain.

To import the certificate chain into the GPO

Log into the root Active Directory of the forest as an Active Directory administrator.

See Downloading the certificate chain for how to download the required certificates.
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Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy 
Management dialog.

Right click the Group Policy Object.
Select Edit to display the Group Policy Management Editor.

Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key 
Policies.
Right click Trusted Root Certificate Authorities and select Import.

In the Certificate Import Wizard, click Next and select the root CA certificate file to import.
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Click Next to reveal the Certificate Store settings.

Verify the selected certificate store is Trusted Root Certification Authorities.
Click Next to display the Completing the Certificate Import Wizard.
Click Finish to return to the to the Group Policy Management dialog.
In the Group Policy Management dialog, navigate to Computer Configuration > Policies > Windows 
Settings > Security Settings > Public Key Policies.
Right-click Intermediate Certificate Authorities and select Import  to display the Certificate Import 
Wizard.
Click Next and select the issuing CA certificate file to import.
Click Next to reveal the Certificate Store settings.
Verify the selected certificate store is Trusted Root Certification Authorities
Click Finish.
Select File > Exit to close the Group Policy Management Editor. 

Enabling PKIaaS WSTEP for users
Configure the PKIaaS WSTEP to enable WSTEP for users.

To enable PKIaaS WSTEP for users

In the navigation tree of the new PKIaaS WSTEP Group Policy Object, expand User Configuration > Policies 
> Windows Settings > Security Settings > Public Key Policies.
In the content pane, right-click Certificate Services Client - Certificate Enrollment Policy and select
Properties to display the Certificate Services Client - Certificate Enrollment Policy Properties dialog 
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box.

Select Enabled in the Configuration Model drop-down list. 

Click Add to display the Certificate Enrollment Policy Server dialog box.

If you are not installing WSTEP alongside an existing Microsoft CA WSTEP, select Active Directory 
Enrollment in the Certificate enrollment policy list pane, and click Remove.
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In the Enter enrollment policy server URI field, enter the PKIaaS WSTEP URI you obtained in either:
Synchronizing the agent with the root Active Directory
Copying the enrollment URL.

In the Authentication type drop-down list, select the same "Windows Integrated" option (should be 
selected by default).
Click Validate Server and check the URI validation results.
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Click Add to add the new PKIaaS WSTEP service to the Certificate enrollment policy list pane.

In the Certificate enrollment policy list pane, check the box of the new Entrust PKIaaS XCEP certificate 
enrollment policy to make it the default one.
Click OK.

Enabling autoenrollment for users
Configure the PKIaaS WSTEP Group Policy Object to enable autoenrollment for users.

To enable autoenrollment for users

In the navigation tree of the new PKIaaS WSTEP Group Policy Object, expand User Configuration > Policies 
> Windows Settings > Security Settings > Public Key Policies.
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In the content pane, right-click Certificate Services Client Auto Enrollment and select Properties to 
display the Certificate Services Client Auto-Enrollment Properties dialog box.

Select Enabled in the Configuration Model drop-down list.
Check the following boxes:

Renew expired certificates, update pending certificates, and remove revoked certificates
Update certificates that use certificate templates

Optionally, change the percentage under Log expiry events and show expiry notifications when the 
percentage of remaining certificate lifetime is. 
Click OK.

Enabling PKIaaS WSTEP for devices
Configure the PKIaaS WSTEP to enable WSTEP for devices.

To enable PKIaaS WSTEP for devices

In the navigation tree of the new PKIaaS WSTEP Group Policy Object, expand Computer Configuration > 
Policies > Windows Settings > Security Settings > Public Key Policies.
In the content pane, right-click Certificate Services Client - Certificate Enrollment Policy and select 
Properties to display the Certificate Services Client - Certificate Enrollment Policy Properties dialog 
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Select Enabled in the Configuration Model drop-down list. 

Click Add to display the Certificate Enrollment Policy Server dialog box.

If you are not installing WSTEP alongside an existing Microsoft CA WSTEP, select Active Directory 
Enrollment in the Certificate enrollment policy list pane, and click Remove.
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In the Enter enrollment policy server URI field, enter the PKIaaS WSTEP URI provided on the Entrust 
Certificate Services portal for device enrollment.
In the Authentication type drop-down list, select the same "Windows Integrated" option (should be 
selected by default).
Click Validate Server and check the URI validation results.

Click Add to add the new PKIaaS WSTEP service to the Certificate enrollment policy list pane.
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In the Certificate enrollment policy list pane, check the box of the new PKIaaS WSTEP service to make it 
the default Certificate Enrollment Policy.
Click OK.

Enabling autoenrollment for devices
Configure the PKIaaS WSTEP Group Policy Object to enable autoenrollment for devices

To enable autoenrollment for devices

In the navigation tree of the new PKIaaS WSTEP Group Policy Object, expand Computer Configuration > 
Policies > Windows Settings > Security Settings > Public Key Policies.
In the content pane, right-click Certificate Services Client Auto Enrollment and select Properties to 
display the Certificate Services Client Auto-Enrollment Properties dialog box.

Select Enabled in the Configuration Model drop-down list.
Check the following boxes:

Renew expired certificates, update pending certificates, and remove revoked certificates
Update certificates that use certificate templates.

Optionally, change the percentage under Log expiry events and show expiry notifications when the 
percentage of remaining certificate lifetime is. 
Click OK.

Linking the WSTEP Group Policy Object to all domains
In each domain of the Active Directory forest, repeat the following procedure to link the Group Policy Object created 
for the WSTEP certificate chain.

To link a Group Policy Object  with a domain



Entrust PKIaaS - Customer Guide 198

1.
2.

3.
4.
5.

•
•

1.

2.
3.
4.

•
•
•
•
•
•
•
•
•
•

5.

Log into the root Active Directory of the forest as an Active Directory administrator.
Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy 
Management dialog.

Right-click the domain name and select Link an existing GPO... to display the Select GPO dialog.
Select the Group Policy Object.
Click OK.

Managing Microsoft certificate templates in Active Directory
See below for adding and managing the Microsoft certificate templates in Active Directory for WSTEP enrollment 
and autoenrollment.

Creating and configuring certificate templates
Disabling a certificate template

Creating and configuring certificate templates
In your Active Directory, create and configure Windows certificate templates for WSTEP enrollment.

To create and configure a Windows certificate template

If not already installed, install the  Certificate Templates snap-in as explained in Installing the default set of 
Microsoft Certificate Templates using the snap-in.
Select the existing certificate template that most closely meets your desired specs.
Right-click on the existing template and select Duplicate template.
Configure settings in the following tabs in the Properties of the New Template dialog.

Compatibility
Cryptography
Extensions
General
Issuance requirements
Key Attestation
Request Handling
Security
Server
Superseded Templates

Click OK.
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Compatibility
Configure the following setting in the Compatibility tab of the Properties of New Template dialog.

Compatibility Settings

Select the minimum Windows versions compatible with the following components.

Certification Authority
Certificate recipient

The selected values impact the schema version of the certificate template. See Cryptography for the Provider 
Category supported by each template version.

Cryptography
Configure the following settings in the Cryptography tab of the Properties of the New Template dialog.

Provider Category
Algorithm name
Minimum key size

Provider Category

Select one of the following providers.

Provider Supported certificate template versions

Legacy Cryptograph Service Provider 1, 2, 3, 4

Key Storage Provider 3, 4 

Algorithm name

When the Provider Category value is Key Storage Provider, you can select one of the following algorithms.

RSA
ECDH_P256
ECDH_P384
ECDH_P521

Minimum key size

Do not modify this field unless the Algorithm name value is RSA. Supported key sizes are the following.

2048
3072
4096

After creating the template, these settings can be modified but not the template version.

See Compatibility for selecting the template version.
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Extensions
Configure the following setting in the Extensions tab of the Properties of the New Template dialog.

Application Policies
Key Usage

Application Policies

Select this field and click Edit to choose the Extended Key Usages (EKUs) of the issued certificates. For example:

Client Authentication
Server Authentication

Key Usage

Select this field and click Edit to choose supported key usage combinations.

Digital Signature
Digital Signature and Key Encipherment
Digital Signature and Nonrepudiation
Key Encipherment
Key Encipherment and Digital Signature with Nonrepudiation

Specifically, any combination containing the following key usages is not supported.

CRL Sign
Decipher Only
Encipher Only
Key Agreement
Key Cert Sign

General
Configure the following settings in the General tab of the Properties of New Template dialog.

Template display name
Template name
Publish certificate in Active Directory

Template display name

Enter a friendly name for the template

Template name

Enter the same name as the display name.

See Active Directory (WSTEP) certificate profiles for a full reference on the WSTEP certificate capabilities.

This setting must be configured during certificate template creation and cannot be modified later. The 
only way to change this setting value is to duplicate the certificate template.

This setting must be configured during certificate template creation and cannot be modified later. The 
only way to change this setting value is to duplicate the certificate template.
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Publish certificate in Active Directory

Ensure this box is not checked, as PKIaaS WSTEP ignores this setting when enabled. 

Issuance requirements
Configure the following setting in the Issuance requirements tab of the Properties of New Template dialog.

CA certificate manager approval

Ensure this box is not checked, as PKIaaS WSTEP ignores this setting when enabled. 

Key Attestation
Configure the following setting in the Key Attestation tab of the Properties of New Template dialog.

Key Attestation

Select the None option, as WSTEP enrollment does not support this feature. 

Request Handling
Configure the following settings in the Request Handling tab of the Properties of New Template dialog.

Purpose
Archive subject's encryption private key

Purpose

Select a purpose for the enrolled certificates.

Encryption
Signature
Signature and encryption
Signature and smartcard logon

Archive subject's encryption private key

Ensure this box is not checked, as PKIaaS WSTEP ignores this setting when enabled. 

Security
Configure the following settings in the Security tab of the Properties of New Template dialog.

Groups or user names
Permissions

Groups or user names

The names of the users and groups with permission to enroll and autoenroll certificates using the template. 

The selected purpose alters the certificate key usage and application policies. See Extensions for how to 
check the key usage is among the supported combinations.

Newly duplicated certificate templates inherit the security settings of the original templates. 
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To add a user or group name

Click Add to display the Select Users, Computers, Service Accounts or Groups dialog.
Enter the user or group name in the Enter the object names to select field.
Click Check Names to verify the name is valid. 
Click OK.

Permissions

For each user or group in the Groups or user names list, ensure the following permissions are allowed.

Enroll
Autoenroll 

Server
Configure the following settings in the Server tab of the Properties of New Template dialog.

Do not include revocation information in issued certificates
Do not store certificates and requests in the CA Database

Do not include revocation information in issued certificates

Ensure this box is not checked, as PKIaaS WSTEP ignores this setting when enabled. 

Do not store certificates and requests in the CA Database

Ensure this box is not checked, as PKIaaS WSTEP ignores this setting when enabled. 

Superseded Templates
If you want the new certificate template to replace an existing one:

Select the Superseded Template tab of the Properties of the New Template dialog.
Click the Add button.
Select the name of the existing certificate template.

Disabling a certificate template
There may be some situations where a you may not want to use or sync a particular certificate template for WSTEP 
enrollments. See the supported methods for disabling certificate templates below.

Disabling a certificate template by removing the read permission
Disabling a certificate template by unassigning the CA

Disabling a certificate template by removing the read permission
To disable a certificate template, you can:

Select the Security tab in the certificate template properties dialog.
Disable the Read permission for the PKIaaS WSTEP service account. 

While disabled, certificate templates remain defined in Active Directory but can no longer be used to enroll 
certificates. 
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Disabling a certificate template by unassigning the CA
To disable a certificate template, you can unassign the associated CA as explained in Manage Certificate Templates. 

Managing on-premises PKIaaS Virtual Machines
As explained in Installing a PKIaaS Virtual Machine, the PKIaaS Virtual Machine prompts a registration OTP when 
launched. See below for additional information.

PKIaaS Virtual Machine keyboard shortcuts
Browsing PKIaaS Virtual Machine logs
Creating an additional PKIaaS Virtual Machine for disaster recovery
Recovering a PKIaaS Virtual Machine from disaster

PKIaaS Virtual Machine keyboard shortcuts
The ribbon at the bottom displays information on the keyboard shortcuts for managing the PKIaaS Virtual Machine.

As detailed in the following table, not all these shortcuts are currently supported by the Entrust PKIaaS Virtual 
Machine.

Shortcut Action Supported

TAB Switch tab.

Space Display detailed logs on the current tab.

CTRL+C  Restart the application running on current tab. 
Restarting the whole PKIaaS Virtual Machine can only 
be done from the VMware Host Client.

CTRL+K Kill the application running on the current tab.

CTRL+U Refresh the application running on the current tab.

The performed changes will take effect on the next automatic synchronization.

Changes performed on the Entrust PKIaaS UI take effect instantly.

Press the tab key to switch between tabs.
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Browsing PKIaaS Virtual Machine logs
Brose the following logs on the PKIaaS Virtual Machine prompt.

Browsing PKIaaS Virtual Machine startup logs
Browsing WSTEP enrollment logs

Browsing PKIaaS Virtual Machine startup logs
The PKIaaS Virtual Machine tab of the PKIaaS Virtual Machine prompt displays information on each startup step.

Press the space bar to display more detailed logs.

See the following table for a description of each step.

Step Step Information Step completion

PKIaaS Virtual Machine Running The version of the PKIaaS Virtual 
Machine

When the machine is running

Connected to PKIaaS The region hosting the Entrust PKIaaS 
services.

When the machine is running

PKIaaS Gateway registered to 
your account

A registration confirmation message 
and details on the registered machine

After Registering a PKIaaS Virtual 
Machine

Node ID The internal Entrust PKIaaS identifier 
of the PKIaaS Virtual Machine

After Registering a PKIaaS Virtual 
Machine

The Entrust PKIaaS Virtual Machine does not currently support SIEM integration.
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Step Step Information Step completion

Installed agents The "WSTEP" name of the installed 
agent.

After Adding an agent to a PKIaaS 
Virtual Machine

For each step, the prompt displays the following status symbols.

Symbol Step status

[ ]  Not yet started

[\] In progress

[v] Completed

[x] Failed 

Browsing WSTEP enrollment logs
When completing the startup process, press the tab key to switch to the WSTEP tab and browse logs on the WSTEP 
agent. 

Press the space bar to display more detailed logs.

The displayed WSTEP enrollment logs:
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Do not contain any sensitive information.
Are stored alongside the PKIaaS WSTEP service in the cloud for troubleshooting purposes.
Cannot be manually exported. 

Creating an additional PKIaaS Virtual Machine for disaster recovery
After completing the installation, registration and configuration of the PKIaaS Virtual machine, it is recommended 
to deploy an additional PKIaaS Virtual Machine for disaster recovery.

To create an additional PKIaaS Virtual Machine for disaster recovery

Repeat the steps described in Installing a PKIaaS Virtual Machine to create a new PKIaaS Virtual Machine. 
Use the same file obtained when Downloading a PKIaaS Virtual Machine from the PKIaaS portal.
Register the new PKIaaS Virtual Machine as explained in Registering a PKIaaS Virtual Machine.
Keep the machine running.

Recovering a PKIaaS Virtual Machine from disaster
To recover a PKIaaS Virtual Machine from disaster, you can:

Log into the Entrust PKIaaS portal.
In the PKIaaS Virtual Machine grid, click the ... three dots line for the initial PKIaaS Virtual Machine and select 
the Edit action as explained in Selecting PKIaaS Virtual Machine actions.
Set the Machine setting to the registration name of the virtual machine described in Creating an additional 
PKIaaS Virtual Machine for disaster recovery.

While a PKIaaS Virtual Machine goes offline, the PKIaaS WSTEP service:

Continues to accept enrollment requests.
Places the requests into a queue of pending requests.
Processes all the pending requests when the new PKIaaS Virtual Machine comes online.

Troubleshooting WSTEP enrollment issues
See below for how to solve the main issues related to WSTEP enrollment configuration and execution.

Troubleshooting PKIaaS Virtual Machine onboarding issues
Troubleshooting WSTEP agent configuration issues
Troubleshooting Group Policy Object configuration issues
Troubleshooting enrollment and certificate template issues

Troubleshooting PKIaaS Virtual Machine onboarding issues
If you are having problems connecting the on-premises PKIaaS Virtual Machine to the Entrust PKIaaS cloud:

Check the error log as explained in Browsing PKIaaS Virtual Machine startup logs.
Take a screenshot of the error log.
Attach the screenshot to a support ticket.

Troubleshooting WSTEP agent configuration issues
The steps described in Configuring PKIaaS Virtual Machines on the PKIaaS portal require adding and configuring a 
WSTEP agent. See below for how to solve possible issues you might encounter.

DNS Server unreachable
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Invalid LDAP credentials
LDAP timeout
TLS handshake failed
Unknown LDAP host

DNS Server unreachable
While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the 
on-premises PKIaaS Virtual Machine. 

ErrorDialURL

LDAP Result Code 200 "Network Error": dial tcp: lookup <DOMAIN-NAME>: i/o timeout

See below for a list of possible causes and the corresponding solutions.

Firewall rules blocking the access
Invalid DNS settings in the Agent configuration

Firewall rules blocking the access

Firewall rules may block connections from the IP address of the PKIaaS Virtual Machine to the DNS server on port 
53.

Issue resolution: Edit the firewall rules to allow access.

Invalid DNS settings in the Agent configuration

The DNS server settings were not properly defined when Configuring an Active Directory in the agent.

Issue resolution: Edit the agent configuration to update the DNS settings.

Invalid LDAP credentials
While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the 
on-premises PKIaaS Virtual Machine. 

ErrorLDAPAuthentication

LDAP Result Code 49 "Invalid Credentials": 80090308: LdapErr: DSID-0C090439, comment: 
AcceptSecurityContext error, data 52e, v4563

The cause of this error is an invalid LDAP username or password.

Issue resolution:

See Browsing WSTEP enrollment logs for browsing logs in the WSTEP tab of the the on-premises PKIaaS 
Virtual Machine. 

See Network requirements for the PKIaaS Virtual Machine for all the port access requirements.
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Edit the Active Directory as explained in Edit Active Directory.
Enter a valid username and user password.

LDAP timeout
While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the 
on-premises PKIaaS Virtual Machine. 

ErrorDialURL

ldap://<DOMAIN-CONTROLLER>
LDAP Result Code 200 "Network Error": dial tcp dc1.example.com:389: i/o timeout

See below for a list of possible causes and the corresponding solutions.

Domain Controller powered off
Orphaned Domain Controller
Incorrect IP address

Domain Controller powered off

The <DOMAIN-CONTROLLER>  might be powered off.

Issue resolution: Power on the Domain Controller.

Orphaned Domain Controller

The <DOMAIN-CONTROLLER>  Domain Controller mentioned in the error might be orphaned. This might occur if the 
Domain Controller was accidentally or incorrrectly removed from an Active Directory forest.

Issue resolution: Remove the orphaned Domain Controller as explained in https://learn.microsoft.com/en-us/
troubleshoot/windows-server/identity/remove-orphaned-domains

Incorrect IP address 

The DNS Entry for the <DOMAIN-CONTROLLER>  Domain Controller might point to an incorrect IP address. This can 
occur if:

A Domain Controller was erroneously deployed using a DHCP-assigned IP address instead of a static IP 
address.
Mistakes were made while deliberately changing the IP address of a Domain Controller.

Issue resolution: 

Check the <DOMAIN-CONTROLLER>  DNS entry in the Microsoft DNS manager.
Verify that the IP Address listed is correct. 
If the IP address in the Microsoft DNS Manager is correct and differs from the IP address in the logs, another 
DNS record must be fixed.

TLS handshake failed
While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the 
on-premises PKIaaS Virtual Machine.  

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/remove-orphaned-domains
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ErrorDialURL

url: ldap://<DOMAIN-CONTROLLER-FQDN>LDAP Result Code 200 "Network Error": TLS 
handshake failed (tls: either ServerName or InsecureSkipVerify must be specified in 
the tls.Config)

See below for a list of possible causes and the corresponding solutions.

Missing LDAPS TLS certificate
Invalid LDAPS TLS certificate
LDAPS TLS certificate not trusted
Incorrect DNS entries

Missing LDAPS TLS certificate 

The Domain Controller is missing a TLS certificate for LDAPS.

Issue resolution: 

Run the command described in Validating the LDAPS configuration
If the output of the command does not contain an LDAPS TLS certificate, follow the steps described in 
Setting up LDAPS on domain controllers.

Invalid LDAPS TLS certificate

The Domain Controller does not have a valid TLS certificate for LDAPS connections.

Issue resolution: Check the following.

The certificate meets the requirements described in Generating the LDAPS TLS certificates. 
The certificate chain has been imported as explained in Creating a Group Policy Object for the LDAPS TLS 
certificate chain.

LDAPS TLS certificate not trusted

The root CA certificate of the LDAPS TLS certificate chain is not trusted. 

Issue resolution: Verify the root CA certificate in the root Active Directory domain matches the root CA certificate 
imported when Configuring an Active Directory in the agent.

Incorrect DNS entries

The DNS server on your network might have an incorrect IP address for the Active Directory domain controller.

Issue resolution: Verify the IP address of the Active Directory domain controller is properly configured in the DNS 
server.

Unknown LDAP host
While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the 
on-premises PKIaaS Virtual Machine.  
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ErrorDialURL

ldap://<DOMAIN-CONTROLLER>
LDAP Result Code 200 "Network Error": dial tcp lookup <DOMAIN-CONTROLLER> on <DNS-
RESOLVER-IP-ADDRESS>:53 no such host

See below for a list of possible causes and the corresponding solutions.

Orphaned Domain Controller
Missing DNS record

Orphaned Domain Controller

The <DOMAIN-CONTROLLER>  Domain Controller mentioned in the error might be orphaned. This might occur if the 
Domain Controller was accidentally or incorrrectly removed from an Active Directory forest.

Issue resolution: Remove the orphaned Domain Controller as explained in https://learn.microsoft.com/en-us/
troubleshoot/windows-server/identity/remove-orphaned-domains

Missing DNS record

The DNS server running on <DNS-RESOLVER-IP-ADDRESS>:53  does not have a DNS Record for <DOMAIN-
CONTROLLER> . This error might occur after following the Microsoft documentation to solve the orphaned Domain 
Controller issue mentioned above.

Issue resolution: Adding the missing DNS record.

Troubleshooting Group Policy Object configuration issues
Issues may arise while Creating a Group Policy Object for the WSTEP certificate chain. See below for how to solve 
them.

Access denied by remote endpoint
Remote endpoint not reachable.

Access denied by remote endpoint
When Enabling WSTEP for users and devices, the Windows machine can display the following error.

Error: Access was denied by the remote endpoint.
080300005 (-2143485947 WS_E_ENDPOINT_ACCESS-DENIED)

See below for a list of possible causes and the corresponding solutions.

Invalid enrollment URL
Invalid agent configuration
Invalid root Active Directory username

Invalid enrollment URL

The CEP URL provided to the Group Policy Manager may contain a typo.

Issue resolution: Check the entered URL matches the URL displayed on the welcome page of the Entrust PKIaaS UI.

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/remove-orphaned-domains
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Invalid agent configuration

The WSTEP agent configuration is not valid.

Issue resolution: Check the following.

The WSTEP agent runs with a valid configuration before the PKIaaS CEP URL can be defined in a Group 
Policy Object.
The WSTEP agent on the PKIaaS Virtual Machine completes an initial synchronization of the Kerberos data 
(SPN, KVNO) from the root Active Directory before the Microsoft Group Policy Manager can validate the 
PKIaaS CEP URL.

See Troubleshooting WSTEP agent configuration issues for solving agent-related issues.

Invalid root Active Directory username

The username defined on the Entrust PKIaaS UI for the root Active Directory RootAD does not have a properly 
configured SPN (Service Principal Name) or UPN (User Principal Name).

Issue resolution: Run the following command to fix the root Active Directory username. 

ktpass -mapuser <USER> -princ HTTP/<PKIAAS-WSTEP-URL>@<UPPERCASE-DOMAIN-NAME> -pass 
<PASS> -ptype KRB5_NT_PRINCIPAL /Target <UPPERCASE-DOMAIN-NAME> /crypto ALL

Remote endpoint not reachable.
When Enabling WSTEP for users and devices, the Windows machine can display the following error.

Error: The remote endpoint was not reachable.
0x005de01a (-2143485936 WS_E_ENDPOINT_UNREACHABLE)

See below for a list of possible causes and the corresponding solutions.

Invalid enrollment URL
Network issues

Invalid enrollment URL

The CEP URL provided to the Group Policy Manager may contain a typo.

Issue resolution: Check the entered URL matches the URL displayed on the welcome page of the Entrust PKIaaS UI.

Network issues

Network issues prevent the Microsoft server from accessing the PKIaaS WSTEP URLs.

Issue resolution: Verify the following.

The entrust PKIaaS WSTEP URL is reachable.
The firewall rules do not block traffic to the PKIaaS WSTEP URL.

Troubleshooting enrollment and certificate template issues
See below for solving issues related to enrollment, autoenrollment and certificate template management. 

Certificate template not enrolling or autoenrolling
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Missing certificate template
Unexpected behavior of certificate enrollment

Certificate template not enrolling or autoenrolling
Once configured, a Windows certificate template may not enroll or autoenroll devices. See below for the possible 
causes and the corresponding solution.

Missing Group Policy Object
Missing permissions

Missing Group Policy Object

The Group Policy Object to enable Autoenrollment may not have been created, or may not have been linked to the 
various domains in the Windows Active Directory forest.

Issue resolution: Configure a Group Policy Object as explained below.

Enabling autoenrollment for users
Enabling autoenrollment for devices
Linking the WSTEP Group Policy Object to all domains

Missing permissions

The user or group facing may not have permission to enroll or autoenroll.

Issue resolution: Select the Security to select the users and groups with permission to enroll and autoenroll.

Missing certificate template
When browsing certificate templates as explained in Manage Certificate Templates, a certificate template may be 
missing because it does contain an unsupported key usage. 

Issue resolution: Verify the key usages as explained in Extensions.

Unexpected behavior of certificate enrollment
Certificate enrollment may not behave as expected when the Windows certificate template includes unsupported 
settings.

Issue resolution: Verify the certificate template matches the configuration described in Creating and configuring 
certificate templates. Specifically, the configuration must not include any of the following unsupported settings.

Tab Unsupported setting

Extensions Any key usage combination containing the following key usages: 
CRL Sign
Decipher Only, Encipher Only, Key Agreement, Key Cert Sign

General Publish certificate in Active Directory

Issuance requirements CA certificate manager approval
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Tab Unsupported setting

Key Attestation Required

Request Handling Archive subject's encryption private key

Server Do not include revocation information in issued certificates

Do not store certificates and requests in the CA Database
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11 Automating enrollment with an on-premises Enrollment 
Gateway

When hosted on-premises by the customer, Certificate Enrollment Gateway (CEG) supports the following 
automation integrations.

Intune
MDM Web Service (MDMWS)
Private TLS/SSL(ACMEv2)
Active Directory / WSTEP
SCEP
Google ChromeOS

See the following online guide for deploying Certificate Enrollment Gateway on the PKI Hub on-premises solution.

https://api.managed.entrust.com/pkihub

See in the following video an example of Google Chrome OS enrollment with an on-premises Entrust Certificate 
Enrollment Gateway and PKIaaS.

https://www.youtube.com/watch?v=AuPrGduOwy4

See below for instructions on the generic steps to set up an on-premises Entrust Certificate Enrollment Gateway 
with PKIaaS.

Adding an on-premises Enrollment Gateway to an issuing CA
Activating an on-premises Certificate Enrollment Gateway
Installing an on-premises Certificate Enrollment Gateway
Deleting an on-premises Certificate Enrollment Gateway

Adding an on-premises Enrollment Gateway to an issuing CA
Add a Certificate Enrollment Gateway instance to an issuing PKIaaS CA.

To add a Certificate Enrollment Gateway service to an issuing CA

Select Administration > PKIaaS Management.

As discussed in Creating an issuing CA under an online root CA, please add the required service to the 
issuing CA. For example, add the SCEP service to your issuing CA before adding the Enrollment Gateway for 
SCEP.

https://api.managed.entrust.com/pkihub
https://www.youtube.com/watch?v=AuPrGduOwy4
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In the side pane, click Enrollment Gateways.
Click Add Enrollment Gateway.
In Gateway Location, select Customer Hosted
In Certificate Authority, select an issuing CA.

In Type, select one of the Certificate Enrollment Gateway services enabled in the issuing CA. 

Click Submit and accept the confirmation request.

Activating an on-premises Certificate Enrollment Gateway
The first time you add a Certificate Enrollment Gateway, you will receive an email containing license activation 
information. 

Activate your Certificate Enrollment Gateway software during the 14-day validity of the password.

If the person managing the Enrollment Gateway is a different administrator, please forward the email as 
required.
If you no longer have the original activation email or try to activate the software after 14 days, please contact 
Entrust Support to resend the activation email.

The process will fail if the Certificate Authority already has a Certificate Enrollment Gateway 
instance with the same Type. 

Subsequent Certificate Enrollment Gateway addition will not trigger a new email, including those added to 
a different issuing CA under the same account.
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If you have activated the software and need to reinstall Certificate Enrollment Gateway software, please 
contact Entrust Support to reset the license. You will receive the reset license via a new email.

Installing an on-premises Certificate Enrollment Gateway
Entrust distributes the on-premises Certificate Enrollment Gaway solution as part of the PKI Hub platform. See the 
online guide at https://api.managed.entrust.com/pkihub to:

Download and install Entrust PKI Hub.
Deploy Certificate Enrollment Gateway on Entrust PKI Hub.

Deleting an on-premises Certificate Enrollment Gateway
When deleting an-promises Certificate Enrollment Gateway instance, the Certificate Enrollment Gateway license 
returns to inventory within 24 hours.

To delete a Certificate Enrollment Gateway instance

Log into cloud.entrust.net. 

Select Administration > PKIaaS Management.

Removing a Certificate Enrollment Gateway instance removes ALL the Certificate Enrollment Gateway 
instances from ALL the CAs in the account.

https://api.managed.entrust.com/pkihub/
https://cloud.entrust.net
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In the side pane, click Enrollment Gateways.
On the row grid, select a Certificate Enrollment Gateway instance.
Select Actions > Remove.
Click OK on the confirmation dialog. 
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12 Migrating a customer-hosted Enrollment Gateway to 
Entrust-hosted

Entrust PKIaaS supports the following migrations from a customer-hosted Certificate Enrollment Gateway to an 
Entrust-hosted one for the same CA and certificate profile. 

Migrating an Intune on-premises Enrollment Gateway to an Entrust-hosted Enrollment Gateway
Migrating an MDM on-premises Enrollment Gateway to an Entrust-hosted Enrollment Gateway
Migrating a WSTEP on-premises Enrollment Gateway to an Entrust-hosted Enrollment Gateway

Migrating an Intune on-premises Enrollment Gateway to an Entrust-
hosted Enrollment Gateway
See below for migrating Intune enrollment from a customer-hosted Enrollment Gateway to an Entrust-hosted 
Enrollment Gateway.

To migrate Intune enrollment to an Entrust-hosted Enrollment Gateway

Deploy an Entrust-hosted Enrollment Gateway as explained in Configuring Intune automation in Entrust 
Certificate Services.
In Microsoft Endpoint, replace the SCEP Server URLs of all your Intune SCEP configuration profiles with the 
values described in Getting the Intune Service URL.
Test and validate the new Entrust-hosted Intune service.
If the customer-hosted Enrollment Gateway was only used for Intune enrollment, remove it as explained in 
Deleting an on-premises Certificate Enrollment Gateway. Otherwise, if still used for other enrollment 
protocols (such as ACME, SCEP, or WSTEP): 

Disable Intune enrollment in the customer-hosted Enrollment Gateway configuration.
DO NOT remove the customer-hosted Enrollment Gateway from the Entrust Certificate Services 
portal.

Migrating an MDM on-premises Enrollment Gateway to an Entrust-hosted 
Enrollment Gateway
See below for migrating MDM enrollment from a customer-hosted Enrollment Gateway to an Entrust-hosted 
Enrollment Gateway.

To migrate MDM enrollment to an Entrust-hosted Enrollment Gateway

Deploy an Entrust-hosted Enrollment Gateway as explained in Automating MDM enrollment with an Entrust-
hosted Enrollment Gateway.
When Configuring MDM automation in Jamf, go to Options / SCEP and update only the following parameters 
of your existing Jamf configuration.

In URL, paste the SCEP URL value obtained when Getting Certificate Enrollment Gateway settings for 
MDM. 
In Entrust Web Service URL, paste the MDM-WS-URL value obtained when Getting Certificate 
Enrollment Gateway settings for MDM. 
In Administrator Username, paste the UserID value obtained when Getting Certificate Enrollment 
Gateway settings for MDM. 
In Administrator Password, paste the Password value obtained when Getting Certificate 
Enrollment Gateway settings for MDM. 
In Digital ID Configuration Name, paste the Name value obtained when Getting Certificate 
Enrollment Gateway settings for MDM. 
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Test and validate the new Entrust-hosted MDM service.
If the customer-hosted Enrollment Gateway was only used for MDM enrollment, remove it as explained in 
Deleting an on-premises Certificate Enrollment Gateway. Otherwise, if still used for other enrollment 
protocols (such as ACME, SCEP, or WSTEP): 

Disable MDM enrollment in the customer-hosted Enrollment Gateway configuration.
DO NOT remove the customer-hosted Enrollment Gateway from the Entrust Certificate Services 
portal.

Migrating a WSTEP on-premises Enrollment Gateway to an Entrust-
hosted Enrollment Gateway
To configure the migration from an WSTEP on-premises Enrollment Gateway to an Entrust-hosted Enrollment 
Gateway, follow the steps under Automating Windows Auto Enrollment (WSTEP) with an Entrust-hosted Enrollment 
Gateway. See below for specific considerations on each section.

Section Considerations for migrating an on-premises deployment

Planning your WSTEP deployment Determine the required number of PKIaaS Virtual Machines 
based on your current deployment.

WSTEP enrollment requirements Determine the networking requirements based on your current 
deployment. Make any necessary adjustment to the DNS server 
and the firewall rules.

Configuring an Entrust PKIaaS issuing CA for 
WSTEP

You can skip this section as WSTEP is already configured for 
your on-premises deployment. 

Preparing the Active Directory forest for 
WSTEP

Repeat Creating a PKIaaS WSTEP Service Account for each root 
Active Directory in every Microsoft Active Directory forest. It is 
recommended to create a new service account for the Entrust-
hosted WSTEP Enrollment Gateway to allow the existing on-
premises WSTEP Enrollment Gateway to continue functioning 
until decommissioned.

You can skip Installing the default set of Microsoft Certificate 
Templates as the certificate templates should already exist for 
each Microsoft Active Directory forest.

Repeat Setting up LDAPS on domain controllers across the 
entire Microsoft Active Directory forest. In contrast, the on-
premises WSTEP Enrollment Gateway requires LDAPS TLS 
certificates to be configured only on the root Active Directory 
domain controllers.

It is recommended to keep the on-premises WSTEP Enrollment Gateway running until the Entrust-hosted 
WSTEP Enrollment Gateway is fully deployed and integrated within the Microsoft Active Directory forest.
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Section Considerations for migrating an on-premises deployment

Configuring PKIaaS Virtual Machines on the 
PKIaaS portal

Complete all the steps. When Configuring an Active Directory in 
the agent, ensure the selected Certificate Authority matches the 
one used for the on-premises WSTEP Enrollment Gateway.

Enabling WSTEP for users and devices Do not reuse the Group Policy Object (GPO) of the on-premises 
WSTEP Enrollment Gateway. Instead, complete all the steps to:

Create a new GPO.
Apply the GPO to single a test user.
Complete the migration testing.
Apply the GPO across the entire forest.
Unlink the the existing GPO for the on-premises WSTEP 
Enrollment Gateway.

This will allow rolling back the process, if needed.

When completing these configuration steps, perform the following cleanup steps.

Cleaning up the Windows domain after migrating WSTEP to an Entrust-hosted Enrollment Gateway
Cleaning up Entrust Deployment Manager after migrating WSTEP to an Entrust-hosted Enrollment Gateway

Cleaning up the Windows domain after migrating WSTEP to an Entrust-hosted 
Enrollment Gateway
Perform the follow steps in your Windows domain to complete the migration.

To clean up the Windows domain after migration

Remove all Group Policy Objects (GPOs) for the on-premises WSTEP Enrollment Gateway
Run the following command to force a group policy update. 

gpupdate /force 

In the root domains of the Microsoft Active Directory forests, delete the WSTEP Service account for the on-
premises WSTEP Enrollment Gateway.
Turn off the Microsoft servers with the Certificate Enrollment Policy (CEP) service. If these are virtual 
machines, you can delete them.
Open the ADSI Edit console and remove the Enrollment Service for the on-premises WSTEP Enrollment 
Gateway.

Cleaning up Entrust Deployment Manager after migrating WSTEP to an Entrust-
hosted Enrollment Gateway
The required cleanup operations on Entrust Deployment Manager vary depending on the following situations.

The on-premises Entrust Enrollment Gateway runs other enrollment protocols such as ACME, MDM, Intune or 
SCEP.
The Entrust Deployment Manager cluster hosts other solutions such as Certificate Hub or CA Gateway.
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See the table below for the required cleanup actions to be performed on every Entrust Deployment Manager 
cluster.

Enrollment protocols Other solutions Cleanup actions

WSTEP Run the following command to delete the ceg
namespace from Entrust Deployment 
Manager.

sudo kubectl delete namespace 
ceg 

This operation will keep the configuration and 
the license in case you need to redeploy.

WSTEP You can shut-down or delete the nodes of the 
Entrust Deployment Manager cluster.

WSTEP and other protocols Do nothing.

WSTEP and other protocols Do nothing.
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13 Managing certificates with Entrust Certificate Hub
You can view and manage your issued certificates through the Entrust Certificate Hub product, which offers more 
advanced Certificate Lifecycle Management features.

Connecting your CA
Dashboard
Reporting on certificate activity
Ad-hoc exploration
Expiry notifications

Connecting your CA
Connect your issuing CA as a source using the credentials obtained in Generating CA Gateway credentials. The URL 
will be the relevant one listed in the Entrust CA Gateway API. Once you set this up, Certificate Hub will check with 
your CA every 15 minutes and pull in any issued certificates through CEG or other applications. It will also update for 
any revocations.

Optionally, you can also connect your issuing CA as an Authority. The URL will be the same. Connecting your issuing 
CA as an authority will allow you to revoke and manually issue certificates for other applications supported by the 
certificate profiles assigned to your CA.

Dashboard
The Certificate Hub dashboard provides a quick overview of all activities.

Reporting on certificate activity
Certificate Hub provides an engine to define reports based on your business needs, such as daily certificate 
issuance, revocation, and renewal activities.

Ad-hoc exploration
The certificate view allows you to filter and display certificates from your PKIaaS CA or any other CA that you have 
connected. Certificate Hub's "Single Pane of Glass" view gives you enterprise-wide visibility of all your PKI activity.

Expiry notifications
You can define expiry notifications to inform certificate owners that certificates are about to expire and must be 
renewed. Such notifications are valuable in some scenarios, but notifications may be unnecessary if you are using 
Certificate Enrollment Gateway to automate the issuance and renewal of certificates. You may find that weekly 
reports of certificates about to expire are a better way to monitor that the overall system operation is working.

Certificate Hub is not part of the PKIaaS offering and requires a separate license. Please contact your 
Entrust sales representative if you want to purchase Certificate Hub.



Entrust PKIaaS - Customer Guide 223

•
•
•
•
•
•
•

1.

2.
3.

14 Integrating third-party tools with the Entrust CA Gateway 
API

Entrust CA Gateway provides the API described at: 

https://api.managed.entrust.com/doc

Of the capabilities documented in this reference, PKIaaS supports natively the ones listed in:

https://api.managed.entrust.com/doc/#operation/caCapabilities

To implement the other capabilities, you must integrate a third-party tool as explained in this section.

Generating CA Gateway credentials
Accessing the CA Gateway API
Integrating with Ansible
Integrating with HashiCorp Vault
Integrating with KeyFactor CLM
Integrating with ServiceNow
Integrating with Venafi

Generating CA Gateway credentials
Generate and download credentials to connect with the Entrust CA Gateway API.

To generate and download CA Gateway credentials

Select Administration > PKIaaS Management. 

In the side pane, click CA GW Credentials.
Click Generate CA Gateway Credential.

https://api.managed.entrust.com/doc
https://api.managed.entrust.com/doc/#operation/caCapabilities
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Select an issuing Certification Authority.

Click Submit and accept the confirmation request. The credential will appear in the grid with the 
Provisioning status.
Refresh the grid to check completion.
When the credential status is Active, click the credential row and select Actions > Download.
Copy and store the PKCS12 password and the CA Gateway URL.

Click Download PKCS12.

Accessing the CA Gateway API
After you have installed the Entrust CA Gateway credential on your local machine, you can access the API via 
Swagger UI using a web browser or the API client you prefer.

PKI region CA Gateway endpoint

US https://cagw.pkiaas.entrust.com/cagw 

https://cagw.pkiaas.entrust.com/cagw
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PKI region CA Gateway endpoint

EU https://cagw.eu.pkiaas.entrust.com/cagw

Integrating with Ansible
To integrate Entrust PKIaaS with Ansible, use the open-source client:

https://github.com/EntrustCorporation/entrust-ansible-collection

Integrating with HashiCorp Vault
To integrate Entrust PKIaaS with HashiCorp Vault, use the open-source plug-in:

https://github.com/EntrustCorporation/cagw-vault-plugin

Integrating with KeyFactor CLM
To integrate Entrust PKIaaS with the KeyFactor CLM, use the CA Gateway connector:

https://github.com/Keyfactor/entrust-cagateway

Integrating with ServiceNow
To integrate Entrut PKIaaS with the ServiceNow automation software, use Entrust CA Gateway as described in:

https://store.servicenow.com/sn_appstore_store.do#!/store/application/dc1de8e30f1c3200de7a45ace1050e02

Integrating with Venafi
To integrate PKIaaS with the Venafi certificate management software, add an Entrust CA as explained in:

https://docs.venafi.com/Docs/current/TopNav/Content/Drivers/r-drivers-Entrust-CAGateway-
ConfiguringCATemplateObject.php

https://cagw.eu.pkiaas.entrust.com/cagw
https://github.com/EntrustCorporation/entrust-ansible-collection
https://github.com/EntrustCorporation/cagw-vault-plugin
https://github.com/Keyfactor/entrust-cagateway
https://store.servicenow.com/sn_appstore_store.do#!/store/application/dc1de8e30f1c3200de7a45ace1050e02
https://docs.venafi.com/Docs/current/TopNav/Content/Drivers/r-drivers-Entrust-CAGateway-ConfiguringCATemplateObject.php
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15 Revoking certificates in bulk
The user interface of the Entrust Certificate Service Enterprise portal does not currently support bulk revocation of 
certificates. Nevertheless, you can revoke certificates in bulk using the PKIaaS CA Gateway API and the following 
open-source utility:

https://github.com/EntrustCorporation/pki-utilities/tree/main/bulk-revoke-shell

https://github.com/EntrustCorporation/pki-utilities/tree/main/bulk-revoke-shell
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16 Certificate profiles reference
Entrust provides the following set of certificate profiles for authorities and end-entities.

Authority profiles
Subscriber certificate profiles

Authority profiles
Entrust authorities support the following profiles.

Profile set Profiles

Azure Firewall Intermediate CA certificate profile  azure-firewall-ca-subord 

Basic authorities certificate profiles basic-ca-root
basic-ca-subord
basic-ocsp

TLS Proxy CA certificate profile tlsproxy-ca-subord

Azure Firewall Intermediate CA certificate profile
The Azure Firewall Intermediate CA service provides a azure-firewall-ca-subord   profile for root Certificate 
Authorities.

Azure Firewall Subordinate CA signing use cases
Azure Firewall Subordinate CA request extensions
Azure Firewall Subordinate CA certificate fields
Azure Firewall Subordinate CA certificate extensions
Azure Firewall Subordinate CA algorithm constraints
Azure Firewall Subordinate CA distinguished names

Azure Firewall Subordinate CA signing use cases

The azure-firewall-ca-subord   profile supports the following use cases.

ECS Enterprise UI
CA Gateway API

Azure Firewall Subordinate CA request extensions

The azure-firewall-ca-subord   profile supports the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32
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Azure Firewall Subordinate CA certificate fields

The azure-firewall-ca-subord   profile sets the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint

Validity period Defaults to 1 year if not specified. 

Azure Firewall Subordinate CA certificate extensions

The azure-firewall-ca-subord   profile sets the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA=True, pathLenConstraint=1

CRL Distribution Points No Always present

Key Usage Yes Certificate Signing, CRL Signing, Digital Signature

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

Azure Firewall Subordinate CA algorithm constraints

The azure-firewall-ca-subord   profile supports the following key and signature algorithms.

Follow the Microsoft Azure Intermediate requirements to generate the CSR before requesting the CA 
certificate from PKIaaS.

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://learn.microsoft.com/en-us/azure/firewall/premium-certificates#intermediate-ca-certificate-requirements
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Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Azure Firewall Subordinate CA distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5
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Alias OID

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Basic authorities certificate profiles
Entrust provides the following basic profiles for root Certificate Authorities, issuing Certificate Authorities, and 
Validation Authorities (OCSP). 

basic-ca-root
basic-ca-subord
basic-ocsp

See below a description of these profiles.

Key and signature algorithms
Certificate fields
Certificate critical extensions
Certificate non-critical extensions

Key and signature algorithms
All authority basic profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

These profiles are not exposed nor configurable. External root CAs are not covered by this profile.
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Key algorithm Signature algorithm

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Certificate fields
The authority basic profiles set the following certificate fields.

Field  basic-ca-root  basic-ca-subord basic-ocsp

Issuer Self-signed Customer's online root CA Customer's online root/
issuing CA

Subject No constraint No constraint No constraint

Validity period Less than or equal to 20 
years

Less than or equal to 10 years. 
The subordinate expiry cannot 
exceed the root validity.

30 days

Certificate critical extensions
The authority basic profiles set the following certificate critical extensions.

Extension basic-ca-root  basic-ca-subord  basic-ocsp

Basic Constraints cA=True cA=True, 
pathLenConstraint=0

cA = False

Extended Key Usage Never present Never present OCSP Signing

Key Usage digitalSignature, 
keyCertSign, cRLSign

digitalSignature, 
keyCertSign, cRLSign

digitalSignature, 
keyCertSign, cRLSign

Certificate non-critical extensions
The authority basic profiles set the following non-critical certificate extensions.

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Extension basic-ca-root  basic-ca-subord  basic-ocsp

AIA Never present Supplied when the 
customer enables OCSP on 
CA creation

Always present

Authority Key 
Identifier

Never present Matches 
subjectKeyIdentifier of the 
signing certificate

Matches 
subjectKeyIdentifier of the 
signing certificate

CRL Distribution 
Points

Never present (not 
applicable)

Always present Always present

OCSP Never present Never present No check

Subject Key 
Identifier

«The leftmost 160-bits of 
the SHA-256 hash of the 
value of the BIT STRING 
subjectPublicKey» as 
described in RFC 7093 
section 2

«The leftmost 160-bits of 
the SHA-256 hash of the 
value of the BIT STRING 
subjectPublicKey» as 
described in RFC 7093 
section 2

«The leftmost 160-bits of 
the SHA-256 hash of the 
value of the BIT STRING 
subjectPublicKey» as 
described in RFC 7093 
section 2

TLS Proxy CA certificate profile
The TLS Proxy CA service provides provides a  tlsproxy-ca-subord  certificate profile for root Certificate 
Authorities.

TLS Proxy CA use cases
TLS Proxy CA request extensions
TLS Proxy CA certificate fields
TLS Proxy CA certificate extensions
TLS Proxy CA algorithm constraints
TLS Proxy CA distinguished names

TLS Proxy CA use cases

The tlsproxy-ca-subord  profile supports the following use cases.

ECS Enterprise UI
CA Gateway API

Each external subordinate CA issued by a PKIaaS root CA only consumes one PKIaaS Certificate license. 
Entrust does not charge for certificates issued by external subordinate CAs because those certificates are 
considered external and not using the PKIaaS infrastructure. 

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://datatracker.ietf.org/doc/html/rfc7093#section-2
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TLS Proxy CA request extensions

The tlsproxy-ca-subord  profile supports the following non-critical extensions in request.

Extension name Extension OID

CertificatePolicies 2.5.29.32

TLS Proxy CA certificate fields

The tlsproxy-ca-subord  profile sets the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint

Validity period Defaults to 1 year if not specified. 

TLS Proxy CA certificate extensions

The tlsproxy-ca-subord  profile sets the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA=True, pathLenConstraint=0

CRL Distribution Points No Always present

Extended Key Usage No TLS server authentication (1.3.6.1.5.5.7.3.1), TLS 
client authentication (1.3.6.1.5.5.7.3.2)

Key Usage Yes Certificate Signing, CRL Signing, Digital Signature

Subject Alternative Name No No constraints



Entrust PKIaaS - Customer Guide 235

Extension Critical Value

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

TLS Proxy CA algorithm constraints

The tlsproxy-ca-subord  profile supports the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

TLS Proxy CA distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3
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Alias OID

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Subscriber certificate profiles
Entrust provides the following certificate policies for end-entity subscribers

Title Profiles

Active Directory (WSTEP) certificate profiles wstep-digital-signature
wstep-digital-signature-key-encipherment
wstep-key-encipherment
wstep-non-repudiation
wstep-non-repudiation-key-encipherment

CMPv2 certificate profiles cmp-digital-signature

cmp-digital-signature-key-encipherment

cmp-key-encipherment

cmp-non-repudiation
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Title Profiles

Code signing certificate profile codesigning-digital-signature

eSIM certificate profiles esim-delivery-auth

esim-delivery-binding

esim-delivery-tls-server

esim-discovery-auth

esim-discovery-tls-server

EST certificate profiles est-digital-signature
est-digital-signature-key-encipherment
est-key-encipherment
est-non-repudiation

Intune certificate profiles intune-digital-signature
intune-digital-signature-key-encipherment
intune-digital-signature-key-encipherment-clientauth
intune-key-encipherment
intune-non-repudiation

MDMWS certificate profiles mdmws-digital-signature
mdmws-digital-signature-key-encipherment
mdmws-digital-signature-key-encipherment-clientauth
mdmws-key-encipherment
mdmws-non-repudiation
mdmws-p12-digital-signature
mdmws-p12-digital-signature-key-encipherment
mdmws-p12-digital-signature-key-encipherment-
clientauth
mdmws-p12-key-encipherment
mdmws-p12-non-repudiation

Mobile device certificate profile mobile-device-p12-digital-signature-client-
authentication

Multiuse certificate profiles multiuse-p12-client

multiuse-p12-client-server

multiuse-p12-custom

multiuse-p12-key-data-encipherment-non-repudiation-
client
multiuse-p12-key-data-encipherment-non-repudiation-
client-server

multiuse-p12-key-encipherment-client

multiuse-p12-key-encipherment-client-server
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Title Profiles

multiuse-p12-key-encipherment-custom

multiuse-p12-key-encipherment-non-repudiation-client

multiuse-p12-key-encipherment-non-repudiation-
client-server

multiuse-p12-key-encipherment-non-repudiation-
custom

multiuse-p12-key-encipherment-non-repudiation-
server

multiuse-p12-key-encipherment-server

multiuse-p12-non-repudiation-client

multiuse-p12-non-repudiation-client-server

multiuse-p12-non-repudiation-custom

multiuse-p12-non-repudiation-server

multiuse-p12-server

Private SSL (ACMEv2) certificate profiles privatessl-tls-client
privatessl-tls-client-server
privatessl-tls-client-server-data-encipherment
privatessl-tls-client-server-supply-san
privatessl-tls-server
privatessl-tls-server-supply-san

S_MIME certificate profiles smime-digital-signature-key-encipherment
smime-key-encipherment
smime-non-repudiation

SCEP certificate profiles scep-digital-signature
scep-digital-signature-key-encipherment
scep-key-encipherment
scep-non-repudiation

Smartcard certificate profiles smartcard-card-authentication
smartcard-digital-signature
smartcard-domain-controller
smartcard-key-management
smartcard-piv-authentication
smartcard-piv-content-signing

V2G certificate profiles v2g-supply-equipment

v2g-user-identity
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Active Directory (WSTEP) certificate profiles
Entrust provides the following Active Directory (WSTEP) certificate profiles.

wstep-digital-signature
wstep-digital-signature-key-encipherment
wstep-key-encipherment
wstep-non-repudiation
wstep-non-repudiation-key-encipherment

These profiles support the following features.

WSTEP use cases
WSTEP key usages
WSTEP request extensions
WSTEP certificate fields
WSTEP certificate extensions
WSTEP algorithm constraints
WSTEP distinguished names

WSTEP use cases
All WSTEP profiles support the following use cases.

ECS Enterprise UI
CA Gateway API
Entrust-hosted Enrollment Gateway
On-prem Enrollment Gateway

WSTEP key usages
See below the Key Usage extension values supported by each WSTEP profile.

Profile Key Usage

wstep-digital-signature Digital Signature

wstep-digital-signature-key-encipherment Digital Signature, Key Encipherment

wstep-key-encipherment Key Encipherment

wstep-non-repudiation Digital Signature, Non-Repudiation

wstep-non-repudiation-key-encipherment Digital Signature, Non-Repudiation, Key 
Encipherment 

WSTEP request extensions
All WSTEP profiles support the following non-critical extensions in request.
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Extension name Extension OID

Certificate Policies 2.5.29.32

Extended Key Usage 2.5.29.37

Application Policies 1.3.6.1.4.1.311.21.10

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

WSTEP certificate fields
All WSTEP profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

WSTEP certificate extensions
All WSTEP profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate
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Extension Critical Value

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

WSTEP algorithm constraints
All WSTEP profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

WSTEP distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8
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Alias OID

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

CMPv2 certificate profiles
Entrust provides the following CMPv2 certificate profiles.

cmp-digital-signature
cmp-digital-signature-key-encipherment
cmp-key-encipherment
cmp-non-repudiation

These profiles support the following features.

CMPv2 use cases
CMPv2 key usages
CMPv2 request extensions
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CMPv2 certificate fields
CMPv2 certificate extensions
CMPv2 algorithm constraints
CMPv2 distinguished names

CMPv2 use cases
All CMPv2 profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

CMPv2 key usages
See below the Key Usage extension values supported by each CMPv2 profile.

Profile Key Usage

cmp-digital-signature Digital Signature

cmp-digital-signature-key-encipherment Digital Signature, Key Encipherment

cmp-key-encipherment Key Encipherment

cmp-non-repudiation Digital Signature, Non-Repudiation

CMPv2 request extensions
All CMPv2 profiles support the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32

Extended Key Usage 2.5.29.37

Application Policies 1.3.6.1.4.1.311.21.10

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2
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Extension name Extension OID

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

CMPv2 certificate fields
All CMPv2 profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

CMPv2 certificate extensions
All CMPv2 profiles set the following certificate extension.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Extended Key Usage No No constraints

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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CMPv2 algorithm constraints
All CMPv2 profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

CMPv2 distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4
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Alias OID

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Code signing certificate profile
Entrust provides the codesigning-digital-signature  certificate profile for code signing.

Code signing use cases
Code signing certificate fields
Code signing certificate extensions
Code signing algorithm constraints
Code signing distinguished names

Code signing use cases

The codesigning-digital-signature  profile supports the following use cases.

ECS Enterprise UI
CA Gateway API

Code signing certificate fields

The codesigning-digital-signature  profile sets the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA
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Field Value

Validity period Less than or equal to the expiry of the issuing CA. Default to 1 year if 
not specified in the request.

Subject No constraint

Code signing certificate extensions

The  codesigning-digital-signature  profile sets the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Extended Key Usage No Code Signing (1.3.6.1.5.5.7.3.3)

Key Usage Yes Digital Signature

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

Code signing algorithm constraints

The codesigning-digital-signature  profile supports the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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Key algorithm Signature algorithm

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Code signing distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6
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Alias OID

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

eSIM certificate profiles
Entrust provides the following certificate profiles for eSIM end-entity users.

esim-delivery-auth
esim-delivery-binding
esim-delivery-tls-server
esim-discovery-auth
esim-discovery-tls-server

These profiles support the following features.

eSIM use cases
eSIM key usages and certificate policies
eSIM certificate fields
eSIM certificate extensions
eSIM algorithm constraints
eSIM distinguished names

eSIM use cases
All eSIM end-entity profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

eSIM key usages and certificate policies
See below the Key Usage, Extended Key Usage (EKU), and Certificate Policy extension values supported by each 
eSIM profile.
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Profile Key Usage Extended Key Usage Certificate Policy

esim-delivery-auth Digital Signature — id-rspRole-dp-auth 
(2.23.146.1.2.1.4)

esim-delivery-binding Digital Signature — id-rspRole-dp-pb 
(2.23.146.1.2.1.5)

esim-delivery-tls-server Digital Signature TLS server authentication 
(1.3.6.1.5.5.7.3.1)

id-rspRole-dp-tls 
(2.23.146.1.2.1.3)

esim-discovery-auth Digital Signature — id-rspRole-ds-auth 
(2.23.146.1.2.1.7)

esim-discovery-tls-
server

Digital Signature TLS server authentication 
(1.3.6.1.5.5.7.3.1)

id-rspRole-ds-tls 
(2.23.146.1.2.1.6)

eSIM certificate fields
All eSIM profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 3 years if 
not specified in the request.

eSIM certificate extensions
All eSIM profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate
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Extension Critical Value

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

eSIM algorithm constraints
All eSIM profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

eSIM distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8
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Alias OID

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

EST certificate profiles
Entrust provides the following EST (Enrollment over Secure Transport) certificate profiles.

est-digital-signature
est-digital-signature-key-encipherment
est-key-encipherment
est-non-repudiation

These profiles support the following features.

EST signing use cases
EST key usages
EST request extensions
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EST certificate fields
EST certificate extensions
EST algorithm constraints
EST signing distinguished names

EST signing use cases
All EST profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

EST key usages
See below the Key Usage extension values each EST profile supports.

Profile Key Usage

est-digital-signature Digital Signature

est-digital-signature-key-encipherment Digital Signature, Key Encipherment

est-key-encipherment Key Encipherment

est-non-repudiation Digital Signature, Non-Repudiation

EST request extensions
All EST profiles support the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32

Extended Key Usage 2.5.29.37

Application Policies 1.3.6.1.4.1.311.21.10

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2
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Extension name Extension OID

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

EST certificate fields
All EST profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

EST certificate extensions
All EST profiles set the following certificate extension values.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Extended Key Usage No No constraints

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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EST algorithm constraints
All EST profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

EST signing distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4
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•

Alias OID

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Intune certificate profiles
Entrust provides the following Intune certificate profiles.

intune-digital-signature
intune-digital-signature-key-encipherment
intune-digital-signature-key-encipherment-clientauth
intune-key-encipherment
intune-non-repudiation

These profiles support the following features.

Intune use cases
Intune key usages
Intune request extensions
Intune certificate fields
Intune certificate extensions
Intune algorithm constraints
Intune distinguished names

Intune use cases
All Intune profiles support the following use cases.

ECS Enterprise UI
CA Gateway API
Entrust-hosted Enrollment Gateway
On-prem Enrollment Gateway
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Intune key usages
See below the Key Usage and Extended Key Usage (EKU) extension values supported by each Intune profile.

Profile Key Usage Extended Key Usage Allows Extended Key 
Usage in request

intune-digital-signature Digital Signature —

intune-digital-signature-
key-encipherment

Digital Signature, Key 
Encipherment

—

intune-digital-signature-
key-encipherment-
clientauth

Digital Signature, Key 
Encipherment

TLS client authentication 
(1.3.6.1.5.5.7.3.2)

intune-key-encipherment Key Encipherment —

intune-non-repudiation Digital Signature, Non-
Repudiation

—

Intune request extensions
All Intune profiles support the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32

Application Policies 1.3.6.1.4.1.311.21.10

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

Intune certificate fields
All Intune profiles set the following certificate fields.
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Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

Intune certificate extensions
All Intune profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

Intune algorithm constraints
All Intune profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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Key algorithm Signature algorithm

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Intune distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2
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Alias OID

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

MDMWS certificate profiles
Entrust provides the following MDMWS (Mobile Device Management Web Service) certificate profiles.

mdmws-digital-signature
mdmws-digital-signature-key-encipherment
mdmws-digital-signature-key-encipherment-clientauth
mdmws-key-encipherment
mdmws-non-repudiation
mdmws-p12-digital-signature
mdmws-p12-digital-signature-key-encipherment
mdmws-p12-digital-signature-key-encipherment-clientauth
mdmws-p12-key-encipherment
mdmws-p12-non-repudiation

These profiles support the following features.

MDMWS use cases
MDMWS issuance modes and key usages
MDMWS request extensions
MDMWS certificate fields
MDMWS certificate extensions
MDMWS algorithm constraints
MDMWS distinguished names

MDMWS use cases
All MDMWS profiles support the following use cases.

ECS Enterprise UI
CA Gateway API
Entrust-hosted Enrollment Gateway
On-prem Enrollment Gateway

MDMWS issuance modes and key usages
MDMWS profiles support the following issuance modes:

Issue the certificate from a CSR.
Issue the certificate and an RSA2048 private key in a P12 file.
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See below the issuance mode, Key Usage, and Extended Key Usage (EKU) values each MDMWSprofile supports.

Profile CSR P12 Key Usage Extended Key Usage Allows Extended 
Key Usage in 
request

mdmws-digital-
signature

Digital Signature No constraints

mdmws-digital-
signature-key-
encipherment

Digital Signature, 
Key Encipherment

No constraints

mdmws-digital-
signature-key-
encipherment-
clientauth

Digital Signature, 
Key Encipherment

TLS client 
authentication 
(1.3.6.1.5.5.7.3.2)

mdmws-key-
encipherment

Key Encipherment No constraints

mdmws-non-
repudiation

Digital 
Signature, Non-
Repudiation

No constraints

mdmws-p12-digital-
signature

Digital Signature No constraints

mdmws-p12-digital-
signature-key-
encipherment

Digital Signature, 
Key Encipherment

No constraints

mdmws-p12-digital-
signature-key-
encipherment-
clientauth

Digital Signature, 
Key Encipherment

TLS client 
authentication 
(1.3.6.1.5.5.7.3.2)

mdmws-p12-key-
encipherment

Key Encipherment No constraints

mdmws-p12-non-
repudiation

Digital 
Signature, Non-
Repudiation

No constraints
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MDMWS request extensions
All MDMWS profiles support the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32

Application Policies 1.3.6.1.4.1.311.21.10

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

MDMWS certificate fields
All MDMWS profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

MDMWS certificate extensions
All MDMWS profiles set the following certificate extension values.

Extension OID

CertificatePolicies 2.5.29.32

ApplicationPolicies 1.3.6.1.4.1.311.21.10

SmimeCapabilities 1.2.840.113549.1.9.15
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Extension OID

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

MDMWS algorithm constraints
All MDMWS profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

MDMWS distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2
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Alias OID

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Mobile device certificate profile
Entrust provides the  mobile-device-p12-digital-signature-client-authentication  certificate profile 
for mobile devices.

Mobile device use cases
Mobile device certificate issuance mode
Mobile device certificate fields
Mobile device certificate extensions
Mobile device algorithm constraints
Mobile distinguished names

Mobile device use cases

The  mobile-device-p12-digital-signature-client-authentication  profile supports the following use 
cases.

ECS Enterprise UI
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•

•
•

CA Gateway API

Mobile device certificate issuance mode

The  mobile-device-p12-digital-signature-client-authentication  profile supports the following 
issuance modes:

Issue the certificate from a CSR.
Issue the certificate and an RSA2048 private key in a P12 file.

Mobile device certificate fields

The  mobile-device-p12-digital-signature-client-authentication  profile sets the following certificate 
fields.

Field Value

Issuer Customer's subordinate issuing CA

Validity period Less than or equal to subordinate expiry of the issuing CA. Default to 1 
year if not specified in the request.

Subject No constraint

Mobile device certificate extensions

The  mobile-device-p12-digital-signature-client-authentication  profile sets the following certificate 
extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Extended Key Usage No TLS client authentication (1.3.6.1.5.5.7.3.2)

Key Usage Yes Digital Signature
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Extension Critical Value

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

Mobile device algorithm constraints

The  mobile-device-p12-digital-signature-client-authentication  profile supports the following key 
and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Mobile distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1
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Alias OID

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Multiuse certificate profiles
Entrust provides the following multiuse profiles.

multiuse-p12-client
multiuse-p12-client-server
multiuse-p12-custom
multiuse-p12-key-data-encipherment-non-repudiation-client
multiuse-p12-key-data-encipherment-non-repudiation-client-server
multiuse-p12-key-encipherment-client
multiuse-p12-key-encipherment-client-server
multiuse-p12-key-encipherment-custom
multiuse-p12-key-encipherment-non-repudiation-client
multiuse-p12-key-encipherment-non-repudiation-client-server
multiuse-p12-key-encipherment-non-repudiation-custom
multiuse-p12-key-encipherment-non-repudiation-server
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multiuse-p12-key-encipherment-server
multiuse-p12-non-repudiation-client
multiuse-p12-non-repudiation-client-server
multiuse-p12-non-repudiation-custom
multiuse-p12-non-repudiation-server
multiuse-p12-server

These profiles support the following features.

Multiuse use cases
Multiuse issuance modes
Multiuse key usages
Multiuse request extensions
Multiuse certificate fields
Multiuse certificate extensions
Multiuse algorithm constraints
Multiuse distinguished names

Multiuse use cases
All multiuse profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

Multiuse issuance modes
All multiuse profiles support the following issuance modes:

Issue the certificate from a CSR.
Issue the certificate and an RSA2048 private key in a P12 file.

Multiuse key usages
See below the Key Usage and Extended Key Usage (EKU) extension values each multiuse profile supports.

Profile Name Key Usage Extended Key Usage Allows Extended Key 
Usage in request

multiuse-p12-client Digital Signature, Key 
Agreement

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

multiuse-p12-client-server Digital Signature, Key 
Agreement

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)
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Profile Name Key Usage Extended Key Usage Allows Extended Key 
Usage in request

multiuse-p12-custom Digital Signature, Key 
Agreement

No constraints

multiuse-p12-key-data-
encipherment-non-
repudiation-client

Digital Signature, Non-
Repudiation, Key 
Encipherment, Data 
Encipherment 

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

multiuse-p12-key-data-
encipherment-non-
repudiation-client-server

Digital Signature, Non-
Repudiation, Key 
Encipherment, Data 
Encipherment 

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

multiuse-p12-key-
encipherment-client

Digital Signature, Key 
Agreement, Key 
Encipherment

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

multiuse-p12-key-
encipherment-client-
server

Digital Signature, Key 
Agreement, Key 
Encipherment

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)

multiuse-p12-key-
encipherment-custom

Digital Signature, Key 
Agreement, Key 
Encipherment

No constraints

multiuse-p12-key-
encipherment-non-
repudiation-client

Digital Signature, Key 
Agreement, Key 
Encipherment, Non-
Repudation

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

multiuse-p12-key-
encipherment-non-
repudiation-client-server

Digital Signature, Key 
Agreement, Key 
Encipherment, Non-
Repudation

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)
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Profile Name Key Usage Extended Key Usage Allows Extended Key 
Usage in request

multiuse-p12-key-
encipherment-non-
repudiation-custom

Digital Signature, Key 
Agreement, Key 
Encipherment, Non-
Repudation

No constraints

multiuse-p12-key-
encipherment-non-
repudiation-server

Digital Signature, Key 
Agreement, Key 
Encipherment, Non-
Repudation

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)

multiuse-p12-key-
encipherment-server

Digital Signature, Key 
Agreement, Key 
Encipherment

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)

multiuse-p12-non-
repudiation-client

Digital Signature, Key 
Agreement, Non-
Repudation

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

multiuse-p12-non-
repudiation-client-server

Digital Signature, Key 
Agreement, Non-
Repudation

TLS client 
Authentication 
(1.3.6.1.5.5.7.3.2)

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)

multiuse-p12-non-
repudiation-custom

Digital Signature, Key 
Agreement, Non-
Repudation

No constraints

multiuse-p12-non-
repudiation-server

Digital Signature, Key 
Agreement, Non-
Repudation

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)

multiuse-p12-server Digital Signature, Key 
Agreement

TLS server 
authentication 
(1.3.6.1.5.5.7.3.1)

Multiuse request extensions
All multiuse profiles support the following non-critical extensions in request.
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Extension OID

ApplicationPolicies 1.3.6.1.4.1.311.21.10

CertificatePolicies 2.5.29.32

Multiuse certificate fields
All multiuse profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

Multiuse certificate extensions
All multiuse profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Key Usage Yes Digital Signature, Key Encipherment

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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Multiuse algorithm constraints
All multiuse profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

Multiuse distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4
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Alias OID

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Private SSL (ACMEv2) certificate profiles
Entrust provides the following Private SSL (ACMEv2) certificate profiles.

privatessl-tls-client
privatessl-tls-client-server
privatessl-tls-client-server-data-encipherment
privatessl-tls-client-server-supply-san
privatessl-tls-server
privatessl-tls-server-supply-san

These profiles support the following features.

Private SSL use cases
Private SSL key usages
Private SSL fill_san_dns_with_cn
Private SSL request extensions
Private SSL certificate fields
Private SSL certificate extensions
Private SSL algorithm constraints
Private SSL distinguished names

Private SSL use cases
All private SSL profiles support the following use cases.

ECS Enterprise UI
CA Gateway API



Entrust PKIaaS - Customer Guide 284

•
•

Private SSL key usages 
See below the Key Usage and Extended Key Usage (EKU) extension values each private SSL profile supports.

Profile Key Usage Extended Key Usage

privatessl-tls-client Digital Signature TLS client authentication 
(1.3.6.1.5.5.7.3.2)

privatessl-tls-client-server Digital Signature TLS client authentication 
(1.3.6.1.5.5.7.3.2)

TLS server authentication 
(1.3.6.1.5.5.7.3.1)

privatessl-tls-client-server-data-
encipherment

Digital Signature, Data 
Encipherment

TLS client authentication 
(1.3.6.1.5.5.7.3.2)

TLS server authentication 
(1.3.6.1.5.5.7.3.1)

privatessl-tls-client-server-supply-
san

Digital Signature TLS client authentication 
(1.3.6.1.5.5.7.3.2)

TLS server authentication 
(1.3.6.1.5.5.7.3.1)

privatessl-tls-server Digital Signature TLS server authentication 
(1.3.6.1.5.5.7.3.1)

privatessl-tls-server-supply-san Digital Signature TLS server authentication 
(1.3.6.1.5.5.7.3.1)

Private SSL fill_san_dns_with_cn

When the  fill_san_dns_with_cn  parameter is  True , the profile copies in the  SubjectAltname  extension all 
the  CN  fields:

included in the  Subject  extension, and
not already in the  SubjectAltname  extension (to avoid duplicated entries).

See below the value of this parameter in each profile.

Profile fill_san_dns_with_cn 

privatessl-tls-client False
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Profile fill_san_dns_with_cn 

privatessl-tls-client-server False

privatessl-tls-client-server-data-encipherment False

privatessl-tls-client-server-supply-san True

privatessl-tls-server False

privatessl-tls-server-supply-san True

Private SSL request extensions
All private SSL profiles support the following non-critical extensions in request.

Extension Name Extension OID

Application Policies 1.3.6.1.4.1.311.21.10

Certificate Policies 2.5.29.32

Private SSL certificate fields
All Private SSL profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

Private SSL certificate extensions
All private SSL profiles set the following certificate extensions.
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Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

Private SSL algorithm constraints
All private SSL profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Private SSL distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1
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•
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Alias OID

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

S/MIME Secure Email certificate profiles
Entrust provides the following S/MIME Secure Email certificate profiles.

smime-digital-signature-key-encipherment
smime-key-encipherment
smime-non-repudiation

These profiles support the following features.
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S/MIME use cases
S/MIME key usages
S/MIME certificate fields
S/MIME certificate extensions
S/MIME algorithm constraints
S/MIME distinguished names

S/MIME use cases
All S/MIME Secure Email profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

S/MIME key usages
See below the Key Usage and Extended Key Usage (EKU) extension values each profile supports.

Profile Key Usage Extended Key Usage

smime-digital-signature-key-
encipherment

Digital Signature, 
Key Encipherment

TLS client authentication 
(1.3.6.1.5.5.7.3.2)

Email Protection (1.3.6.1.5.5.7.3.4)

smime-key-encipherment Key Encipherment Email Protection (1.3.6.1.5.5.7.3.4)

smime-non-repudiation Digital Signature, Non-
Repudiation

Email Protection (1.3.6.1.5.5.7.3.4)

S/MIME certificate fields
All S/MIME Secure Email profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

S/MIME certificate extensions
All S/MIME Secure Email profiles set the following certificate extensions.
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Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

S/MIME algorithm constraints
All S/MIME Secure Email profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://datatracker.ietf.org/doc/html/rfc7093#section-2
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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S/MIME distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1
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•
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Alias OID

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

SCEP certificate profiles
Entrust provides the following SCEP (Simple Certificate Enrollment Protocol) certificate profiles.

scep-digital-signature
scep-digital-signature-key-encipherment
scep-key-encipherment
scep-non-repudiation
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These profiles support the following features.

SCEP use cases
SCEP key usages
SCEP request extensions
SCEP certificate fields
SCEP certificate extensions
SCEP algorithm constraints
SCEP distinguished names

SCEP use cases
All SCEP profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

SCEP key usages
See below the Key Usage extension values each profile supports.

Profile Key Usage

scep-digital-signature Digital Signature

scep-digital-signature-key-encipherment Digital Signature, Key Encipherment

scep-key-encipherment Key Encipherment

scep-non-repudiation Digital Signature, Non-Repudiation

SCEP request extensions
All SCEP profiles support the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32

Extended Key Usage 2.5.29.37

Application Policies 1.3.6.1.4.1.311.21.10

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7
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Extension name Extension OID

MSTemplateName 1.3.6.1.4.1.311.20.2

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

SCEP certificate fields
All SCEP profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

SCEP certificate extensions
All SCEP profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Extended Key Usage No No constraints

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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SCEP algorithm constraints
All SCEP profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

SCEP distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4
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•
•
•
•
•
•

•
•
•
•
•
•

•
•

Alias OID

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

Smartcard certificate profiles
Entrust provides the following smartcard certificate profiles.

smartcard-card-authentication
smartcard-digital-signature
smartcard-domain-controller
smartcard-key-management
smartcard-piv-authentication
smartcard-piv-content-signing

These profiles support the following features.

Smartcard use cases
Smartcard key usages and request extensions
Smartcard certificate fields
Smartcard certificate extensions
Smartcard algorithm constraints
Smartcard distinguished names

Smartcard use cases
All smartcard profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

Smartcard key usages and request extensions
See below the Key Usage and Extended Key Usage (EKU) extension values each smartcard profile supports.
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Profile Key Usage Extended Key Usage Allowed in request

smartcard-card-
authentication

Digital Signature No constraints PIV Interim Indicator 
(2.16.840.1.101.3.6.9.1)

Security ID 
(1.3.6.1.4.1.311.25.2)

smartcard-digital-
signature

Digital Signature, 
Non-Repudiation

No constraints PIV Interim Indicator 
(2.16.840.1.101.3.6.9.1)

Security ID 
(1.3.6.1.4.1.311.25.2)

smartcard-domain-
controller

Digital Signature, 
Key Encipherment

TLS server authentication 
(1.3.6.1.5.5.7.3.1)

TLS client authentication 
(1.3.6.1.5.5.7.3.2)

—

smartcard-key-
management

Key Encipherment No constraints PIV Interim Indicator 
(2.16.840.1.101.3.6.9.1)

Security ID 
(1.3.6.1.4.1.311.25.2)

smartcard-piv-
authentication

Digital Signature Any Extended Key Usage 
(2.5.29.37.0)

Microsoft Smart Card Login 
(1.3.6.1.4.1.311.20.2.2)

TLS client authentication 
(1.3.6.1.5.5.7.3.2)

PIV Interim Indicator 
(2.16.840.1.101.3.6.9.1)

Security ID 
(1.3.6.1.4.1.311.25.2)

smartcard-piv-content-
signing

Digital Signature, 
Non-Repudiation

No constraints —

Smartcard certificate fields
All smartcard profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.
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Field Value

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if 
not specified in the request.

Smartcard certificate extensions
All smartcard profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

Smartcard algorithm constraints
All smartcard profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

RSA 3072 sha256WithRSAEncryption

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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Key algorithm Signature algorithm

RSA 4096 sha512WithRSAEncryption

Smartcard distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

'givenName' 'G' 2.5.4.42

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4
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•
•

•
•
•
•
•
•

•
•

Alias OID

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6

V2G certificate profiles
Entrust provides the following V2G (Vehicle-to-Grid) certificate profiles

v2g-supply-equipment
v2g-user-identity

These profiles support the following features.

V2G use cases
V2G key usages and validity periods
V2G certificate fields
V2G certificate extensions
V2G algorithm constraints
V2G distinguished names

V2G use cases
All V2G profiles support the following use cases.

ECS Enterprise UI
CA Gateway API

V2G key usages and validity periods
See below the Key Usage, Extended Key Usage (EKU), and certificate validity period each profile supports.

Profile Key Usage Extended Key Usage Validity period

v2g-supply-equipment Digital Signature, Key 
Agreement

TLS server authentication 
(1.3.6.1.5.5.7.3.1)

1 year

v2g-user-identity Digital Signature, Non-
Repudiation

— 2 year

V2G certificate fields
All V2G profiles set the following certificate fields.
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Field Value

Issuer The customer's subordinate issuing-CA

Subject No constraint

V2G certificate extensions
All V2G profiles set the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when 
creating the CA

Authority Key Identifier No Matches subjectKeyIdentifier of the signing 
certificate

Basic Constraints Yes cA =False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the 
value of the BIT STRING subjectPublicKey» as 
described in RFC 7093 section 2

V2G algorithm constraints
All V2G profiles support the following key and signature algorithms.

Key algorithm Signature algorithm

ECDSA P-256 ecdsa-with-SHA256

ECDSA P-384 ecdsa-with-SHA384

ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption

https://datatracker.ietf.org/doc/html/rfc7093#section-2
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Key algorithm Signature algorithm

RSA 3072 sha256WithRSAEncryption

RSA 4096 sha512WithRSAEncryption

V2G distinguished names
Entrust has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the 
following identifiers.

Alias OID

'CN' 'CommonName' 2.5.4.3

'SN' 'SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5

'C' 'Country' 2.5.4.6

'L' 'Locality' 2.5.4.7

'ST' 'S' 'State' 2.5.4.8

'STREET' 'StreetAddress' 2.5.4.9

'O' 'Org' 'Organization' 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit' 2.5.4.11

'T' 'Title' 2.5.4.12

'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

NIST will deprecate some algorithms after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/ir/2024/
NIST.IR.8547.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
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Alias OID

'givenName' 'G' 2.5.4.42

'I' 'Initials' 2.5.4.43

'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1

'DC' 'DomainComponent' 0.9.2342.19200300.100.1.25

'Email' 'E' 1.2.840.113549.1.9.1

'unstructuredName' 1.2.840.113549.1.9.2

'unstructuredAddress' 1.2.840.113549.1.9.8

'JurisdictionOfIncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1

'JurisdictionOfIncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2

'JurisdictionOfIncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3

'TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2

'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3

'TrademarkRegistration' 1.3.6.1.4.1.53087.1.4

'LegalEntityIdentifier' 1.3.6.1.4.1.53087.1.5

'WordMark' 1.3.6.1.4.1.53087.1.6

'MarkType' 1.3.6.1.4.1.53087.1.13

'StatuteCountryName' 1.3.6.1.4.1.53087.3.2

'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3
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Alias OID

'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4

'StatuteCitation' 1.3.6.1.4.1.53087.3.5

'StatuteURL' 1.3.6.1.4.1.53087.3.6
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1.

17 Post-quantum Lab experimental region
PKIaaS customers can test the algorithms listed in the post-quantum (PQ) cryptography standard of the NIST 
(National Institute of Standards and Technology). 

https://www.nist.gov/programs-projects/post-quantum-cryptography

Specifically, Entrust provides a "PQ Lab" sandbox experimental region to create CA hierarchies (root CA + issuing 
CA). This region has the limitations described in the following table.

Feature PQ Lab limitations

Key generation mechanism liboqs (https://openquantumsafe.org/liboqs) open-source 
software library for post-quantum keys; Entrust nShield 
HSMs for RSA and ECDSA keys. In future releases, PKIaaS will 
support post-quantum key generation using Entrust nShield 
HSMs.

PKIaaS Certificate Practice Statement and 
associated terms

Do not apply.

CA validity A maximum of 6 months.

External CAs onboarding Not supported.

Region and Data availability  Not guaranteed.

Enrollment Gateway Not supported. The PQ Lab region does not support 
customer-hosted (on-premises) or Entrust-hosted enrollment 
gateway features.

Licensing  CAs and Certificates issued under the PQ Lab region consume 
the same CA and certificate licenses as in the US and EU 
regions. 

To test post-quantum algorithms with the PQ Lab region

Make sure you have unused licenses to issue an online root CA/issuing CA and certificates.

 Entrust might rebuild the PQ Lab region from time to time to reflect the latest changes from the post-
quantum standards initiatives. On these occasions, your data in this region might be destroyed. We don't 
recommend deploying post-quantum CAs and certificates to your production environment. 

https://www.nist.gov/programs-projects/post-quantum-cryptography
https://openquantumsafe.org/liboqs/
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2.

3.
4.
5.
6.

•
•
•
•
•
•
•
•
•
•
•
•

•
•
•
•
•

7.
•
•

In the Region list, select PQ Lab (Experimental).

Select a post-quantum algorithm in the Signing Key Details list.
Fill in the rest of the fields described in Creating an online root CA.
Follow the steps described in Creating an issuing CA under an online root CA.
Create a certificate request, for example, using the openquantumsafe/oqs-ossl3 tool. Alternatively, you can 
copy one of the below sample requests.

Pure post-quantum algorithms
Dilithium2 (1.3.6.1.4.1.2.267.7.4.4)
Dilithium3 (1.3.6.1.4.1.2.267.7.6.5)
Dilithium5 (1.3.6.1.4.1.2.267.7.8.7)
Falcon-512 (1.3.9999.3.6)
Falcon-1024 (1.3.9999.3.9)
SLH-DSA-SHA2-128f-ipd (1.3.9999.6.4.13)
SLH-DSA-SHA2-128s-ipd (1.3.9999.6.4.16)
SLH-DSA-SHA2-192f-ipd (1.3.9999.6.5.10)
SLH-DSA-SHA2-192s-ipd (1.3.9999.6.5.12)
SLH-DSA-SHA2-256f-ipd (1.3.9999.6.6.10)
SLH-DSA-SHA2-256s-ipd (1.3.9999.6.6.12)

Explicit composite algorithms
Dilithium3-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.2)
Dilithium3-RSA3072-PKCS15-SHA256 (2.16.840.1.114027.80.5.1.1)
Dilithium5-ECDSA-P384-SHA384 (2.16.840.1.114027.80.5.1.5)
Falcon512-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.8)

Issue end-entity certificates using either: 
Entrust Certificate Services Enterprise, as explained in Processing a Certificate Signing Request.
The API described in Accessing the CA Gateway API.

The Certificate Authorities of the PQ Lab region can also issue RSA and ECDSA certificates; use your 
existing tools to generate requests for these certificates.

In the current version, PKIaaS does not support issuing post-quantum certificates in PKCS #12 
format.

https://hub.docker.com/r/openquantumsafe/oqs-ossl3
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•
•
•
•
•
•
•
•
•
•
•

•
•
•

Pure post-quantum algorithms
See below sample requests for the supported pure post-quantum algorithms.

Dilithium2 (1.3.6.1.4.1.2.267.7.4.4)
Dilithium3 (1.3.6.1.4.1.2.267.7.6.5)
Dilithium5 (1.3.6.1.4.1.2.267.7.8.7)
Falcon-512 (1.3.9999.3.6)
Falcon-1024 (1.3.9999.3.9)
SLH-DSA-SHA2-128f-ipd (1.3.9999.6.4.13)
SLH-DSA-SHA2-128s-ipd (1.3.9999.6.4.16)
SLH-DSA-SHA2-192f-ipd (1.3.9999.6.5.10)
SLH-DSA-SHA2-192s-ipd (1.3.9999.6.5.12)
SLH-DSA-SHA2-256f-ipd (1.3.9999.6.6.10)
SLH-DSA-SHA2-256s-ipd (1.3.9999.6.6.12)

Dilithium2 (1.3.6.1.4.1.2.267.7.4.4)
Use the following CSR and keys to test the Dilithium2 post-quantum algorithm with the 1.3.6.1.4.1.2.267.7.4.4 object 
identifier (OID).

Sample CSR to test the Dilithium2 post-quantum algorithm
Sample public key to test the Dilithium2 post-quantum algorithm
Sample private key to test the Dilithium2 post-quantum algorithm

Sample CSR to test the Dilithium2 post-quantum algorithm
Use the following CSR to test the Dilithium2 post-quantum algorithm.

dil2csr.pem

-----BEGIN CERTIFICATE REQUEST-----Entrust PKIaaS - Customer Guide 310
Entrust PKIaaS - Customer Guide 311
-----END CERTIFICATE REQUEST-----

Sample public key to test the Dilithium2 post-quantum algorithm
Use the following public key to test the Dilithium2 post-quantum algorithm.

dil2pub.pem

-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
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Sample private key to test the Dilithium2 post-quantum algorithm
Use the following private key to test the Dilithium2 post-quantum algorithm.

dil2priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 313

•
•
•
-----END PRIVATE KEY-----

Dilithium3 (1.3.6.1.4.1.2.267.7.6.5)
Use the following CSR and keys to test the Dilithium3 post-quantum algorithm with the 1.3.6.1.4.1.2.267.7.6.5 object 
identifier (OID).

Sample CSR to test the Dilithium3 post-quantum algorithm
Sample public key to test the Dilithium3 post-quantum algorithm
Sample private key to test the Dilithium3 post-quantum algorithm

Sample CSR to test the Dilithium3 post-quantum algorithm
Use the following CSR to test the Dilithium3 post-quantum algorithm.
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dil3csr.pem

-----BEGIN CERTIFICATE REQUEST-----Entrust PKIaaS - Customer Guide 315
Entrust PKIaaS - Customer Guide 316
-----END CERTIFICATE REQUEST-----

Sample public key to test the Dilithium3 post-quantum algorithm
Use the following public key to test the Dilithium3 post-quantum algorithm.

dil3pub.pem

-----BEGIN PUBLIC KEY-----Entrust PKIaaS - Customer Guide 317
-----END PUBLIC KEY-----

Sample private key to test the Dilithium3 post-quantum algorithm
Use the following private key to test the Dilithium3 post-quantum algorithm.

dil3priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 318
Entrust PKIaaS - Customer Guide 319
-----END PRIVATE KEY-----
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•
•
•

Dilithium5 (1.3.6.1.4.1.2.267.7.8.7)
Use the following CSR and keys to test the Dilithium5 post-quantum algorithm with the 1.3.6.1.4.1.2.267.7.8.7 object 
identifier (OID).

Sample CSR to test the Dilithium5 post-quantum algorithm
Sample public key to test the Dilithium5 post-quantum algorithm
Sample private key to test the Dilithium5 post-quantum algorithm

Sample CSR to test the Dilithium5 post-quantum algorithm
Use the following CSR to test the Dilithium5 post-quantum algorithm.

dil5csr.pem

-----BEGIN CERTIFICATE REQUEST-----Entrust PKIaaS - Customer Guide 321
Entrust PKIaaS - Customer Guide 322
Entrust PKIaaS - Customer Guide 323
-----END CERTIFICATE REQUEST-----

Sample public key to test the Dilithium5 post-quantum algorithm
Use the following public key to test the Dilithium5 post-quantum algorithm.

dil5pub.pem

-----BEGIN PUBLIC KEY-----Entrust PKIaaS - Customer Guide 324
-----END PUBLIC KEY-----

Sample private key to test the Dilithium5 post-quantum algorithm
Use the following private key to test the Dilithium5 post-quantum algorithm.

dil5priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 325
Entrust PKIaaS - Customer Guide 326
Entrust PKIaaS - Customer Guide 327

•
•
•
-----END PRIVATE KEY-----

Falcon-512 (1.3.9999.3.6)
Use the following CSR and keys to test the Falcon-512 post-quantum algorithm with the 1.3.9999.3.6 object 
identifier (OID).

Sample CSR to test the Falcon-512 post-quantum algorithm
Sample public key to test the Falcon-512 post-quantum algorithm
Sample private key to test the Falcon-512 post-quantum algorithm
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Sample CSR to test the Falcon-512 post-quantum algorithm
Use the following CSR to test the Falcon-512 post-quantum algorithm.

fal512csr.pem

-----BEGIN CERTIFICATE REQUEST----------END CERTIFICATE REQUEST-----

Sample public key to test the Falcon-512 post-quantum algorithm
Use the following public key to test the Falcon-512 post-quantum algorithm.
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fal512pub.pem

-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----

Sample private key to test the Falcon-512 post-quantum algorithm
Use the following private key to test the Falcon-512 post-quantum algorithm.

fal512priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 330

•
•
•
-----END PRIVATE KEY-----

Falcon-1024 (1.3.9999.3.9)
Use the following CSR and keys to test the Falcon-1024 post-quantum algorithm with the 1.3.9999.3.9 object 
identifier (OID).

Sample CSR to test the Falcon-1024 post-quantum algorithm
Sample public key to test the Falcon-1024 post-quantum algorithm
Sample private key to test the Falcon-1024 post-quantum algorithm

Sample CSR to test the Falcon-1024 post-quantum algorithm
Use the following CSR to test the Falcon-1024 post-quantum algorithm.

fal1024csr.pem

-----BEGIN CERTIFICATE REQUEST-----
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Entrust PKIaaS - Customer Guide 332
-----END CERTIFICATE REQUEST-----

Sample public key to test the Falcon-1024 post-quantum algorithm
Use the following public key to test the Falcon-1024 post-quantum algorithm.

fal1024pub.pem

-----BEGIN PUBLIC KEY-----Entrust PKIaaS - Customer Guide 333
-----END PUBLIC KEY-----

Sample private key to test the Falcon-1024 post-quantum algorithm
Use the following private key to test the Falcon-1024 post-quantum algorithm.

fal1024priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 334
Entrust PKIaaS - Customer Guide 335

•
•
•

losmHhhQFsVagUm2AboREDDQ5E8tcdVYm7EUCFPwSoigMeBV85ZdSJyObpN2DXUe
PKxqpFyDc1oQSN0kK0BIIIRBpwKLKLxQ6iRVKtzjoADiwL6RujTGysQVKHgTP5DR
vByAhJFPr2bijNG5LJ1DWZHCOILII5HPh1juuqlg6eLJLpp8GsOjuKI6nowAJk0H
Nq8NNrh4QdWO7ulHtKdml7hzhePJ0JDk2ZtTYCYYSXTFkxw+tWhVVNZfkQJqPVOF
bTMIKGe5EGa6lhzB0XjjogbW+gOHnIJnnjuEQdZ7dC6bQWygD07oxhKzAXFCOhiw
OJOXO8X3gmRn0785cQHDVis0LOd1c2HqYZJeYA/KP6s1BxeOjPM=
-----END PRIVATE KEY-----

SLH-DSA-SHA2-128f-ipd (1.3.9999.6.4.13)
Use the following CSR and keys to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm with the 
1.3.9999.6.4.13 object identifier (OID).

Sample CSR to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Sample public key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Sample private key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm.

sp128fcsr.pem

-----BEGIN CERTIFICATE REQUEST-----Entrust PKIaaS - Customer Guide 336
Entrust PKIaaS - Customer Guide 337
Entrust PKIaaS - Customer Guide 338
Entrust PKIaaS - Customer Guide 339
Entrust PKIaaS - Customer Guide 340
Entrust PKIaaS - Customer Guide 341
Entrust PKIaaS - Customer Guide 342
-----END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm.

sp128fpub.pem

-----BEGIN PUBLIC KEY-----
MC0wCAYGK84PBgQNAyEADkCD2dkYjzfAsSh9DFz1TTzQ6VuYfmm9yNnMwaDD3ps=
-----END PUBLIC KEY-----

Sample private key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm.

sp128fpriv.pem

-----BEGIN PRIVATE KEY-----
MG8CAQAwCAYGK84PBgQNBGBUjZGtlITEBX3TM64mBet0ph0rMuoR/OAwkVh+/aYu
MQ5Ag9nZGI83wLEofQxc9U080OlbmH5pvcjZzMGgw96bDkCD2dkYjzfAsSh9DFz1
TTzQ6VuYfmm9yNnMwaDD3ps=
-----END PRIVATE KEY-----
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SLH-DSA-SHA2-128s-ipd (1.3.9999.6.4.16)
Use the following CSR and keys to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm with the 
1.3.9999.6.4.16 object identifier (OID).

Sample CSR to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Sample public key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Sample private key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm.

sp128scsr.pem
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-----END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm.

sp128spub.pem

-----BEGIN PUBLIC KEY-----
MC0wCAYGK84PBgQQAyEAwjHSoqo63jA72arEqHu60gap6yp7sa/d2ODvIIHmZug=
-----END PUBLIC KEY-----

Sample private key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm.

sp128spriv.pem

-----BEGIN PRIVATE KEY-----
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MG8CAQAwCAYGK84PBgQQBGAaYwSCeEF5RWmautTQ3MxjW++ezabe7lXPVsHaCdWY
hsIx0qKqOt4wO9mqxKh7utIGqesqe7Gv3djg7yCB5mbowjHSoqo63jA72arEqHu6
0gap6yp7sa/d2ODvIIHmZug=
-----END PRIVATE KEY-----

SLH-DSA-SHA2-192f-ipd (1.3.9999.6.5.10)
Use the following CSR and keys to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm with the 
1.3.9999.6.5.10 object identifier (OID).

Sample CSR to test theSPHINCS+-SHA2-192f-simple post-quantum algorithm
Sample public key to test theSPHINCS+-SHA2-192f-simple post-quantum algorithm
Sample private key to test theSPHINCS+-SHA2-192f-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm.

sp192fcsr.pem
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-----END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm.
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sp192fpub.pem

-----BEGIN PUBLIC KEY-----
MD0wCAYGK84PBgUKAzEAKYNAQ2b5QPWsWVvjEdJ1EaL+i6gYwod9qWSrIIPwn/bC
jGyLq6T2Aqwm+AFt+UtA
-----END PUBLIC KEY-----

Sample private key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm.

sp192fpriv.pem

-----BEGIN PRIVATE KEY-----
MIGgAgEAMAgGBivODwYFCgSBkHHzWUKhenPqrfHDz/J8duR0pOh5mPueQONyUtpF
T41ZqgTLbgbnwdDq5hJEpKq+2CmDQENm+UD1rFlb4xHSdRGi/ouoGMKHfalkqyCD
8J/2woxsi6uk9gKsJvgBbflLQCmDQENm+UD1rFlb4xHSdRGi/ouoGMKHfalkqyCD
8J/2woxsi6uk9gKsJvgBbflLQA==
-----END PRIVATE KEY-----

SLH-DSA-SHA2-192s-ipd (1.3.9999.6.5.12)
Use the following CSR and keys to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm with the 
1.3.9999.6.5.12 object identifier (OID).

Sample CSR to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Sample public key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Sample private key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm.

sp192scsr.pem
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-----END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm.

sp192spub.pem

-----BEGIN PUBLIC KEY-----
MD0wCAYGK84PBgUMAzEA+irBFrQTtcqWTH1biT4hxl8xCilPNJhFRFQHWuOd1Dt+
6h+Zv8lRa0Gcgtnb1K7u
-----END PUBLIC KEY-----

Sample private key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm.

sp192spriv.pem

-----BEGIN PRIVATE KEY-----
MIGgAgEAMAgGBivODwYFDASBkC9UTprKv3nHRwEiqmFtyyQg+C3ufj/lI9vySgLU
dzko566KWQP6Gjodt6jG8yic3foqwRa0E7XKlkx9W4k+IcZfMQopTzSYRURUB1rj
ndQ7fuofmb/JUWtBnILZ29Su7voqwRa0E7XKlkx9W4k+IcZfMQopTzSYRURUB1rj
ndQ7fuofmb/JUWtBnILZ29Su7g==
-----END PRIVATE KEY-----
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SLH-DSA-SHA2-256f-ipd (1.3.9999.6.6.10)
Use the following CSR and keys to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm with the 
1.3.9999.6.6.10 object identifier (OID).

Sample CSR to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Sample public key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Sample private key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm.

sp256fcsr.pem
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-----END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm.

sp256fpub.pem

-----BEGIN PUBLIC KEY-----
ME0wCAYGK84PBgYKA0EAjo5juJCOzaDOvkWxSu7ag7+mWrWUGwywdz1m/fSmfJwr
xRjcpz349JvFF/3efdwVHpUMvUpLhpn3FBU+sPLz9g==
-----END PUBLIC KEY-----

Sample private key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm.

sp256fpriv.pem

-----BEGIN PRIVATE KEY-----
MIHQAgEAMAgGBivODwYGCgSBwO5cCXLnrO15+nIth9m6uKQH10kRUWwAPcwn4sH2
wsBduMOKZ1iZR9qClrLATqGFoTEqOEj22ILn+//rZKzEoyOOjmO4kI7NoM6+RbFK
7tqDv6ZatZQbDLB3PWb99KZ8nCvFGNynPfj0m8UX/d593BUelQy9SkuGmfcUFT6w
8vP2jo5juJCOzaDOvkWxSu7ag7+mWrWUGwywdz1m/fSmfJwrxRjcpz349JvFF/3e
fdwVHpUMvUpLhpn3FBU+sPLz9g==
-----END PRIVATE KEY-----
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SLH-DSA-SHA2-256s-ipd (1.3.9999.6.6.12)
Use the following CSR and keys to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm with the 
1.3.9999.6.6.12 object identifier (OID).

Sample CSR to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Sample public key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Sample private key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm.

sp256scsr.pem
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-----END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm.

sp256spub.pem

-----BEGIN PUBLIC KEY-----
ME0wCAYGK84PBgYMA0EAPEQFo8tfYEYYTkEO8AvlYQdkbWhQV/cCuTJ4FaEt7ssE
EQ558kjq7cIZVwqAhH2nDX5olT1S33RhuknoeN2ojA==
-----END PUBLIC KEY-----

Sample private key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm.

sp256spriv.pem

-----BEGIN PRIVATE KEY-----
MIHQAgEAMAgGBivODwYGDASBwP4lU4SafO9duWzwFzVDO/+0ALoS7gA+dJqTCGB9
Tj+fQcxBNF0evMG5ExT43uqpz11anvYkHCN5jCL+UrvCVaM8RAWjy19gRhhOQQ7w
C+VhB2RtaFBX9wK5MngVoS3uywQRDnnySOrtwhlXCoCEfacNfmiVPVLfdGG6Seh4
3aiMPEQFo8tfYEYYTkEO8AvlYQdkbWhQV/cCuTJ4FaEt7ssEEQ558kjq7cIZVwqA
hH2nDX5olT1S33RhuknoeN2ojA==
-----END PRIVATE KEY-----
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Explicit composite algorithms
See below sample requests for the supported explicit composite algorithms.

Dilithium3-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.2)
Dilithium3-RSA3072-PKCS15-SHA256 (2.16.840.1.114027.80.5.1.1)
Dilithium5-ECDSA-P384-SHA384 (2.16.840.1.114027.80.5.1.5)
Falcon512-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.8)

Dilithium3-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.2)
Use the following CSR and keys to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm with the 
2.16.840.1.114027.80.5.1.2 object identifier (OID).

Sample CSR to test the id-Dilithium3-ECDSA-P256-SHA256 composite algorithm
Sample public key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm
Sample private key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm

Sample CSR to test the id-Dilithium3-ECDSA-P256-SHA256 composite algorithm
Use the following CSR to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm.

dil3ec256csr.pem

-----BEGIN CERTIFICATE REQUEST-----Entrust PKIaaS - Customer Guide 405
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-----END CERTIFICATE REQUEST-----

Sample public key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm
Use the following public key to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm.

dil3ec256pub.pem

-----BEGIN PUBLIC KEY-----
MIIIKzANBgtghkgBhvprUAUBAgOCCBgAMIIIEzCCB7QwDQYLKwYBBAECggsHBgUD
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-----END PUBLIC KEY-----

Sample private key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm
Use the following private key to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm.
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dil3ec256priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 409
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-----END PRIVATE KEY-----

Dilithium3-RSA3072-PKCS15-SHA256 (2.16.840.1.114027.80.5.1.1)
Use the following CSR and keys to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm with the 
2.16.840.1.114027.80.5.1.1 object identifier (OID).

Sample CSR to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Sample public key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Sample private key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm

Sample CSR to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Use the following CSR to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm.

dil3rsacsr.pem

-----BEGIN CERTIFICATE REQUEST-----
MIIXXjCCCT0CAQAwPjELMAkGA1UEBhMCQ0ExEDAOBgNVBAsTB0VudHJ1c3QxHTAb
BgNVBAMTFERpbGl0aGl1bTNSU0FFbmRVc2VyMIII9jANBgtghkgBhvprUAUBAQOC
COMAMIII3jCCB7QwDQYLKwYBBAECggsHBgUDggehADs7lq+GFiZmcY97JTqKfZnR
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-----END CERTIFICATE REQUEST-----

Sample public key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Use the following public key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm.

dil3rsapub.pem

-----BEGIN PUBLIC KEY-----Entrust PKIaaS - Customer Guide 414
-----END PUBLIC KEY-----

Sample private key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Use the following private key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm.

dil3rsapriv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 415
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-----END PRIVATE KEY-----

Dilithium5-ECDSA-P384-SHA384 (2.16.840.1.114027.80.5.1.5)
Use the following CSR and keys to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm with the 
2.16.840.1.114027.80.5.1.5 object identifier (OID).

Sample CSR to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Sample public key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Sample private key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm

Sample CSR to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Use the following CSR to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm.



Entrust PKIaaS - Customer Guide 418

dil3ec384csr.pem

-----BEGIN CERTIFICATE REQUEST-----Entrust PKIaaS - Customer Guide 419
Entrust PKIaaS - Customer Guide 420
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tx68FVqujcJC1RAmbDb+rurzEQ6TCtJOvH9/fPDSq4xrMe6Ogv27AAG+H6hjF8zt
kVI6Vrgm1lntbwdak5RxjSX7p9scbPlUbyK1L0CceFirg4KBzv2n+N6EgnPCUpRh
YzyqhQcqaYCbCIpNosemjs7pBEyMmfdmvzvYHnf0Iyedtq4K7RyUcg79LBovDsSQ
caFTlyEUUFkpxj+20Sk08jYpyl4YXmOVrbHZBxYfJj50hp+tr7G9ydqYxMfU3eoD
CSlYXpmhrCBCb6ms3N3rFhsgMjRFhcUgSm54e4OZBzp8wNL9AAAAAAAAAAAAAAAH
FRsjKzM6QANnADBkAjBGOcB0heMQs1waJAq9/qqjsER2dXKwlT/ufpMR5gFio2Yr
9EQwtSjjoCCSX9gwSBgCMDXNV31LjSfXcBWSiY+B1BNk/t2Wa/1jMLKFmx4QWspI
YJTxBCv0RD02hl2rbU6DQg==
-----END CERTIFICATE REQUEST-----

Sample public key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Use the following public key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm.

dil3ec384pub.pem

-----BEGIN PUBLIC KEY-----Entrust PKIaaS - Customer Guide 422
-----END PUBLIC KEY-----

Sample private key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Use the following private key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm.

dil3ec384priv.pem

-----BEGIN PRIVATE KEY-----Entrust PKIaaS - Customer Guide 423
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-----END PRIVATE KEY-----

Falcon512-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.8)
Use the following CSR and keys to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm with the 
2.16.840.1.114027.80.5.1.8 object identifier (OID).

Sample CSR to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Sample public key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Sample private key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
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Sample CSR to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Use the following CSR to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm.

fal512ec256csr.pem

-----BEGIN CERTIFICATE REQUEST----------END CERTIFICATE REQUEST-----
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Sample public key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Use the following public key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm.

fal512ec256pub.pem

-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----

Sample private key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Use the following private key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm.

fal512ec256priv.pem

-----BEGIN PRIVATE KEY-----
MIII8wIBADANBgtghkgBhvprUAUBCASCCN0wggjZMIIIkgIBADAHBgUrzg8DBgSC
CIJZ5FDAD/88/BEABBE/D/CD/8+B8EE4CH54J+9B+B9DC86AD9CFD+965D/6G9BE
FD98E8+ACB958HB8AA7995A7C/FEEECE5+CI96C+8G+9HB+/AGACAA+8A+ABC/C/
+ECAE/JCE937A+FG/C65AB6A9CF57ECG+/I68GBF8E+7E+B7996BEDCCAAB+3DBB
DAD7+/D/A5/IB78/C+/54/AB/DCJG/GDAFFC76HB+C9EAD9A98AEB+HDACF8/AJ+
F//CAAFDE8CC7BGA8B8FAD8C+A9A9BGA9GED8A/F++7CAF8GE9CDIJE9BG98DCFB
C+E/DDBB8DB7FAA/GJCB9H9C/7+/I8DEGHH88GFK+H//JA4D8+2JCCAD/B9BC+B8
IAF7+9IA/++D98+DC8/E+AE+/7AD+C/++E+C8DEE9EF+BBI/9E7ADEHDDA3B8+AB
G//KB+B/9B8A7EGBLC++B78B+85CBBE1+GF5E8+/B9/3A8AD4/+8H////K+B9CBD
59C/B/++8BA5/D+C++HC9D8B9C9BC//8CFF6K/999BB9CH7BD6A64//+AABF+7AC
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-----END PRIVATE KEY-----
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18 Obtaining support
See below for getting support on your purchased products.

Contacting Entrust Certificate Services support
Obtaining TrustedCare resources

Contacting Entrust Certificate Services support
To contact Entrust Certificate Services support, email ECS.Support@Entrust.com or call the following phone 
numbers.

North America: 1-866-267-9297
Outside North America: 1-613-270-2680 
Toll-free support numbers for Silver & Gold customers outside of North America: https://www.entrust.com/
knowledgebase/ssl/contact-silver-gold-support-numbers

As explained in the following document, the availability of the support team depends on your service plan: Silver vs. 
Platinum.

https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-
support-schedule-lg.pdf

Obtaining TrustedCare resources
Entrust provides a comprehensive service and support program through the https://trustedcare.entrust.com online 
portal. This portal allows you to:

Download software product updates for components you run on your premises or in your cloud.
Browse product documentation, frequently asked questions, or technical bulletins.
Open support cases.
Check on the status of existing cases.

To contact the Entrust sales department, fill in the form at https://www.entrust.com/contact/sales

mailto:ECS.Support@Entrust.com
https://www.entrust.com/knowledgebase/ssl/contact-silver-gold-support-numbers
https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-support-schedule-lg.pdf
https://trustedcare.entrust.com/
https://www.entrust.com/contact/sales
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